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Division of Laboratory Systems

October Session Recap:
“The Importance of Biosecurity in Biorisk Program Management”

139
participants 
attended the 
session

82
organizations 
were 
represented

“There has to be a culture of security 
and safety at an entity that is supported 
at all leadership levels and made 
important.”

“It is all about making it hard to beat the 
system, not making it foolproof.”

-Session Participants

Note: States shaded in green had at least one organization located in that state in attendance at this session. 
Attendees from at least one organization located in Belize, Canada, and Indonesia were also present at the 
session. Thirteen national organizations also attended this session. 

Organization Affiliation by State
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• Speaker Introduction

• Didactic Presentation 

• Discussion

• Summary of Discussion

• Closing Comments and Reminders
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Slide decks may contain presentation material from panelists who 
are not affiliated with CDC. Presentation content from external 
panelists may not necessarily reflect CDC’s official position on the 
topic(s) covered.
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Objectives

1. Review the APHL/CDC ISO 35001 Pilot Program 
2. Understand the planning and audit process
3. Consider the value of performing an audit of your biosafety program
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APHL/CDC ISO 35001 Pilot 
Program Introduction and 
SHL Background
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ISO 35001

• International Organization for 
Standardization (ISO)

• Goal: to identify, assess, control 
and monitor the risks 
associated with hazardous 
biological materials in a 
laboratory setting. 

• Seven different principles
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Seven Different Principles of ISO 35001

Context of the 
Organization

Leadership Planning Support

Operations Performance 
Evaluation

Improvement
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APHL/CDC ISO 35001 Implementation Project

• Develop a strategy, provide guidance, and support the 
implementation and use of a biorisk management system in 
accordance with ISO 35001 in public health laboratories.
‒Goal: Improve internal processes to reduce incidents, accidents, 

infections and illnesses that may result from laboratory operations
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ISO 35001 Gap Analysis

• The CDC/APHL ISO 
35001:2019-Biorisk 
Management Gap Analysis 
Checklist 
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Knowledge Check

• What other ISO 
accreditation do clinical 
and public health 
laboratories typically aspire 
to?
• A. ISO 17025
• B. ISO 15189
• C. Both 17025 and 15189
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Facts about the State Hygienic Laboratory 
at the University of Iowa

110+
Clinical and 
environmental 
scientists 

15
Fellows and interns in 
FY2024

170+
Specialized 
instruments and 
techniques

3 Locations: Coralville, Ankeny and Mildford, Iowa
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University System

• 1 of 2 across the nation. 
• Environmental Health and Safety 

Office (EHS)
• Office of the Vice President for 

Research
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Evaluation 
Planning and
Process
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Timeline

Initial 
Discussion

July 2023

Internal 
Discussion
August 2023

Onsite Visit
January 2024

Internal 
Planning
September 

2023

Departure of 
Biosafety 

Officer
October 2023

Initial Upload 
and Onsite 
Visit Date

October – 
November 2023

Final 
Document 

Upload
December 

2023

Initial 
Findings

March 2023

Policy 
Creation
December 

2023

Kickoff Call
September 2023

Pilot Laboratory 
Onsite Visit

December 2024

Joint Calls
March 2024 – 

September 2024
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Organization

• Microsoft Teams location
• Organized by seven principles
• Other folders

‒Meeting notes
‒Archive
‒Onsite visit materials
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Biosafety and Biosecurity 
Policy Centralize
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In-person 
Evaluation
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Discussion Insert #1
What do you see as the positives and negatives of participating in an 
ISO35001 audit? 
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Interview Discussions

• 10 discussions with 25 staff held in person and by zoom.
• Met with the Safety Committee members.
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Challenges Faced

• BT coordinator’s departure
• Everyday challenges
• Inclement weather 1/9/24 and 

11/10.
‒ In-person to Zoom
‒Catering
‒ Staff participation
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Post-Evaluation
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Gap Analysis Checklist

• Four evaluation options
‒ Yes
‒ Yes - with Suggestions
‒No
‒Non-applicable

• 20 conformances with 
suggestions

• 9 non-conformances
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Conformances with Suggestions
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Conformances with Suggestions – 5 Leadership

5.1.A. Shall demonstrate leadership and 
commitment with respect to the biorisk 
management system by: 5.1.A.1. Ensuring 
that the biorisk management policy and 
biorisk management objectives are 
established and are compatible with the 
strategic direction of the organization.

Suggested Solution: Create SMART BRM 
objectives that include metrics that can be 
tracked for BRM program that can lead to CQI 
for SHL

5.2.A.2. Provides a framework for setting 
biorisk management objectives. 

Suggested Solution: Create SMART BRM 
objectives that include metrics that can be 
tracked for BRM program that can lead to CQI 
for SHL
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Conformances with Suggestions – 7 Support
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7.1.1.A. Shall ensure that risks 
to worker health are managed 
effectively, including 
consideration for preventive and 
protective measures. All workers 
whose health could be directly 
impacted by exposure to 
biological materials shall be 
included in the worker health 
program.

Suggested Solution: Standardize 
worker health/vaccination 
program for staff based on 
department and/or role to 
facilitate communications and 
assignment of medical 
surveillance with HR and Occ 
health

7.1.1.1.A. Shall establish and 
implement vaccination policy as 
part of the worker health program. 
7.1.1.1.B. Shall ensure that the 
required and/or recommended 
vaccines and its information are 
made available to the worker(s). 
7.1.1.1.C. Shall maintain 
immunization records in 
accordance with national, regional, 
and local requirements.

Suggested Solution: 
Standardize worker 
health/vaccination program 
for staff based on department 
and/or role to facilitate 
communications and 
assignment of medical 
surveillance with HR and Occ 
health

7.2.B. Shall ensure that 
these persons are 
competent based on 
appropriate education, 
training, or experience.

Suggested Solution: 
Standardize competence and 
training for staff based on 
department and/or role for all 
new (and transferred) staff; 
send list to HR for compliance 
tracking



Conformances with Suggestions – 7 Support
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7.2.2.A. Shall implement 
personnel reliability measures to 
determine and provide 
assurance that workers are 
reliable, trustworthy, and 
competent, and to determine 
individuals who may pose a 
biosecurity or biosafety risk to 
the organization. 7.2.2.B.1-5

Suggested Solution: Check on 
personnel reliability measures 
applied to all staff (beyond 
those enrolled in FSAP)

7.3.1.A. Shall ensure that 
requirements and procedures 
for biorisk management 
training of workers are 
identified, established, and 
maintained.

Suggested Solution: Consider 
utilizing training program 
standardization process (7.2 
above) to create proactive 
training with learning paths 
specific to roles; gain buy in 
from supervisors and SMEs to 
work with training coordinator 
to develop materials; consider 
incorporating more hands-on 
training

7.4.B.2. Shall ensure two-
way directional 
communication is 
established with, and 
access to up-to-date 
information is provided to, 
workers on relevant 
biorisks.

Suggested Solution: Consider 
having departmental 
supervisors condense/provide 
safety messaging to staff, 
relevant to their department, at 
their regular group meetings



Conformances with Suggestions – 8 Operation

32

8.9.2. Shall ensure that all relevant 
workers are trained on the 
organization’s emergency response 
plans.

Suggested Solution: Provide additional 
training on emergency response plans

8.9.4. Shall ensure that adequate 
contingency measures are in place to 
ensure the safety and security of 
continued operations in the event of an 
emergency.

Suggested Solution: Provide additional training 
on contingency measures (COOP) after plan 
has been reviewed and approved



Conformances with Suggestions – 
9 Performance Evaluation
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9.2.1.A.1. Shall conduct 
internal audits and 
inspections at planned 
intervals to provide 
information on whether the 
biorisk management system 
conforms to the 
organization’s own 
requirements for its biorisk 
management system.

Suggested Solution: Add 
BRM/safety components to 
audit policies and procedures

9.2.2.A. Shall plan, establish, 
implement, and maintain an 
audit program(s), including the 
frequency, methods, 
responsibilities, planning 
requirements and reporting, 
which shall take into 
consideration the importance 
of the processes concerned 
and the results of previous 
audits.

Suggested Solution: Add 
BRM/safety components to 
audit policies and 
procedures

9.3.A. Shall review the 
organization’s biorisk 
management system, at 
planned intervals, to ensure 
its continuing suitability, 
adequacy, and effectiveness.
 

Suggested Solution: Add 
BRM/safety components to 
management review process 
and incorporate BRM objectives



Conformances with Suggestions – 
10 Improvement
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10.1.A. Shall 
determine 
opportunities for 
improvement (see 
Clause 9) and 
implement necessary 
actions to achieve the 
intended outcomes of 
its biorisk 
management system.

Suggested Solution: 
Add BRM/safety 
components to quality 
management review to 
identify areas for 
improvement

10.3.A. Shall 
continually improve 
the suitability, 
adequacy, and 
effectiveness of the 
biorisk 
management 
system.

Suggested Solution: 
Add BRM/safety 
components to CQI 
and preventative 
action plans/SOPs

10.3.A.1. Shall 
enhance biorisk 
management 
performance.

Suggested Solution: 
Add BRM/safety 
components to CQI 
and preventative 
action plans/SOPs

10.3.A.2. Shall 
promote a culture of 
continual 
improvement that 
supports the biorisk 
management 
system.

Suggested Solution: 
Add BRM/safety 
components to CQI 
and preventative 
action plans/SOPs



Conformances with Suggestions – 
10 Improvement
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10.3.A.3. Shall promote the 
participation of workers in 
implementing actions for 
the continual improvement 
of the biorisk management 
system.

Suggested Solution: Add 
BRM/safety components to 
CQI and preventative action 
plans/SOPs

10.3.A.4. Shall 
communicate the relevant
results of continual 
improvement to workers 
and other relevant 
interested parties.

Suggested Solution: Add 
BRM/safety components to 
CQI and preventative action 
plans/SOPs

10.3.A.5. Shall maintain 
and retain documented 
information as evidence of 
continual improvement.

Suggested Solution: Add 
BRM/safety components to 
CQI and preventative action 
plans/SOPs



Non-Conformances
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Non-Conformances – 6 Planning
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6.2.A. Shall establish biorisk management 
objectives at relevant functions and levels, 
including: 6.2.B. The biorisk management 
objectives shall be consistent with biorisk 
management policy, be measurable, 
include applicable requirements, be 
monitored, be communicated, and be 
updated as appropriate. 

Suggested Solution: Create SMART Biorisk 
Management (BRM) objectives that include 
metrics that can be tracked for BRM program 
that can lead to Continuous Quality 
Improvement (CQI) for State Hygienic Lab 

6.2.C. Shall retain documented 
information on the biorisk management 
objectives and plan how to achieve them. 

Suggested Solution: Create SMART BRM 
objectives that include metrics that can be 
tracked for BRM program that can lead to CQI 
for SHL 



Knowledge Check
• What are “Smart Objectives?”

–A. Sensitive, Mastered, Accountable, Rational, Tenured 
–B. Specific, Measurable, Achievable, Relevant, Time-bound
–C. Short, Mindful, Accelerated, Relatable, Techniques
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Does your lab currently use SMART objectives?

• A. Yes
• B. No
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Discussion Insert #2
What are the barriers to using the SMART goal model in your laboratory?
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Non-Conformances – 8 Operation
8.9.3.A. Shall ensure that emergency exercises and simulations are 
conducted at regular intervals, based on risk, to test the plans, prepare 
workers, and learn from any good practices or deficiencies identified. 
8.9.3.A. Shall consider the utility of both discussion-based and 
operations-based exercises and simulations.

Suggested Solution: Provide additional training and hands-on or 
simulation-based drills on potential BRM topic incidents/emergencies 
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Non-Conformances – 9 Performance Evaluation
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9.1.A. Shall continuously 
evaluate the performance 
and effectiveness of the 
biorisk management 
system, including: 

Suggested Solution: Create 
SMART BRM objectives that 
include metrics that can be 
tracked for BRM program that 
can lead to CQI for SHL; 
consider conducting additional 
internal SHL audits regularly

9.1.A.1. Shall determine 
what needs to be 
monitored and measured.

Suggested Solution: Create 
SMART BRM objectives that 
include metrics that can be 
tracked for BRM program 
that can lead to CQI for SHL; 
consider conducting 
additional internal SHL 
audits regularly

9.1.A.2. Shall determine the 
methods for monitoring, 
measurement, analysis, and 
evaluation, as applicable, to 
ensure valid results. 

Suggested Solution: Create 
SMART BRM objectives that 
include metrics that can be 
tracked for BRM program that 
can lead to CQI for SHL; 
consider conducting additional 
internal SHL audits regularly



Non-Conformances – 9 Performance Evaluation
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9.1.A.3. Shall determine 
when the monitoring and 
measuring shall be 
performed.

Suggested Solution: Create 
SMART BRM objectives that 
include metrics that can be 
tracked for BRM program that 
can lead to CQI for SHL; 
consider conducting additional 
internal SHL audits regularly

9.1.A.4. Shall determine 
when the results from 
monitoring and 
measurement shall be 
analyzed and evaluated.

Suggested Solution: Create 
SMART BRM objectives that 
include metrics that can be 
tracked for BRM program 
that can lead to CQI for SHL; 
consider conducting 
additional internal SHL 
audits regularly

9.1.B. Shall retain 
appropriate documented 
information as evidence of 
the results.

Suggested Solution: Create 
SMART BRM objectives that 
include metrics that can be 
tracked for BRM program that 
can lead to CQI for SHL; 
consider conducting additional 
internal SHL audits regularly



Non-Conformances – 9 Performance Evaluation

9.3.B.A-B. Shall include consideration of the status of the 
organization’s progress towards its biorisk management 
objectives as well as consideration of the status of actions from 
previous management reviews.

Suggested Solution: Create SMART BRM objectives that include metrics that can 
be tracked for BRM program that can lead to CQI for SHL; consider conducting 
additional internal SHL audits regularly
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Discussion Insert #3
How is relevant information on biosafety communicated with your staff? 
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Communication

• All Staff meetings
• SHL Message of the Week
• Bulletin board
• Emergency Preparedness 

Committee
• Safety Committee
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Solutions in Action

• Medical Examination Form
‒ iPassport

• Autoclave validation
• In-person FD drill

‒ Spill drill and trainings in future

• Safety committee goals
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Safety Committee’s
Goals and Efforts
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Discussion Insert #4
Do you have an electronic quality management system such as iPassport? 
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Collaboration

• iPassport demo
• Tampa joint calls

‒Material sharing example
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Example: Autoclave Validation
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Discussion Insert #5
If you had the ISO35001 standards available to you, would you use them to 
do an audit of your biosafety program?
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Discussion Insert #6
Have you heard any ideas during this session that you intend to use in your 
laboratory?  Can you share them?
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Thank you
Michael Pentella, PhD, D(ABMM)
Clinical Professor, University of 
Iowa, College of Public Health 
Director, State Hygienic 
Laboratory

Michael-Pentella@uiowa.edu

shl.uiowa.edu
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Post-session Survey

• Takes 2 minutes to complete and helps 
improve ECHO Biosafety Program and CoP

• Participation is voluntary 
• Responses are anonymous and feedback will 

be summarized in aggregate
• Questions? Contact DLSbiosafety@cdc.gov 
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Scan here to take the 
November survey

mailto:DLSbiosafety@cdc.gov


Division of Laboratory Systems

International Organization for Standardization (ISO) 
35001:2019 Biorisk Management
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CDC's Division of Laboratory Systems (DLS) is offering free access to the ISO 35001:2019 - 
Biorisk management for laboratories and related organizations for clinical and public health 
laboratories

ISO 35001:
• ISO 35001 defines a process to identify, assess, control, and monitor the risks associated 

with hazardous biological materials.
• The standard applies to laboratories or organizations that work with, store, transport, 

and/or dispose of hazardous biological materials. 
• The offer is currently limited to interested laboratories and organizations within the United 

States.



Division of Laboratory Systems

International Organization for Standardization (ISO) 
35001:2019 Biorisk Management (cont.)
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Process Overview:
• Select a point of contact responsible for biorisk management (e.g., Laboratory Director, Biosafety 

Officer).
• Point of contact email DLSBiosafety@cdc.gov

o Name and physical address of the institution 
o Name and work e-mail address 
o Role in the organization

• DLS notifies the approved point of contact with details on how to access the standard.

DLS supports the enhancement of biorisk management in laboratories and encourages your 
institution to participate. For questions, contact DLSBiosafety@cdc.gov.

mailto:DLSBiosafety@cdc.gov
mailto:DLSBiosafety@cdc.gov


Division of Laboratory Systems

DLS ECHO Biosafety Session: December 17, 2024
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Biorisk Management Improvement

Patricia Olinger, JM 
Chief Relationship Officer, Y2X Life Sciences
President/CEO, BEAMS LLC
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