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EXECUTIVE SUMMARY

Public health involves many organizations throughout the PHIN (Public Health
Information Network), working together to protect and advance the public’s health.
These organizations need to use the internet to securely exchange sensitive data
between varieties of different public health information systems. The exchange of data,
also known as “messaging” is enabled through messages created using special file
formats and a standard vocabulary. The exchange uses a common approach to
security and encryption, methods for dealing with a variety of firewall, and internet
protection schemes. The system provides a standard way for addressing and routing
content, a standard and consistent way for information systems to confirm an exchange.

The PHINMS (Public Health Information Network Messaging System) is the software
which makes this work. The system securely sends and receives sensitive data over
the internet to the public health information systems.

The following document provides instructions for installing and configuring Stunnel to
secure and encrypt the route between the IIS Server/Jakarta Internet Server Application
Programming Interface (ISAPI) redirect connector and the PHINMS Receiver/Tomcat
server.
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1.0 INTRODUCTION

The Centers for Disease Control and Prevention (CDC) Public Health Information
Network Messaging System (PHINMS) Stunnel Implementation Guide will assist with
the installation and configuration of the Stunnel program on a Windows platform.
Documentation is continually updated. Ensure the most recent versions are referenced
from the PHINMS website at www.cdc.gov/phin/phinms.

1.1 Architecture

Redirecting messages from a Microsoft Integrated Information Server (IIS) as a proxy
over an SSL connection to a PHINMS receiver requires the following multiple products:

= [IS Server,
= Jakarta ISAPI plug-in,
=  Stunnel,
= Tomcat application server, and
= PHINMS Receiver.
Each component requires proper configuration for PHINMS messages only needed if

IIS is being used as a web server, and BEA Web Logic is not being used as an
application server.

Stunnel is setup between the 1IS and the PHINMS Receiver servers. The Jakarta ISAPI
redirector is pointed directly to the AJP13 port on the PHINMS Receiver server. When
a firewall exists between the IIS proxy and the PHINMS Receiver, the firewall’s UDP
Port 500 must be open as shown in Figure 1.1. More information on self-signed
certificates can be found at www.stunnel.org.

Stunnel Implementation Guide v1-1_9 06 06 Page 8 of 56



Stunnel Implementation Guide

IIS Server PHINMS Receiver
SSL——p»

{ [ s = -~ - -z
SAFER * HEALTHIER * PEOPLE™

User L IS with Tomcat PHINMS Receiver
Access | 3 Jakarta ISAPI AJP13 Listen on
T Redirector Plug-in Port 8009
o
: :
o Q o
i [ i

Stunnel in Service

IIS with Tomcat Mode Listen on TCP
Jakarta ISAPI ss.——{ 7002 Redirect to
Redirector Plug-in Local PHINMS
Receiver 8009

Figure 1.1. Stunnel Architecture Diagram

This Stunnel Implementation Guide is intended for those responsible for installing and
configuring Stunnel and the Jakarta ISAPI to work with a PHINMS 2.6 receiver. It does
not address installing or configuring the Tomcat application server nor PHINMS.

The information in this document has only been tested with the Tomcat application
server. These settings may or may not work with other application servers such as
JBOSS.

1.2 Stunnel

The Stunnel program is designed to work as a Secure Socket Layers (SSL) encryption
wrapper between remote client and local or remote server. Stunnel can be used to add
SSL functionality to commonly used servers without any changes in the programs' code.

1.3 Communiqués

The PHINMS team responds to user's communiqués. Send questions, suggestions,
and/or comments concerning PHINMS support or documentation to the PHINMS
website using the Contact PHINMS email link located at the top of the website.

Stunnel Implementation Guide v1-1_9 06 06 Page 9 of 56



Stunnel Implementation Guide

SAFER * HEALTHIER * PEOPLE™

2.0 STUNNEL CONFIGURATION

Implementing Stunnel based network communications between the Internet Information
Server (11S) Server and the PHINMS Receiver ensures all network communications
between the two servers are encrypted and secure. Network traffic between the servers
and other computers will not be affected by the installation of the Stunnel. Figure 2.1
shows the Stunnel architect.

2.1 Install Stunnel

Complete the following steps on both the 1IS Server and the PHINMS Receiver to
establish Stunnel between IIS and PHINMS Receiver:

1. navigate to http://www.stunnel.org/download/binaries.html displaying Figure 2.1,

<} Stunnel.org - Microsoft Internet Explorer |:”§|[gl

File Edit Wiew Faworibes  Tools  Help -,'

@Back - Q@ |ﬂ @ - h /'__\J Search kg:‘.\_f|=.g.\.-orites 63 [_':- :\’ [#] - _J ﬁ ‘3
Address SEI httpe: v, skunnelorgfdownload binaries. bl V| Go  Links

Stunnel-4.x

Stunnel-4 % is the most current and actively developed branch of Stunnel.

Brtes Timest amp Filename

189 Mar 11 13:02:36 2006 stunnel-4.15-installer.exe.asc
562588 Mar 11 13:02:35 2006 =stunnel-4.15-installer.exe

189 Wowv 2 21:26:17 2005 =stunnel-4.14-installer.exe.asc
5905871 Nowv 2 21:26:17 Z005 stunnel-4.14-installer.exe

I@ 4 Internct

Figure 2.1. Stunnel-4.15-installer.exe

2. click stunnel-4.15-installer.exe link displaying the left screen of Figure 2.2, click
Run displaying the right screen,

File Download - Security Warning

Do you want to run or save this file?

Internet Explorer - Security Warning,

D Mafme: sturnel-4, IS-rstaller.gxs
Type: Opphcation, 549 KB

Fioeet vesrnt - Ihenh:‘:h«:mddmbemmvmmmmtomm

Name: stunnel-4, 15-nstaller. exe
Publsher: Unknown Publisher

[ ron ] [ portrun |

‘s Flecs o e Irkeirest can be usafi, this fls yps can
@ potertialy ham your compuber, I you do nok trust the sounce. dY
1ur of v this softveans What's the ik?

Thits file does not have a vabd digital signature that verifies its publsher, You
should only run software from publishers you trust, How can 1 decide what
softwars to run?

Figure 2.2. Stunnel Security Warning

Stunnel Implementation Guide v1-1_9 06_06 Page 10 of 56
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3. click Run displaying Figure 2.3,

ig stunnel 4.15 Setup: License Agreement

| Please review the license agresment before installing stunnel 4,15, IF you
accepk all terms of the agreement, dlick I Agree.

tunnel Universal 5L tunnel -
Distribution methods:

stunnel is distributed under GMU GPL version 2 license.
See COPYRIGHT.GPL file For the Full text of the license.

In addition, as a special exception, Michal Trajnara gives

petrission to link the code of this program with the OpenssL

library {ar with modified wersions of OpensSsL that use the same

license as Openssl), and distribute linked combinations including

the two, You must obey the GNU General Public License in all

resnects For all af the rndr nsed nther than Gnen®8l . TF v mndify LI

Cancel | author: Michal Trojnata

Figure 2.3. Stunnel License Agreement

4. read the License Agreement, select | Agree displaying Figure 2.4,

ig stunnel 4.15 Setup: Installation Options

Check the components vou wank ta install and uncheck the components
wou don't want to install, the agreement, click I Agree.

Select components to install:

tart Menu Shorbcuts

Space required: 1.4ME

Cancel | Authaor: Michal Trojrara < Back | Hext = I

Figure 2.4. Stunnel Installation Options

5. check Start Menu Shortcuts (optional), select Next displaying Figure 2.5,
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|E stunnel 4.15 Setup: Installation Folder

_ Setup will install stunnel 4,15 in the Following Folder, To install in a different
folder, dlick Browse and select another folder,

_:\Program Files!stunnel! Browse, ., |

"Destinatiun Folder

Space required: 1.4ME
Space available; 2.6GE

Zancel | Luthar: Michal Trojnara < Back. | Install I

Figure 2.5. Stunnel Installation Folder

6. select Browse to choose a Destination Folder (optional), select Install displaying
Figure 2.6, and

|§ stunnel 4.15 Setup: Completed [_ O]

<7 ANNENENENNEENENNNENENNEENENEEEEN

Show details |

Zancel | Authors Michal Trojnara

Figure 2.6. Stunnel Installation Complete

7. click Close.
2.2 Configure IS Server
Complete the following steps to configure Stunnel on the 1IS server in client mode:

8. select Start > Programs > Stunnel, Edit Stunnel.conf displaying the left screen
in Figure 2.7,
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B stunneleanf - Motepad
Fie Edt Format View  Help
: some options wsed here may not be adequate for your particular comfiguration a

; certificateskey is needed fn server mode and optiomal 4n client mode
: The default certificate is grnuided only for testing and should not
: be used in a production erviromment

cert = stunnel,pem
skey = stunnel, pem

B stunnel.conf - Motepod

: some performance tunding|fle Edt Formst Wew Hep
socket = 1:TCP_MODELAY=1"|: sample stunnel configuration file by Michal Trojnara 2002-2004 A
SoCket = rITCP_MODELAT=1 §: some options wsed here may not be adequate for your particular configuration

: workaround for Eudora bl: cercificateskey iz nesded in server mode and ocptienal in client mode
roprions « CONT_INSERT_EM|; The default certificate is prowided only for testing and should not
= i be used in a production envirorment

: Authentication stuff] cert = stunnel,pem

iverify « 2 skey = stunnel, pem

: bon't Ft:-rgut T c_rehas

sCapath = cérts i Some performance tundngs
:It's often easter to usfsocket = 1:iTCP_MODELAY=1
;Cafile = carts.pem socket = riTCP_MODELAY=1

: bon't forger to c_rehas i

iCELpath = <rls : workaround Tor Eudora bug

: Altermatively you can uf;options = DONT_INSERT_EMPTY_FRAGMENTS

sCRLFITe = orls. pem

~ ; Authentication stuff

3 some debugging stuff usliverify = 2

sdebug = 7 : bon't forget to c_rehash capath

soutput = stunmnel.log iCApath = certs
i It's often easier to use Cafile

: use it for ¢lient mode |iCAFile = certs.pem

ielient = yes ; pon't forget to c_rehash crLpath
iCRLpath = crils

: service-level configuralt alrernatively you can use CRLFile
iCRLFile = cris.pem

[pop3s]

dccepr = 995 a EEM debugaing stuff useful for troubleshooting
CT = 3 =7

Bt ou'tpE‘l: = stumnel. log

ﬂ?:ﬁ] = 943 i uUsa it for client mode

connect = 143 client = yes

[ssmtp] + Sservice-level configuration

accept = 465 o
- i [pop3s]

CONRECT = 25 e s

i [https] ;Eonnect = 110

faccept = 443
rconnect = 18O
sTIMEGUTClose = O

: [1maps]
jaccept = 993
iConnect = 143
: vim:fr=dosini i [ssmtp]

jaccept = 445
iconnect = 25

[hrzps]

accept = 8009

connect = local host:F002
;TIMEOUTClose = O

s wimifredosind kv

Figure 2.7. 11S Server Configuration

9. add semicolons (;) to the designated lines highlighted yellow, remove the
semicolons (;) from the designated lines highlighted green, change accept and
connect highlighted blue to 8009 and local host: 7002 respectively, select File,
Save, close window, and

Note: Ensure accept is configured to use port 8009 for ajpl3 traffic. The local host
should be the PHINMS Receiver Internet Protocol (IP) address.

10. select Start > All Programs > Stunnel > Service Start.

2.3 Configure PHINMS Receiver Service Mode

1. select Start > All Programs > Stunnel > Edit Stunnel.conf displaying the left
screen in Figure 2.8,
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1
E siunnel.conf - Motepad
Fle Edt Formal Y Help
i some options wsed here may not be adegquate for your particular configuration a

i certificateskey 15 needed in server mode and optional in client mode
i The default cerrificate is provided only for testing and should not

i be used in a production erwirorment
<ert = stunnel.pem
ikey = stunnel. pem

: some performance tund i
R R A O stunnel.conf - Motepad
Socker = rFITCP_MNODELAY= Fie Edt Format View Help

3 workaround for Eudoral; sample stunnel configuration £4le by michal Trojnara 2002-2006 ~
soprions = cONT_INSERT.]: some options used here may rnot be adequate for your particular configuration

i authentication stuff] |; certificateskey i35 needed in server mode and optional dn cliemt mode

iverify = 2 i The defaulr certificate is grouided only far testing and should not
; Don’t forger to c_reby; be used in 4 production environment
;capath = Cérts CErT = STunnel. pem

v It's often easier to |ikey = stunnel, pem
icafile = certs. pem
i pon't forget to c_reb; sSome performance tunings
;CALpath = &rls SO0CkET = 1:TCP_MODELAY=1

i alternatively you candsocker = riTCP_MODELAY=1

JCRLFITe = <rlE, pem

+ workaround for Eudora bug

:usgme de?uggtnq stuff |;options = DONT_INSERT_EMPTY_FRAGMENTS
; debug =

soutput = stumnel.log |; authentication stuff

sverify = 2
; use it for client modd; Don't forget to c_rehash Capath
;client = yes iCapath = certs

» It's often easier o use cafile
; Service-level confilgy:cafile = certs.pem
: pon't forget to c_rehash crupath

[pop3s] rCRLpath = €rls

ACCEPT = 995 : alternatively you can use CaLfile

CONMECT = 110 :CcrLfile = crls.pem

[imaps] 3 Some debugging stuff useful for troubleshooting
ACCEPT = Q93 debug = 7

CONNECT = 143 output = stunnel.log

[ssmtp] ; use it for client mode

AcCepT = 465 <lient = yes
CONNECT = 25
: Service-level configuration
s [https]

raccept = 443 : [pop3s]
connect = 180 jaccept = 995
s TIMEQUTClose = O sconnect = 110
: wim:fredosind ; [imaps]

accept = 9G93
Connect = 143

i [ssmrp]
;accept = 465
joonnect = 25

accept = 7002
connect = BOOS
sTIMEQUTClose = O

i wimift=dosini L

Figure 2.8. PHINMS Receiver Service Mode Configuration

2. add semicolons (;) to the designated lines highlighted yellow, remove the
semicolons (;) from the designated lines highlighted green, change accept and
connect highlighted blue to 7002 and connect to 8009 respectively, select File,
Save, close window, and

3. select Start > All Programs > Stunnel > Service start.

Configure both Stunnel installations to use Self-Signed Certificates which encrypt and
decrypt data between the two servers. Verify data traffic session and SSL are
established. Test end-to-end from the user browser to PHINMS Sender on PHINMS
Receiver.
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3.0 JAKARTA

Normally the 1IS can not execute servlets and Java Server Pages (JSP). Configuring
lIS to use the Jakarta Internet Server Application Programming Interface (ISAPI)
redirector plug-in will allow IIS to send servlet and JSP requests to Tomcat and serve
them to clients. Further information on Jakarta can be located at
http://tomcat.apache.org/connectors-doc/.

3.1 Pre-Jakarta Install

Complete the following steps before installing Jakarta:

1. navigate to C:\Program Files\PhinMS\2.6\tomcat-5.0.19\conf, select
server.xml file,

@ C:".Program Files'PhinMS", 2.6 tomcat-5.0.19% conf
File Edit Miew Faworibes Tools  Help | J.'
iPBack ~ ) - T | - search | Folders | -
Address Iﬂ C:\Program Files\Phint3\2 .6\tomcat-5.0, 19 conf j [eta]
Falders x | Mame = I Size I Tvpe I Date Modifi «
2 ) Program Files ;I [)Cataling File Folder Fiigiz006 !
5 Apache Softwars Foundation i catalina.policy 7KE POLICY File 4/5/2005 1;
) cmak cataling properties 3KE PROFPERTIES File 452005 1;
£ Common Files consale_users, xml LKE ML Document ai3/2006 7
23 ComPlus Applications ij.Dererties 1KE PROPERTIES File 4152005 1,
) Tnternet Explorer [E—— 16KB  ¥ML Dacument ma;zu?
== <« | 4

Figure 3.1. server.xml File

2. right click server.xml file, open with notepad displaying Figure 3.2, and

B scrveremi-wordPod =101 %]

Ele Edt Yew [nsert Formab Help

Di=la| sl sl » vl | B

keystorePass="123 456/ > ﬂ

Clm= DEfline @ CD?DEEJ{JHZ AdJF 1.3 Connector on POt SUDY ==
Si== |
<Connector port="go0o"
enablelookupa="false" redireccPorc="5443"™ debug="0"
protocol="AJPS 1. 3" /=
-—r

4l== Define & Proxied HTTF/l.l Connsctor on poEc 8082 --> -
=1 Tmm wamirsy smmram w4 e S samemm A e d s st s wer e - -
1| | ¥
For Help, press FI WU

Figure 3.2. server.xml Notepad

3. search for 8009, delete the comments highlighted in yellow shown in Figure 3.2,
save the server.xml file, close window.
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3.2 Install Jakarta

Complete the following steps to configure the Tomcat Jakarta ISAPI redirect connector
on the IIS Server:

1. navigate to http://www.apache.org/dist/tomcat/tomcat-
connectors/jk/binaries/win32/jk-1.2.15/ displaying Figure 3.3,

A Index of /dist/tomcat/tomeat-connectors/jk/binariesfwin 32/jk-1.2.15 - Microsoft Internet Explorer EHE\E\
File Edit View Favorites Tools Help ﬂ'
OEack b > | Iﬂ @ ;\I /.-\JSearch ‘T‘W:(Favor\tes &) - \_,,- [ - Jﬂ '3
Address ‘@ hktp: fiwwiw. apache  org/dist/tomcatjtomeat-connectors/jlybinaries/win32fjk-1. 2. 15 "l Go Lirks.
Google - | v| [C] search ~ @ | g9 Shnblocked 4 check ~ Uy Autolink ~ [ options 4
-~
. . . . . .
Index of /dist/tomcat/tomcat-connectors/jk/binaries/win32/jk-1.2.15
Warme Last modified Size Description
a Parent Director -
isapi redirect.dll 05-Nov-2005 07:58 148K
N
igapi_redirecc.dll.ase 05-Nov-2005 05:55 194
isapi redirect.m=i 05-Nov-2005 05:42 630K
% isapi redirect.msi.asc 08-Nov-2005 08:55 194 (v
&) Done ® Internst

Figure 3.3. isapi_redirect.msi

2. double click the isapi_redirect.msi link displaying the left screen of Figure 3.4,
click Run displaying the right screen,

File Download - Security Warning

Do pou wand bo nem o save e e ?

ﬁ LE o i
Ty Wireionws Irvibaler Packaos, 62018
Fomm s, apadhn ong

J[_sem | [ o ]

Internel Explorer - Security Warning

Flurm

P ‘vt Flag o the Irderm
!, WMMWW‘E Thqn.tl;hercnﬂnth\uﬂed. Are you sure you want Ba ron thiy

Mame: sapi_redinect m
Fublisher; Unkonowm Publisher

pn | [ oemtme |

Thidl Pl cicsps Focsd e & il cligal sicriature Lot warifend 9 pulblisbnr, Yiou
sl anky run softvesrs from poblshers you trust. o can | decids what
eoiftvears bo nund

Figure 3.4. File Download

3. click Run displaying Figure 3.5,
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i& Jakarta lzapi Redirector - InstallShield Wizard g|

Welcome to the InstallShield Wizard for
Jakarta Isapi Redirector

The Installshield{ R wizard will install Jakarta Isapi Redireckor
on vaur computer, To conkinue, click MNext,

W ARMING: This program is protected by copyright law and
international treaties.

< Back [ Mext = ] [ Zancel

Figure 3.5. Jakarta ISAPI Redirector

4. click Next, displaying Figure 3.6,

3 Jakarta Isapi Redirector - InstaliShield Wizard
License Agreement

Please read the following license agreement carefully,

Apache License b
Version 2.0, January 2004 -
http:/mwew_ apache.orglicensess

TERMS ANMD COMDITIONS FOR LISE, REPRODUCTION, AND DISTRIBUTION

1. Definitions.

"License" shall mean the terms and conditions for use, reproduction, and
distribution as defined by Sections 1 through 9 of this document.

bt
{(3)1 accept the terms in the license agreement

{71 do not accept the kerms in the license agresment

[ < Back, ” Mext = ] [ Cancel

Figure 3.6. License Agreement

5. read the License Agreement, select | accept the terms in the license
agreement, click Next displaying Figure 3.7,
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iw Jakarta Isapi Redirector - InstallShield Wizard

Destination Folder L ol

Click Mext ko install ko this Folder, or click Change toinstall to a different Folder,

G Install Jakarta Isapi Redirector to:
CiiProgram Files!Apache Software Foundation'Jakarta Isapi

Redireckar)

[ < Back ” Mext = ] [ Cancel

Figure 3.7. Destination Folder

6. click Next displaying Figure 3.8,

i Jakarta Isapi Redirector - InstallShield Wizard

Ready to Install the Program L o
The wizard is ready to begin installation, =

Click Install to begin the installation.

If you want to review ot change any of wour installation settings, click Back. Click Cancel ko
exit the wizard.

[ < Back ” Install l [ Cancel

Figure 3.8. Install the Program

7. click Install displaying Figure 3.9, and
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i Jakarta Isapi Redirector - InstallShield Wizard &|

InstallShield Wizard Completed

The Installshield Wizard has successfully installed Jakarta Isapi
Redirectar, Click Finish to exit the wizard,

Figure 3.9. Install Complete
8. click Finish.
3.3 Configure Jakarta
Complete the following steps to configure Jakarta:

1. navigate to C:\Program Files\Apache Software Foundation\Jakarta Isapi
Redirector\conf displaying Figure 3.10,

@ C:\Program Files\tpache Software Foundation\Jakarta Isapi Redi... |Z

X
'lr

B

File Edit “iew Favorites Tools  Help

@Back - \_,/I lﬁ f_j Search H Folders = | J X n v

Address

i

I CH\Program Files\Apache Software Foundation)Jakarta Isapi Redireckoriconf G0

Marne Size  Type Date Madified

uriworkermap. properties 1KE PROPERTIES File 4/28/2005 12:03 PM
workers, properties, minimal 1KE MIMIMAL File 4/28/2005 11:59 A4M

%

Figure 3.10. Jakarta Program Files

2. right click on uriworkermap.properties, select Open displaying Figure 3.11,
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- ] ‘Windows cannot open this File:
File:

warkers. properties, minirmal

To open this File, Windows needs to know what program created it, Windows

can go anling ko look it up automatically, or vou can manually select From a lisk of

programs on Your computer,

Wwhat do vou wank ko do?

(") Use the Weh service ta find the appropriate program
(%) Select the program from a list

[ Ok, ] [ Cancel

Figure 3.11. Open File

Open With

- j Choose the program you wank to use ko open this File:
File:  workers.properties.minimal

Programs

@ Microsoft Office Excel

Microsoft OFfice InfoPath

@ Microsoft Office Pickure Manager
@ Microsoft OFfice Visio

@ Microsoft Office Wword

o [ L
Y Pairt

& RealPlayer

S Snaalk &

Tvpe a description that wou wank to use For this kind of File:

Abways use the selected program to open this kind of File

If the program wou want is nok in the list or on your computer, you can look,
for the appropriate program on the Web,

|

£

I K ] [ Cancel

Figure 3.12. Open With

4. select Notepad, click OK displaying Figure 3.13,

3. select Select the program from a list, click OK displaying Figure 3.12,
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I uriworkermap. properties - Notepad EJE|E|
File Edit Format ‘iew Help

# uriworkermap.properties - IIs

#

# This file provides sample mappings for example wlb
# worker defined in workermap. properties.minimal

# The general syntax for this file is:

# [URL]=[worker name]

Sadmin/v=wlh
Amanager 4 =wlh
Sisp-examples,M=wlh
Searvlets—examples M=wlh

# optionally filter out all .jpeg files inside that context
# For no mapping the url has to start with exclamation 10

l/servlets—axamples~. jpeg=wlh

#

# Mount jkstatus to SJkmanager

# For production servers you will need to
# secure the access to the jkmanager url

#
Sikmanager=jkstatus

Figure 3.13. uriworkermap.properties Notepad

5. delete /admin/*=wlb, /manager/*=wlb, /jsp-examples/*=wlb, /serviets-
examples/*=wlb, replace with /receiver/*=wlb, select File, Save, close Notepad,

6. navigate to C:\Program Files\Apache Software Foundation\Jakarta Isapi
Redirector\conf displaying Figure 3.14,

File Edit Wiew Favorites Tools  Help

& C:\Program Files\ipache Software FoundationiJakarta [sapi Redi... E]E|E|
'l:l

Qe - Q- (T PO Foders | [ (57 X 6) [H-

Address ||5) C:\Program Files\Apache Software Foundation!Jakarta Isapi Redirectoriconf G0

Mame Size | Type Dake Modified
uriworkermap . properties 1 KB PRCPERTIES File 4/28/2005 12:03 PM
waorkers, properties, minimal LKE MINIMAL File 4/28{2005 11:59 AM
< >

Figure 3.14. Jakarta Program Files

7. right click on workers.properties.minimal, select Open, displaying Figure 3.15,

Windows E| g|
J ‘Windows cannot open this File:

File:  workers. properties. minimal. o
To open this file, Windows needs to know what program created it, Windows

can go online ko look it up automatically, or you can manually select From a list of
programs on your computer,

‘What do you want to do?

() Use the Web service to find the appropriate program
(%) Select the prograrn From a list

[ K ][ Cancel ]

Figure 3.15. Open File

Stunnel Implementation Guide v1-1_9 06 06 Page 21 of 56



Stunnel Implementation Guide

SFEH HEALTHIER * PEQPLE™

8. select Select the program from a list, click OK displaying Figure 3.17,

Open With

5 ':l Choose the program you wank to use to open this file:

File:  workers.properties. minimal

Prograrns

@ Microsoft Office Excel "~
Microsoft Office InfoPath

@ Microsoft Office Picture Manager

@ Microsoft Office Visio

@ Microsoft OFfice Word

_-g' pad

Y Paint

& RealPlayer

S snaalt & bt
Tvpe a description that you want ko use For this kind of File:

Alvays use the selected program to open this kind of File

If the program you want is not in the list or on your computer, you can look,
for the appropriate program on the Web,

I OK ] [ Cancel

Figure 3.17. Open With

9. select Notepad, click OK displaying Figure 3.18,

B workers. properties.minimal.>ooc - Notepad
File Edit Format Yiew Help

workers, properties.minimal - -~

#
#
# This file provides minimal jk configuration properties needed to
# Connect to Tomcat.

#

#

The workers that jk should create and work with

worker. Tist=wlh, jkstatus

#

# pefining a worker named ajpl3w and of tﬁpe ajpls

# Wote that the name and the type do not have to match.
#

worker.ajplsw. type=ajpls

worker.ajpl3w. host=

worker,ajpl3w. port=8009

#
# Defining a Toad balancer
#

worker.wlh. type=Th
worker.wlh.balance_workers=ajpliw

#
# pefine status worker

worker, jkstatus, type=status -

Figure 3.18. workers.properties.minimal Notepad
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10.delete localhost, replace with the localhost (IP) address (127.0.0.1), select
File, Save, close Notepad,

11.select Start > Settings > Control Panel > Administrator Tools displaying

Figure 3.19,

B8y Administrative Tools =] 3 |

File Edit Wiew Favorites Tools  Help | ;’;'
O Back = ) - T | ' Search Folders | -
fiddress I-g,g Administrative Tools = o
- | Mame =~ | Size: | Tvpe :I
File and Folder Tasks = # Event Wiewer 2KB  Shorbeout
— Internﬁt Information Services (115) Manager ZKB Shartcut
R this Fil r— " J
E_IE Sname this fe %Licensing 2KB  Shorbcut
[ Move this file EPLocal Security Policy 2KB  Shorteut
D Copey this file: @8 Manage Your Server 2KE Shaorkeut -

€3 Publish this file to the

- 4]

Figure 3.19. Administrative Tools

12.double click Internet Information Services Manager (IIS), navigate to Web

Service Extensions displaying Figure 3.20,

i) Weh Sites
Default web Site
e test

y Service Extensions

¥ 4 Internet Information Services

=58 ACPS-IRM-PHME11 (lacal computer)

Al
Praohibit
Properties

Tasks

t{ Internet Information Services' AOPS-IRM-PHMG11 {local computer)',Web Service Extensions

- Web Service Extensions

2 5dd & new web service extension...

B Allow ol web service extensions for =

specific application...

L protibit all web service extensions

@ open Help

/ | ‘web Service Extension I Stakus I
“F &l Urknown CGI Extensions Prohibited
“F &l Urknown ISAPI Extensions Prohibited
Active Server Pages Prohibited
Inkernet Data Connector Prohibited
3@ 158P1 Hllawed

@ Server Side Includes Alloveed

@ Siterninder Alloweed

@ komeat Allowed
webDAY Prohibited

Extended A Standard /

Figure 3.20. 1IS Manager

13.right click on Web Service Extensions, select Add a new Web service
extension displaying Figure 3.21,
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New Web Service Extension |

Tvpe the name of the new Web service extension, and specify the Files that
rust be enabled For the extension ta run,

Extension name:

komcat sample

Required files:

add...
Remove |

[w St extension status ko Allowed;

| (0] 4 I Zancel Help

Figure 3.21. New Web Service Extension

14.enter an Extension name, check Set extension status to allowed, select Add
displaying Figure 3.22,

Add file E3

Enter the file location and name,

Path tao file:

\Jakarka Isapi Redireckaribintisapi redirect. dl Browse, ., |
(o] 4 I Cancel |

Figure 3.22. Add File

15.select Browse, navigate to C:\Program Files\Apache Software
Foundation\Jakarta Isapi Redirector\bin\isapi_redirect.dll, click OK, OK, OK
displaying Figure 3.23,
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) web Sites

-8 Default web Site
est
rvice Extensions

. Web Service Extensions

Aoy
Prohibit
Froperties

Tasks

t Internet Information Services' ADPS-IRM-PHMG11 {local computer),Web Service Extensions

i 1 Internet Information Services
B-%

- AOPS-IRM-PHME1L1 {local computer)

1 Add & niew Wieh service extensian. .

E allows 5l web service extensions For a

specific application...

I prahibit all veb service extensions

@ Open Help

Z | ‘Web Service Extension | Status |

“F Al Unknown CEI Extensions Prohibited

“F Al Unknown 158PT Extensions Prohibited

Active Server Pages Frohibited

Internet Data Connector Frohibited

[a@ 158P1 tllowed

B Server Side Includes Alloved

@ Siterninder Allowwed
tomcat Allowwed

webDAY Prohibited

Extended A Standard /

Figure 3.23. Internet Information Services

16.verify ISAPI Web Extension has been added, expand Web Sites, click on

Default Web Site, displaying Figure 3.24,

B8 Administrative Tools (_[O]

Filz

Edit Wiew Favaoribes Tools  Help

9
| &

OBack ) - T | ' Search Falders | -

Address I-L; Administrative Tools

8

A | Mame =~ | Size | Type ;I
File and Folder Tasks % Event Yiewer ZKE  Shartcut

— Inkernek Information Sery 2KB  Shorkcut
E‘]I. Rensnetislie %Licensing ZKE shortout J
[dy Move this file @ Local Security Policy ZKE  Shortcuk
[ Copy this file =l Manage Your Server 2¥B shortcut -

€% Pubish this file to the ~[4]

Figure 3.24. Default Web Site

17.right click on Default Web Site, select Properties displaying Figure 3.25,
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Default Web Site Properties [ 7
Docurnents I Directary Security | HTTP Headers I Customn Errors
Weh Sike I Performance ISAPI Filters I Harne Direckary

The Fallowing filters ate active only For this Web site and executed in the order
listed below, This lisk does nok show Filkers configured For all the Wweb sites on this
SEFVEF,

Skatus | Filter Mame | Priority | Add...

Remove

Edt...

il

Disakle

Mowe up

Mave down

d

Ok I Cancel | Apply | Help

Figure 3.25. Default Web Site Properties

18.select ISAPI Filters tab, select Add displaying Figure 3.26,

Add/Edit Filter Properties

Filter name: I jakartal

Executable; I karta Isapi Redirectoribinlisapi_redirect. dll

Pricrity: High Browse, ., |
| (04 I Zancel | Help |

Figure 3.26. Add/Edit Filter Properties

19.enter Filter Name, browse to C:\Program Files\Apache Software
Foundation\Jakarta Isapi Redirector\bin\isapi_redirect.dll, click OK, select
Directory Security tab displaying Figure 3.27,
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Default Web Site Properties K E

Web Site | Perfarmance | I5API Filkers | Home Direckary
Documents Directary Security | HTTP Headers I Cuskom Errors

~ Authentication and access control
! ; Enable anonymous access and edit the

authentication methods For this resource, Edit. .. |

IP address and domain name restrickions

@ Grant or deny access to this resource using

IP addresses or Internet domain names.
Edit. .. |

[~ SeCUrE communications
Require secure communications and 5 Certificat
enable client certificates when this ERtr (=000
resource is accessed, , -

Wiew Certificate. ..

(a4 | Cancel | Apply | Help

Figure 3.27. Directory Security

20.select Edit in the Secure communications section displaying Figure 3.28,

Secure Communications E

v Require secure channel (S5L};

[ Require 128-bit encryeption

r~ Client certificates
' Ignore client certificates
" Accept client certificates
" Require client certificates

™ Enable client certificate mapping

Client certificates can be mapped ko Windows user

accounts. This allows access control bo resources using Ed
client certificates, ar...

™ Enable certificate trust list

Curtent CTL: I j

Figure 3.28. Secure Communications

21.check Require secure channel (SSL), click OK, OK displaying Figure 3.29, and
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T Internet Information Services (I1S) Manager =]

.. DieFaulk Web Sike
28 kesk

- _| ‘Web Service Extensions

‘f“g File Action Miew window  Help | ;[il il
&= LM XEHE 22 m
?‘J Internet Infarmation Services Mame | Path
=- 3 AOPS-IRM-PHME11 (local camputer) "lljjakarta Z:\Program Files),. ..
=-_J Web Sikes '.}_.';'Test D Test
= | isstart. bt

|=| pagerror. gif

<] | 0

Figure 3.29. Administrative Tools

22.click ® on the menu bar to stop and * to restart the IIS services.

3.4 Test Jakarta lIS Filter

Complete the following steps to test the Jakarta IIS filter:

1. open Internet Browser, type the local host of the IIS Web Server, select Enter

displaying Figure 3.30,

Note: Ensure https is used for the secure site and not http otherwise an error will occur.

Security Alert

gecurnty certifizate.

0 Information pou exchange with this site cannat be viewed ar
? changed by otherz. Hawever, there iz a problem with the zsite'z

The zecurity certificate was izzued by a company pou have
not chogzen to trust, Yiew the certificate bo determing whether
yoL want ko brust the certifying authority.

0 The zecurity certificate date iz valid.

The name on the zecunty certificate iz invalid or does not
match the name of the site

Do you want bo proceed?

3

[ Ni=: ] [

Mo l [ Wiew Certificate

Figure 3.30. Security Alert

2. select Yes displaying Figure 3.31, and
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3 https:/#158.111.1. 250/receiver/receivefile - Microsoft Internet Exp... |:||E|r5__(|
-

File Edit Wiew Favorites Tools Help i
<) _/I \iLI \ELI _ ;\'] f..-xl Search ‘\:’i‘(’ Favorites 'E‘j: <] - L:; ”
Address |:§| https:/i158.111.1,250]receiver/receivefile V| Go  Links @Snaglt B B
A
FPHIN ML= Eecerver
Centers for Dizease Control and Prevention
CDC PHIN-ME Version 2.6.00 GA Buld 20060224
Partyld = 2 16 840.1. 114222 4 3 2. 2.3 261 1, Doman=cdc gov
v

:El Done é ‘ Inkernet

Figure 3.31. PHINMS Receiver Notification

3. close window.
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4.0 CONFIGURE ONE TO ONE MAPPING

One-to-one mapping maps individual client certificates to local user accounts. The
server compares the copy of the client certificate it stores with the client certificate sent
by the browser. The two must be absolutely identical for the mapping to proceed.
When a client gets another certificate containing all of the same user information, it

must be mapped again.

4.1 Create Account

The system administrator must first create a local user account on the 1IS server before
completing the following steps used to configure one to one mapping:

1. locate the Jakarta Isapi Redirector folder using windows explorer, displaying

Figure 4.1,

@ C:"Program Files' Apache Software Foundation',Jakarta Isapi Redirector',bin - |E||i|

File=  Edit Wiew Favorbes Tools  Help | s

GBack - \_) - ﬁ' 7 ) search H Folders = | P x n | Elv

Address |5 C:'Program Files)dpache Software Foundationt Jakarta Isapi Redirectorbin j G0

Folders X || Mamme - Size | Type | Dake [

I [ Jakarta Isapi Redirector :I Ij:_lisa|:ui_reu:|ireu:lz.u:III 149 KB  Application Extension  11/8/2

&b | N 1KE File 12/15)
[ conf
I log -

<] | ANl | i

Figure 4.1. Jakarta Bin Folder

2. right click Bin, select Sharing and Security displaying Figure 4.2,
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bin Properties 7=
Generall Sharing  Security | Custnmizel

G[DUD ar Wger names:

Administrator. EF1-173025%Administratars)
€7 CREATOR OWwWMER
€2 Fama, Wendy [COC/CCHISMCPHI] [CTR) [wefl @cde.go
m Pover Uzers PWEFT-17 30254 Poveer Uszers)

€7 SvSTEM -
4| | B

Add... | Remowe |

Permizgions for Adminigtratore All Deny

Full Control

M odify

Fead & Execute
List Folder Contents
Fead

plajajajaiajal
ljoooooo

=l
For special permizzions or for advanced settings. Advanced |
click Advanced.

] I Cancel | Apply |

Figure 4.2. Bin Properties

3. click the Advance tab displaying Figure 4.3,

Advanced Security Sektings for bin e B

Permissicrs |Auditing| Dwnerl Effective Permissionsl

Ta views more information about Special permizsions, select a permission entry, and then click. Edit.

Permission entries:

Inherited Fram

Permiszion

Allow s F1-17 . R C:\Program File 0 .
Allow Power Uszers (WEF-... C:\Program Filesh  This folder, subfolders...
Allow Administrators fMEFT.. Full Control C:\Program Filesh,  This folder, subfolders...
Allow SYSTEM Full Control C:\Program Filesh,  This folder, subfolders...
Allow Fama, wendy [COC/..  Full Control C:\Program Files  Thiz folder only

Allow CREATOR OWwHNER Full Control C:\Program Filesh,  Subfolders and files only

Add... Edi.. Femove

~ Inherit from parent the permission entries that apply to child objects. Include these with entries explicithy
defined here.

[ Replace permizsion entries on all child ahiects with entries shawn here that apply o child objects

ak. I Cancel I Aol |

Figure 4.3. Advanced Security Setting for Bin

4. ensure all of the following Permission Entries are listed:
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— Network Service,

— Creator Owner,

— Interactive,

— System,

— Administrator,

— User Account,

— the local account the system administrator has created for one to one
mapping authentication,

5. check Inherit from parent the permission entries that apply to child objects.
Include these with entries explicitly defined here., click OK, OK displaying

Figure 4.4,

@ C:.Program Files',Apache Software Foundation',Jakarta Isapi Redirector’bin 18]l
File Edit Wiew Favorites Tools  Help | ;','
GBack - \_) - 'ﬂ' s | Search [{ Folders |/ | 3* x n ‘ E\'

Address I_} C:\Program Files\Apache Software Foundation' Jakarta Isapi Redirectoribin j Go
Folders X || Mame = | Size | Type I Date b

1 [ Jakarta Isapi Redirector ﬂ é]isapi_redirect.dll 149 KB Application Extension  11/8]2
oM = [e=f rEADME 1KE File 12{15)
I conf
3 log -
! o millie ol

Figure 4.4. isapi_redirect.dll

6. right click Isapi_redirect.dll, select Properties, select the Security tab
displaying Figure 4.5,
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isapi_redirect.dll Properties

Generall Wersion  Security | Summalyl

GIDUD ar LEel names:

Administrators (WEF1-1730254Administrators)
€} Fama, Wendy [COCACCHISMCPHI) [CTR] (wefl @cde.gov)
ﬁ: Power Userz PWEFT 1790254 Power Users]
€7 SYSTEM
ﬂz dzers PWEFT-1730254 ] zerz]

2 x|

Add... I Remaove I
Permizzions for Administratars Allawy Deny
Full Ciantrol a
tdodify a
Fiead & Execute a
Read a
it a
Special Pemizsions O O

For zpecial permizgions or for advanced settings,
click &dvanced.

Advanced |

o]

Cancel |

Apply |

Figure 4.5. isapi_redirect.dll Properties

7. click Add displaying Figure 4.6,

Select Users, Computers, or Groups

Select thiz object type:

ILlsers, Groups, or Builtin zecurity principals

From thiz location:

Object Tvpes...

chu:.gu:uv

Enter the object names to zelect [examplez]:

Locations. ..

Advanced. . |

Ok

Check Hames

B

| Cancel

Figure 4.6. Select Users, Computers, or Groups

8. click the Advance tab, displaying Figure 4.7,
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Select Users, Computers, or Groups llil

Select this object type:

g, o Buill-in security principals| Obiject Types...

Frarn this location:

cdc.gov Locations. ..

Camman Queries I

Hame: IStarts with j I Calumns |
D escription: IStart: with 7| I Find Mo |
™| Disabled aceounts Stop: |

™| Nion expirng passward

Days since last Iogen: ¥

&

(08 | Cancel |

Mame [RDM] | E-Mail Address | Description ‘ In Falder |

Figure 4.7. Advanced Select Users, Computers, or Groups

9. select Find Now populating all user account which exist on the machine, select
the User Account, click OK, OK displaying Figure 4.8, and

isapi_redirect.dll Properties 2=
Generall Wersion 3 ecurity | Summaryl

GI’DUD Or LU=el hanmes:

ﬂ _acct0pTemplate [_acctOpT emplate@cde. gov)

!ﬁ Adminigtrators [WEF1-173025 A dminiztrators]

€ Fama, Wendy [COC/CCHIS/NCPHI) [CTR] [wefl @ede.gav]
ﬁ Power Users [WEF1-1790254Power Users)

€8 SYSTEM

!ﬁ Usgers (wEF1-1790254 ) zerz]

Add... | Remaove |
Permiszions for _acctOpT emplate Al Deny
Full Cantral a
Moy O
Fead & Execute a
Read O
Wirite: O
Special Permissions O O

For special permissions or for advanced seftings, Advanced |
click Advanced.

Ok I Cancel I Apply |

Figure 4.8. isapi_redirect.dll Properties

10.click Full Control, click OK.
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4.2 Configure Jakarta Isapi

The purpose of one to one mapping is to secure individual communications between the

source and the destination. One to one mapping uses the individual user account

mapped to a client certificate to add additional security. One to one mapping is
configured on the IIS server.

1. select Start > Settings > Control Panel > Administrator Tools displaying

Figure 4.9,
B8y Administrative Tools =]
File Edit View Favorites Tools  Help | J';'
QBack - &) - (¥ | - Search Folders | FEA
Address I-hg Administrative Tools j Ew
- | Mame -~ | Size | Tvpe ﬂ
File and Folder Tasks S L] Event Viewer ZkE  Shortout
Lo Internet Information Services (1153 Manager 2kE  Shortcut
IEE Rename.th{s File: %Licensing e — J
[y Move this file [P Local Securiey Palicy ZKB  Sharteut
D Copy this file mdManage vour Server 2KE  Shaorteut -
@ Publish this file to the -| 1'=|| v 4

Figure 4.9. Administrative Tools

2. double click on Internet Information Service (lIS) Manager displaying Figure
4.10,

[ Internet Information Services (I15) Manager M=] E3

¥9 Fle action  Yiew ‘Wwindow Help ‘_|ﬁl| =]

> |[EB[@8] > n

i ] Inkernet InFormation
- wl AOPS-IRM-PHME1Z {local computer)
- Application Pools

=) weh Sites

- = Default web Site

-‘b jakarta

- _J Web Service Extensions

Computer | Local | Version
2 BOPS-TRM-PHME1 2 (local computer)  Yes 115 6.0

Figure 4.10. Internet Information Services (lIS) Manager

3. right click the Default Web Site, select Properties displaying Figure 4.11,
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Default Weh Site Properties 7 x|

Diocurments | Direckory Security I HTTF Headers I Custorn Errars
Web Site I Performance I IS4PI Filkers I Harne Direckary

—Web site identification

Descripkion: Jefaulk Web Site

IP address: I(.ﬁ.ll Unassigned) j .D.gvanced...l
TCF pork: ISD 5oL park: | 443

— Connections

Connection timeouk: I 120  seconds

v Enable HTTP Eeep-alives

—Iv Enable logging

Active log Format:

IWSC Extended Log File Format j Properties. .. |

ol I Cancel | Al | Help

Figure 4.11. Default Web Site Properties

4. select the Directory Security tab displaying Figure 4.12,

Default ¥eb Site Properties =
‘Web Site | Performance | ISAPI Filers | Home Directory
Documents Directary Security I HTTP Headers I Custom Errars

r Authentication and access control

Enable anonvmous access and edit the
w authentication methads for this resource,

P

~IP address and domain name restrictions

Garant or deny access to this resource using

@ IP addresses or Internet domain names.
Edit... |

— Secure communicakions
Require secure communications and i
enable client certificates whan this erver Certificate. ..
resource is accessed, ; -
Wiew Certificate. .. |
Edit... |

QF | Cancel | Apply | Help |

Figure 4.12. Directory Security
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5. select Edit under the Authentication and access control displaying Figure
4.13,

Authentication Methods E3

1 Enable anonymous access:

Use the Following Windows user account For anonymous access:

User name: I IUSR_AOPS-IRM-PHME12 Browse, ., |

Password: I TITITI L

Authenticated access
Far the Following authentication methods, user name and password
are required wher;

- anonymous access is disabled, or

- access is restricked using NTFS access contral lists
™ Integrated Windows authentication
I Digest authentication For Windows domain servers
[ Basic authentication (password is sent in clear bexk)

[ MET Passport authentication

Default danmains I Select, ..

il

Realm; I Select, .,

QK I Cancel | Help |

Figure 4.13. Authentication Methods

6. uncheck all check boxes, click OK returning to the Default Web Site Properties
screen, click Edit under Secure communications displaying Figure 4.14,
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Account Mappings H

1o | tary-to-1 I
Edit "one ta one'' mappings. E ach individual certificate iz mapped into a specific Windows account. You can choose to
map multiple certificates into the same account, but a separate mapping entry rust exist for each.
- = = Suibject
| M apping Hame | “windows Account |

O test AOPS-IRk-PHMET 24cq02

C Gina ADPS-RM-PHMET 24cq02

O jakarta AOPS-RM-PHMET 240q02

- |zsuer
Eclit bz Add. Delie |

n]4 I Cancel | Lpoply | Help

Figure 4.14. Account Mappings

7. click Add to map the user account with the certificate for authentication in the

one to one mapping configuration displaying Figure 4.15,

Secure Communications

v Require secure channel (S5L)

[ Require 128-bit encryption

i~ Client certificates
" Ignote client certificates
" Accept client certificates
¥ Require dient certificates

v Enable client certificate mapping

Client certificates can be mapped to \Windows uset

accounts, This allows access control bo resources using Edi
client certificates, dit....

[ Enable certificate trust list

Current CTL: I j

Ok I Cancel | Help |

Figure 4.15. Secure Communications
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8. ensure Require secure channel (SSL), Required client certificates, Enable

client certificate mapping is selected, click Edit on the far right-hand side of the
screen displaying Figure 4.16,

Account Mappings
T+ta-1 | Maty-ta-1 I
Edit "ane to one'" mappings. Each individual certificate is mapped into a specific 'Windows account. You can choose ta
map multiple certificates inta the zame account, but & separate mapping entry must exist for each.
- - - Subject
| tapping Mame | ‘windows Account |

O test ADPS-IRM-PHME1 2\cqo2

< Gina ADPS-IRM-PHME1 2\cqo2

QO jakarta AOPS-IRM-PHMET 24hcgo2

O New Mapping AOPS-IRM-PHMET 24hcqo2

mEE
Edit Ian... [elete
oK | Cancel | Apply | Help

Figure 4.16. Account Mappings

9. select Add displaying Figure 4.17,

Open EHE
Lok jr: I@ Desktop j Q & -

DMy Daocuments

'vj My Computer

» Iy Wetwork Places
==llawrenceinterm {13, cer

=] lawrenceinterm, car
Jawrenceroat, cer

=] nevevickorcert4 cer

=] nevwvickorcert4Inkerm, cer
=] newrvickoroerk4Rook, cer
=lone. cer

=] phinmsroot, cer

=] oot cer

File name: Ilawrencemot.cer v| Open

il

Files of type: ICerlificale Import Files [* cer.”.crt.” spe.® key) j Cancel

Figure 4.17. Open
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10.select the Certificate used to secure this communication method, click Open
displaying Figure 4.18,

Map to Account |

¥ Enable thiz mapping

—Account mapping

YWhen thiz certificate iz presented by a web client and authenticated, the wzer can
automatically be logged in az a specific “Windows uzer.

b ap Marne:
Account: I Browse. .. |
Pazaword: I

k. I Cancel | Help |

Figure 4.18. Map To Account

11.place a check in the box next to Enable this mapping, enter the Map Name,
select Browse, search for account to map, enter the Password, click OK,
displaying Figure 4.19,

Confirm Password Ed |

Pagzzword: || Cancel |

Figure 4.19. Confirm Password

12.enter Password for confirmation, click OK, OK displaying Figure 4.20,
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13.check Enable client certificate trust list, select New IIS CTL from the drop-

Secure Communications Ei |

v Require secure channel (SSL:

[ Require 128-bit encryption

— Client certificates
" Ignare client certificates

" Accept client certificates
% Require client certificates

¥ Enable client certificate mapping

Client certificates can be mapped to Windows user
accounts, This allows access control bo resources using
client certificates,

Edi... |

¥ Enable certificate trust lisk

Current CTL:  [Mew II5 CTL

Mew, .., | Edit... |

(a]4 I Zancel

Figure 4.20. Secure Communications

down list, click OK displaying Figure 4.21,

Cettificate Trust List Wizard [ x|

Welcome to the Certificate Trust

List Wizard

To continue, click MNesxt,

This wizard helps vou create a new certificate trust list
or madify an existing certificate krust lisk,

A certificate trust list {CTL) is a signed list of root
certification authority (CA)Y certificates that have been
judged reputable by an administrator,

= Back

Figure 4.21. Certificate Trust List Wizard

14.click Next displaying Figure 4.22,
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Certificate Trust List Wizard [ x|

Certificates in the CTL

The certificates listed in the following kable are currenthy in the CTL.

Current CTL certificates:

Issued To | Issued B | Intended Furposes

4| | I3

Add From Stare

Add From File REmnyE | Yigw Certificate |

< Back I Mext = I

Cancel |

Figure 4.22. Certificates in the CTL

15.select Add from Store or Add from File displaying Figure 4.23,

Select Certificate E E |

Select the certificates you want ko use

Issued to Intende. .. Location &
£ ok rook zal= al
Eroot rook <all= Mone 4/16f2016  Trusted
EMicras... Microsaf... <al= Microsof,..  5f9f2021 Trusted
EMicros... Microscf...  <all= Microsof...  12/31/2... Trusted
Syma. . Svmante... <all= Mone 4130/2011  Trusted
SDN-CF'. SDN-CA <all= Mone 7I29f2007  Trusted =
Feed Bk~ Blmkl ~=l T e - Blmkl ~=l landandn Teiimbkod
4 | B

Zancel | Wieww Certificate |

Figure 4.23. Select Certificate

16.select Certificate, click OK displaying Figure 4.24,
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Certificate Trust List Wizard E

Certificates in the CTL

The certificates listed in the Following table are currently in the CTL,

Current CTL certificates;

Issued To | Issued B | Intended Purposes
rook rook <hll=

4 |

{"Add from Store 3| add From File Remave | Wiew Certificate |

< Back | Mext = | Caneel |

Figure 4.24. Certificate Trust List Wizard

17.select Next displaying Figure 4.25,

Certificate Trusk List Wizard

Name and Description

The CTL name and description help distinguish it from others CTLs.

Type a friendly name and description for the new CTL.

Eriendly name:

Drescripkion:

This CTL is ko be used as the list of trusted roots For 115
virtual web sites,

< Back. I Mext = I Cancel |

Figure 4.25. Certificate Description

18.enter Description for the certificate trust list, click Next displaying Figure 4.26,
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Certificate Trusk List Wizard E

Completing the Certificate Trust
List Wizard

‘fou have successfully completed the Certificate
Trust Lisk wizard,

‘ou selected the Following settings:

B.1.4.1.3 1
Identifier {97A7DSEA-7 1EZ-4ARC-9C3F-7TBAFSE
Walidity <MNone>

Friendly Mame Mew IIS CTL
Description This CTL is ko be used as the list of tru:

4] | ]

= Back I Finish I Cancel I

Figure 4.26. Wizard Complete

19.click Finish displaying Figure 4.27,

Certificate Trusk List Wizard E

L]
11) The Certificate Trust List wizard succeeded.
-

Figure 4.27. Wizard Success

20.click OK displaying Figure 4.28,
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Secure Communications

—Iv Require secure channel (551

] Require 128-bit encryption

rClient certificates
"~ Ignore client certificates
" accept dlient certificates
' Require cient certificates

[ Enable client certificake mapping

Client certificates can be mapped to Windows user

accounks, This allows access control bo resources using Edi
client certificates, di...

V¥ Enable certificate trust list

Current CTL:  [Mew IS CTL =]

Edi... |

Ok, | Cancel | Help

Figure 4.28. Secure Communications

21.click OK displaying Figure 4.29,

Default Web Site Properties EHE
‘Web Site | Performance | ISAFI Filters I Home Directory: |
Documents Directory Security I HTTP Headers | Custom Errars

r—Authentication and access control
I ; Enable anonymous access and edit the

authentication methods for this resource, Edit. .. |

~IP address and domain name restrictions

@ Grant or deny access ko this resource using

IP addresses or Internet domain names.
Edit... |

~Secure communications
Require secure communications and 5 Certificat
enable client certificates when this AR (EETE=LS000
resource is accessed, _ "

Wiew Certificate. ..

Ok | Cancel | Apply | Help

Figure 4.29. Default Web Site Properties

22.click OK displaying Figure 4.30,
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Inheritance Overrides

The following child nodes also define the walue of the "UNCPazsword' property,
which overndes the value pou have just zet. Pleaze select from the list below those
nodes which should use the new value.

LChild Hodes:

lakarta

]

Select All |

Cancel | Help |

Figure 4.30. Inheritance Overrides

23.click Select All, click OK displaying Figure 4.31,

'.E Internet Information Services (II5) Manager _ O] I

¥4 File Action Wew Window Help | - &1
=5 Bm X B @2 2] r mu
-P_J Internet Infarmation Services Marne | Path [ s
B 7,0 ADP3-IRM-PHME12 (local computer) | isapi_redirect.dll

[#-_J Application Pools | README

- Web Sites

. = Default veh Site

I

web Service Extensions

-~ | | -

Figure 4.31. Internet

Information Services (IIS) Manager

24.right click Jakarta, select Properties, select the Directory Security tab

displaying Figure 4.32,
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Default Web Site Properties EE
\Web Site I Performance I ISAPI Filters | Home Directory I
Liacurments Directoty Security I HTTP Headers I ustom Errars

r~ Authentication and access control

authentication methods for this resource.

! ; Enable anonvmous access and edit the

rIP address and domain name restrictions

@ Grant or deny access to this resource using

IP addresses or Internet domain names.
Edit... |

~ Secure communicakions
Require secure communications and 5 Certificat
enable client certificates when this 2Erver Lerticate. ..
resource is accessed. 5 o
Wiew Certificate. .. |
Edit... |

QOF | Cancel | Apply | Help |

Figure 4.32. Authentication and Access Control

25.select Edit under Authentication and access control displaying Figure 4.33,

Authentication Methods E3

— Enable anonymous access

Use the Following Windows user account For anonymous access:

User name: I IUSR_ACPS-IRM-PHME1Z Browse, |

Passwiord: I Il

— Authenticated access
Far the Following authentication methods, user name and password
are reguired when:

- anonymous access is disabled, or

- access is restricked using MTFS access control lists
[ Integrated Windows authentication
[~ Digest authentication For Windows domain servers
[ Basic authentication {password is sent in clear text)

[~ MET Passport authentication

Default domain: I Seleck, .,

il

Realm: I Select, ..

(o4 I Cancel | Help |

Figure 4.33. Authentication Methods
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26.deselect all Check Boxes, click OK displaying Figure 4.34, and

jakarta Properties EH

¥irtual Directory | Documents  Directory Security IHTTP Headers | Custom Errors |

r—Authentication and access control

I ; Enable anonymous access and edit the

authentication methods for this resource, Edit. .. |

~IP address and domain name restrictions

Grant or deny access ko this resource using

@ IP addresses or Internet domain names.
Edit... |

~Secure communications
Require secure communications and 5 Certificat
enable client certificates when this garvar Cartinicatz,.,
resource is accessed, _ "

Wiew Certificate. ..

Ok | Cancel | Appl | Help |

Figure 4.34. Jakarta Properties

27.click OK.

4.3 Test One to One Mapping

1. open Internet Browser, type URL https://localhost/receiver/receivefile ,select Go
displaying Figure 4.35,

Security Alert §|

r.'?‘l Infarmation you exchange with thiz site cannat be viewed ar
?. changed by athers. Howewer, there is a problem with the site's
; zecurity certificate.

a The zecurity certifizate iz fran a truzted certifying autharity,

a The zecurity certifizate date iz walid,

The name on the secunty certificate is invalid or does not
match the name of the site

Do oy want bo proceed?

[ Yes ] [ Mo i [ Yiew Certificate ]

Figure 4.35. Security Alert

2. select Yes displaying Figure 4.36,
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Choose a digital certificate

Identification

The Web site you want to view requests
! identification. Please choose a certificate,

Marne

Lawrence Loftley

Issuer
roak

D Secure Data Mebwork CA

[ Mare Infa... ] [Eiew Certificate...]

[ ok

H Cancel l

Figure 4.36. Choose a Digital Certificate

3. select the Digital Certificate, click OK displaying Figure 4.37,

File Edit ‘Wiew Favorites  Tools

A hitps:/#158.111.1.251 freceiver/receivefile - Microsoft I... [= |[B)X]
.Il'r

eBack - \ﬂ @ _l\J /._-xJSearEh i:g Favorites @j.

Help

Address |§| https: /158,111, 1,251 jreceiv v| Go

i

>

Links & Snaglt E [

.Y
PHIM MS Receiver '
Zenters for Disease Control and Prevention
CDC PHIN-MS Version 2.6.00 SFP1 Buid 20060816
Partyld =2 16.840.1.114222.4 3.2.2 3 563 1, Domain=cdc. gov
W

@l Done

é ﬁ Internet

Figure 4.37. Test Successful Notification

Note: An error will occur when an invalid Digital Certificate is used on the receiver

displaying Figure 4.38.
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A The page requires a valid SSL client certificate - Microsoft Internet... E][E|E|
'!r

File Edit “iew Favorites Tools  Help i

>

. — it x
- | b ] (= ; - -
Q Back 2, » ,,,: D | search < ¢ Faverites €\i =

Address | ] https://158.111.1,251 freceiver freceivefile ¥ GD links @snaglt B Ef

L

The page requires a valid S5SL client certificate

Your client certificate is untrusted ar invalid, & Secure Sockets Laver (SSLclient
certificate is used for identifying vou as a valid user of the resource,

Flease try the following:

* Contact the site administrator to establish client certificate permissions,

e If vou already have a valid client certificate, use yvour Web browser's
security features to ensure that your client certificate is installed properly.
(Some Web browsers refer to client certificates as browser or personal
certificates.)

* Change vour client certificate and click the Refresh button, if appropriate.

HTTF Error 403,16 - Forbidden: Client certificate is ill-formed or is not trusted by
the web server,
Internet Information Services (II5)

E:l é ‘ Inkernek

Figure 4.38. Valid SSL Client Certificate Required
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5.0 SECURE SOCKET LAYERS

5.1 Download Openssl

The Openssl application should be installed on a single workstation. Complete the
following steps to download Openssl:

1. create a folder on the root directory C:\Openssil,
2. navigate to http://www.stunnel.org/download/stunnel/win32/openssl|-0.9.7/,

displaying Figure 5.1,

<24 http:/Avww.stunnel.org/download/stunnelfwin32/openssl-0.9. 7/ - Microsoft Internet Explorer, g@]g|
File Edit WYiew Favorites Tools  Help ﬁ.'
y - 1 A ) g B Yy . 24
GBack </ \ﬂ \ELI | Search . Favorites 6’-‘{ = ﬂ ii ._\‘i
Address ﬁjhttp:ll’,fwww.stunnel.org,l’downIoad,l’stunnel,l’winSZ,l’openssI-D.9.?,1’ A .Go Lirks
A~
Note: The files herein are for archival purposes only. AL versions of Open2EL before 09,6k and 0.9 7c contain a number of buffer overflows that can
open you up to attack. See httpfwww openssl orginewsisecady 20020730tz and httpwrww. uniras. gov. ukovuls/2003/0064 8% openssl htmn for more
information.
Index of openssl-0.9.7
Bytes Timest amp Filename Type
1379459 Jan 12 14:30 2003 libeay3z.dll M3 Windows PE Intel S0386 console DLL
254 Jan 12 14:30 2003 libeay3Z.dll.asc PGP armored data
476329 Jan 12 14:30 2003 likss132.d11 M3 Windows PE Intel S0386 console DLL
254 Jan 12 14:30 2003 libssl3Z.dll.asc PGP armored data
1059536 Jan 12 14:30 2003 ppenssl.exe N3 Windows PE Intel 50386 console executable not relocatable
254 Jan 12 14:30 2003 openssl.exe.asc PGP armored data
1170508 Jan 12 14:30 Z003 openssl.zip Zip archive data, at least vZ.0 to extract
254 Jan 12 14:30 2003 openssl.zip.asc PGP armored data Z
< ¥
&) B Irternet

Figure 5.1. Openssl.exe

3. click openssl.zip, displaying Figure 5.2,
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File Download [‘S_<|

Do you want to open or save this file?

Mame: openssl.zip
Type: WinZip File, 1.11 MB

From: weeans, skunnel. org

Open ] [ Save ] [ Cancel

Always azk before opening this twpe of file

YWhile files from the [ntermet can be uzeful, zome files can patentially
harm pour computer. IF you do not trust the source, do not open or
gave thiz file. What's the righ?

Figure 5.2. Openssl File Download

4. select Open, displaying Figure 5.3,

WinZip - openssl1].zip

File Actions Options Help
PRI CCSED
Hew Cpen Favarites Add Exckract Wigw Checkout Wizard
Marme | Tvpe & | Modified | Size | R.atio |
ﬁggggg_g!_._g;g__é Application 12/31/2002 11:5,,, 1,089,536 55%
é]lil:ueaﬁz.dll Application Extension  12/31)2002 11;5,., 1,379,459 62%
é]lil:ussISE.dII Application Extension 127312002 11:5.., 476,329  GBE%
< >
Selected 0 files, 0 bytes Taotal 3 files, 2,877KE [

Figure 5.3. WinZip Openssl

5. select Extract displaying Figure 5.4, and
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Extract

Extract to: Folders/drives: | Ewtract |
|C:\Dpenssl = =] ~| e Local Disk (C:] ~
Files +-7) BlueZone Cancel
+-7) Default
J +-|7) Documents and 5 Help
* Al files +-[-7) Documenturn
" Files: I— 0 Music
o e
+ Fhirkd 5
[ Owenwrite exizting files H g e
[ Skip alder files +-5) Temp “w
W sze folder names < MNew Folder...
Figure 5.4. Extract Files

6. navigate to the Openssl folder, click Extract, close window.

Note:
= libeay32.dll,
= |ibssI32.dll,

= openssl.exe, and
= openssl.conf.

The following four files are needed to run Openssl shown in Figure 5.5:

& C:\0penssl E|
File Edit ‘iew Favorkes  Tools  Help '1'
e Back </ LjT P Search (i Folders 3 | ¥ X n
Address |[i'| Ci\Openss| v| o
Mame Size  Type Date Modified A
é:] libeay3z,dil 1,348 KB Application Extension  12/31/2002 11:54 AM
‘j:_l libssiaz, dil 466 KB Application Extension  12)31)2002 11:54 AM
[Flapenssl.exe 1,064 KB Application 12131}2002 11:54 AM
ABlopenss] 10KE SpeedDial 6/1/2006 12:12 PM w

Figure 5.5. Openssl Files

The first three files libeay32.dll, libssl.dll, and open.exe are automatically extracted from
the WinZip file. The fourth, openssl needs to be downloaded from PHINMS FTP site.

Contact the PHIN Help Desk for assistance phintech@cdc.gov.

5.2 Create Self-Signed Certificates

Complete the following steps to create a Self-Signed Certificates:
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1. navigate to C:\openssl, double click on openssl.exe displaying Figure 5.6,

e ciwpensshopenssl.exe x

Figure 5.6. Openssl

2. type req -new -x509 -days 365 -nodes -config openssl.cnf -out
c:\openssl\renamecsr.pem -keyout c:\openssl\renamekey.pem, select Enter

displaying Figure 5.7,

Note: Replace both “rename” in step two with a unique file name. An example would
be phinmscsr.pem and phinmskey.pem. Do not replace csr.pem or key.pem.

:\Opensslopenssl.exe

OpenS8L> req —new —x58% —days 365 —nodes —config openssl.cnf —-out stunnel.pemll

eyout stunnel.pem

Loading ‘screen’ into random state — done
Generating a 1824 bit RSA private key

You are abhout to he asked to enter information that will be incorporated
into your certificate request.
WYhat you are about to enter is vhat is called a Distinguished Name or a DN.
There are guite a few fields but you can leave some hl

For zome fields there will he a default value,

If you enter *.’, the field will be left blank.

Country Mame (2 letter code> [AUI:=_

Figure 5.7. Distinguished Name Prompts

3. assign the Distinguished Name (DN) Fields command prompts with information
uniquely identifying the Self-Signed Certificates using the examples in Table 1 as
a guideline displaying Figure 5.8, and

Note: The DN fields will be incorporated into the Self-Signed Certificates request. The
prompts allow blank fields but it is highly recommended to complete all the fields. This
will uniquely identify the Self-Signed Certificates.

FIELDS EXAMPLES
Country Name: PL, UK, US, CA
State or Province Name: Illinois, Ontario

Locality:

Chicago, Toronto

Organization Name:

Bill's Meats, Acme Anvils

Organizational Unit Name:

Ecommerce Division

Common Name (FQDN)

www.example.com

Email address

test@yahoo.com
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Table 1. Distinguished Name Fields Examples

\openssopenssl.exe

OpenSSL> req —new —x50? —dayz 365 —nodes —config openssl.cnf —out c:\openssl\renn
amecsr.pem —keyout c:wopensslirenamekey.pem

Loading ‘=screen’ into random state - done .
Generati a 1824 hit REA private key

You are about to be asked to enter information that will bhe incorporated

into your certificate request.

llhat you are about to enter is what is called a Distinguished Hame or a DM.
There are guite a few fields bhut you can leave some hlank

For some fields there will be a default wvalue.

If you enter '.’,. the field will be left blank.

Organization Mame <{eg. company?> [Internet Widgits Pty Ltd1:CDC
Organizational Unit Hame {eg, section? [1:Phinms Product Support
Common Name {eg, YOUR name> [l:Phinms

Email Address [1:PhinmsBcdc.gov

OpenSSL>

Figure 5.8. Distinguished Name Fields

4. close the window.

The new Self-Signed Certificates should be in the C:\openssl folder as shown in Figure

& C:\openssl E@E

File Edit ‘View Favorites Tools Help ;?

? 7 Search Folders x n E -
Address || Chopenss] v ﬂ Go
Mame Size | Type Date Modified

3 libeay3z.dll 1,346 KE Application Extension 120312002 11:54 AM

3 libssl3z.dll 466 KE  Application Extension  12§31/2002 11:54 AM

oB openss! 10KB  SpesdDial 6/1/2006 12:12 PM

[Flopenssl.exe 1,064 KE  Application 12{31/2002 11:54 AM

.rnd 1KE RMD File 8/18/2006 3:11 AM

U renamekey.pem 1KE PEMFile 8/18/2006 3:15 AM

u renamecsr.pem 2KE PEMFile /1812006 &:15 AM

Figure 5.9. Self-Signed Certificates

5.3 Configure Servers

Complete the following steps to configure secure communications between the two
servers using Stunnel:

1. copy the two (2) Self-Signed Certificates created,

2. select Start > Programs > Stunnel, Edit Stunnel.conf displaying the left screen
in Figure 5.10,
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I stunnel.conf - Notepad [_ 0]
File Edt Format View Help
; sample stunnel configuration file by Michal Trojnara 2002-2006 =

; Some options used here may not be adequate for your particular configuration

i certificateskey is needed in server made and optignal in client mode
i The default certificate is provided only for testing and should not
be used in production enwironment

" 1l rtreq. pem

; some performance tunings
socket = 1:TCP_NODELAY=1
socket = r:TCP_NODELAY=1

; workaround for Eudora bug
;OpTions = DONT_INSERT_EMPTY_FRAGMENTS

3 Authentication stuff

sverify =

; pon't forget to c_rehash capath
iCapath = certs

; It's often easier to use cafile
;oafile = certs. pem

; bon't forget to c_rehash CRLpath
JCRLpath = crils

; alternatively you can use crLfile
;CRLFiTe = crls.pem

; some debugging stuff useful for troubleshooting
debug = 7
output = stunnel. Tog

s Use it for client mode
client = yes

; service-level configuration

i [pop3s]
yaccept = 005
jconnect = 110
; [imaps]
yaccept = G893

yconnect = 143

; [ssmrp]
jaccept = 485
yconnect = 25

[https]

accept = BOOD

connect = 158.111.1.240:7002
s TIMEOUTCTose = 0

3 wim:fr=dosini =

L« H oz

Figure 5.10. Stunnel Configuration File

3. paste the two (2) Self-Signed Certificates into the Stunnel.conf file on the lines
highlighted in Figure 5.10,

Note: Ensure the Self-Signed Certificates are identified as key or cert in the name
which helps in configuring Stunnel.conf file.

4. close window displaying Figure 5.11,

Motepad E|

'f The text in the stunnel.conf file has changed,

Do wiou wank to save the changes?

[ Yes H Mo H Cancel ]

Figure 5.11. Save Stunnel.conf File

5. select Yes,
6. select Start > Programs > Stunnel, Service stop, and
7. select Start > Programs > Stunnel, Service start on both servers.
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