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EXECUTIVE SUMMARY

Many organizations work together to protect and advance public health. These organizations
need to use the internet to securely exchange sensitive data among various public health
information systems. The exchange of data, also known as "messaging,” is enabled through
electronic messages created by using special file formats and a standard vocabulary. The
exchange uses a common approach to security and encryption, methods for dealing with various
firewalls, and internet protection schemes. The system provides a standard way of ensuring that
messages are routed securely while providing a consistent confirmation of message exchange.

The Public Health Information Network Messaging System (PHINMS) sends sensitive data to
and receives sensitive data from public health information systems through the internet by using
secure Electronic Business Extensible Markup Language (ebXML).

The PHINMS Implementation Guide provides instructions for installation and basic

configuration of the PHINMS software; advance configuration procedures are located in the
PHINMS Technical Guide.
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1.0 INTRODUCTION

The Public Health Information Network Messaging System (PHINMS) Implementation Guide
assists users with the installation, configuration, and upgrade of the PHINMS product. It also
provides instructions to install and configure PHINMS to send and receive messages from the
Centers for Disease Control and Prevention (CDC) and CDC partners.

PHINMS is updated periodically; refer to the PHINMS website at
www.cdc.gov/phin/tools/phinms for the most current release of PHINMS software. Information
available on the website includes:

Overview: The overview summarizes the purpose of PHINMS and announces new
PHINMS features and processes.

Installation: This section of the website provides documentation pertinent to the
installation and configuration of the PHINMS software. Other PHINMS documents are
also available, such as an acronym and glossary list, web service adapters, and more.
Quick Tips for Getting Started: PHINMS Quick Tips provide an overview of the
information needed most often. Quick steps are documented for Release 3.0. Suggestions
for additional questions can be sent to the PHINMS website point of contact by using the
support tab.

FAQs: The list of frequently asked questions (FAQS) is stored in this section. The list
contains answers to many questions users have previously submitted. The PHINMS team
welcomes questions, suggestions, and/or comments.

Support: The support section provides contact information for contacting the PHINMS
Help Desk, accessing online help, and contacting the website administrator.

1.1 References

NAME LOCATION

Quick Tips for

Getting Started Located at www.cdc.gov/phin/tools/phinms.

PHINMS Release | Description of supported environments, software requirements,

Notes 3.0 explanation of upgrade path, and a list of new features and bug fixes
made since PHINMS Release 2.8.00 and PHINMS 2.9.00. One major
new upgrade is that PHINMS 3.0.00 implemented CDC’s mandatory
security upgrade from TLS 1.0 to TLS 1.2. Located at:

http://www.cdc.gov/phin/tools/PHINMS/installation.html
Table 1 References

1.2 Communication with Users

Send questions, suggestions, and/or comments concerning PHINMS support or documentation to
the PHINMS website by using the email link located in the Contact Us block on the left side of
the home page. The PHINMS team responds to users’ communications.

PHINMS Implementation Guide v3.0.docx ix of 59
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2.0 INSTALLATION REQUIREMENTS
2.1 PHINMS 3.0 Tests
PHINMS 3.0 has been tested on the following:

Operating systems with 32- or 64-bit version of Java installed:
» Windows 2008 Server (Standard or Enterprise) SP2
» Windows 7
Certified Default Database:
» HSQL DB 1.8.0.4
» Production Qualified Databases:
» Microsoft SQL Server 2008
» MySQL 5.0
» Oracle 11g Release 1
Application Servers:
» Tomcat 8
- Proxy Servers:
» 1IS 7.5 with Web logic 10.3.6.

PHINMS 2.8 and/or later have tested the Java Database Connectivity (JDBC) drivers to connect to
the supported databases shown in Table 2. Based on these tests, no issues were found. PHINMS
does not guarantee or support the JDBC drivers shown below. It is up to the PHINMS customer to
decide which JDBC driver to use. The table is provided for reference only.

DB SERVER VERSION JDBC DRIVER NAME TYPE | VERSION DATE
MS SQL 2005 sqljdbc.jar 4 1.2.2828 10/11/2007
MS SQL 2008 sqljdbc4.jar 4 2.0 03/25/2009
Oracle 10g Rel 2 ojdbcl14.jar 4 10.2.0.2 01/22/2006
Oracle 11gRel 1 ojdbc6.jar 4 11.1.0.7.0 | 08/28/2008
MySQL 5.0.67 mysql-connector-java-5.1.6-bin.jar | 4 3.51.27 11/20/2008

Table 2. JDBC Drivers

2.2 System Requirements
The installation of PHINMS 3.0 system requirements is as follows:
Windows OS with Java 7
1024 MB of disk space
2 GB of memory
Local administrator privileges
System administrator privileges on Windows.

PHINMS 3.0 Implementation Guide.docx Page 10 of 59
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Ensure that all the correct ports—which may be 5088 (default local host port), 443 (Secure Socket
Layer [SSL]) - Hyper Text Transfer Protocol over Secure Sockets Layer (HTTPS), and 389
(Lightweight Directory Access Protocol [LDAP])—are open on the firewall.

Once the requirements above have been met, proceed to Section 2.3, which can be performed
simultaneously with Section 2.4.

2.3 Apply for a Digital Certificate

PHINMS users who send data to CDC are required to have a digital certificate. To obtain a certificate,
contact the PHIN Help Desk at PHINtech@cdc.gov. Information about digital certificates is available in
the Digital Certificate Policy section on the PHINMS website.

2.4 Request PartylD

To obtain the PHINMS software, email the PHIN Help Desk at PHINTech@cdc.gov. Information
will need to be provided about the organization(s) that will use the software to send and/or receive
messages. This information will be reviewed and confirmed by a PHINMS support team member

and the software download link will be emailed to the requestor, along with a PHINMS PartyID.

A unique PartylID is required for every organization sending and receiving messages to CDC. A
PartyID uniquely identifies a PHINMS installation, also called an instance or node. The PartyID is
included with every message, which informs the recipient of the originator. Contact the PHIN Help
Desk at PHINTech@cdc.gov for any issues with the PartylD or if a PartylID is not received
following submission of organization information.

The PartylID is required during installation and becomes a permanent, identifying part of the
application. The PHINMS application will need to be reinstalled if the PartylD needs to be
changed.

Note: If there is a need to install PHINMS at more than one site or to install more than one PHINMS
installation at the same site, a unique PartyID is required for each installation.

The recommended way to install PHINMS 3.0 is to download the application from the File Transport
Site (FTP) site (Section 3.0). Note: Contact PHINTech@cdc.gov for FTP site login credentials.

3.0 DOWNLOAD AND INSTALL THE PHINMS SOFTWARE

Install PHINMS 3.0 by using the following steps. These steps pertain to new installations; instructions for
upgrading an existing installation are in Section 4.0.

Note: Refer to Section 2.4 if an email was not received with the PartylD information.

1. Open any web browser and type the FTP URL into the address bar: ftp://sftp.cdc.gov. This will
open a dialog box (Figure 3.1).

PHINMS 3.0 Implementation Guide.docx Page 11 of 59
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Internet Explorer
%b> To log on to this FTP server, type a user name and password,

FTP server: sftp.cdc.gov

User name: [ I

Password: [ |

After yvou log on, you can add this server to your Favorites and return to it easily.

[“JLog on anonymously

[ Log On ][ Cancel J

Figure 3.1. FTP Log On Dialog Box

2. Enter user name and password, then click Log On. This will open the FTP root directory (Figure

3.2).
ftp://sftp.cdc.gov/ L-a || 2 FTP root at sftp.cdc.gov X |
iew  Favorites  Tools  Help
Media at CDC Tra... a Browse Content « phin — ... An A-7 Index of the Wind... CA SiteMinder® Integrate
it at sftp.cdc.gov
11:234M Directory Download
12:008M Directory PHINMS 2.8.03
11:23aM Directory PHINMS 2.5.00
12:008M Directory PHINMS 3.0

The above screen capture also will show PHINMS_3.0.00.
Figure 3.2. PHINMS 3.0 FTP Downloads

PHINMS 3.0 Implementation Guide.docx Page 12 of 59
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3. To view this FTP site in Windows Explorer, enter the link in the Explorer bar and select enter. This
will open a dialog box as illustrated in Figure 3.3.

Internet Explorer
\‘?> To log on to this FTP server, type a user name and password,

FTP server: sftp.cdc.gov

User name: \ ‘

Password: l ‘

After you log on, you can add this server to your Favorites and return to it easily.

[[JLog on anonymously

[ Log On J[ Cancel J

Figure 3.3. FTP Log On Dialog Box

4. Enter user name and password, then click Log On. This will open the installation utility illustrated
in Figure 3.4.

| = | PHINMS_3.0
Home Share View

« =3 ~ > Thelnternet » sftp.cdc.gov » PHINMS_3.0

# O
BC
4
=P

C

PHINMS-3.0-install.exe

= o T o T =

The screen capture will show PHINMS_3.0.00.
Figure 3.4. PHINMS 3.0 FTP Windows Build

PHINMS 3.0 Implementation Guide.docx Page 13 of 59
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5. Double-click on the PHINMS-3.0-install.exe executable file and select Save to save the application
to your local computer. The installation wizard will open, as illustrated in Figure 3.5.

&8 PHINMS - Installer PHINMS = [

S ~IPHINMS

Please read the Following information:
Welcome to the Installation Wizard for the Public Healith Information
Network Messaging System - Release 3.0.0

The Install Wizard will install Public Health Infortnation Metworle Messaging Systemn - Release
3.0.0 on this computer. Select "Next" to begin the installation.

Public Health Information Metworl IMessaging Systemn - Release 3.0.0. Centers for Disease
Control and Prevention.
httpAamaew. ode. gow/phindools/PHIMNms/

CLC/PHINME

@ Cancel |

Figure 3.5. Installation Wizard Preparation Screens

6. Click Next. The licensing agreements will open as illustrated in Figure 3.6. The responsibilities of
the PHINMS user are listed on this screen.

g8 PHINMS - Installer PHINMS [ o]

i e ~“IPHINMS

Flease read the Following license agreement carefully:
License ko Utilize PHINMS 3.0.0 Software

| v

Listed below are the responsibilities For the PHINMS end users and administrators,

PHIMNMS Users are responsible For the Following:
- apply For and maintain a current digital certificate,
- enter messages into the Transport Gueue,
- respond bo error messages, by natifying the PHIMNMS Administratar,
- use PHIMMS to send only appropriate materials to nodes on the PHIMNMS
network,
- scan files for wiruses prior to sending messages,
- contact the on-site administratar in the event of a software issue, and
- nat vialate any rules lisked above,

PHIMMS Administrators are responsible For the Following:
- apply for and maintain a current digital certificate,
- mainkain the hardware on which PHIMMS resides, LI

% 1 accept the terms of this license agreement,

I do nok accept the terms of this license agreement,

Figure 3.6. End User Licensing Agreements Screen

PHINMS 3.0 Implementation Guide.docx Page 14 of 59
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7. Once you have read the terms of the agreement, select “I accept the terms of the license agreement”
and click Next. The user data screen will open as illustrated in Figure 3.7. This screen allows the
user to select whether they are completing a new installation or an upgrade of an existing

installation.

PHINMS - Installer PHINMS

D ~<IPH

Please select if you want to install a new version of PHINMS or upgrade an existing install
¢ New Install

" Upgrade 2.8.00 or later

Figure 3.7. User Data Screen To Select Installation Type

8. Select New Install and click Next.

— e ~IPHINMS

Select the installation path:

|C:\Program Files (x86)iPHINMS [ Browse... |

@ The target directory will be created:
C:\Program Files {x86)\PHINMS

Cancel I

Figure 3.8. Target Path Screen

PHINMS 3.0 Implementation Guide.docx
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9. Click OK to select the default target directory, or click browse to install to a different directory on
your local computer. Click OK to proceed. This will open a user data window to enter the domain
name and party ID.

&8 PHINMS - Installer PHINMS [=15]

[l — “IPHINMS

Please enter the Party ID and Domain Name below. The PartyID uniquely identifies the user within
the Message Transport System. Use the Internet Domain Mame (e.g. cdc.gov). Contact the user's
CDC representative when a PartyID has not been assigned.

Domain Mame: |

Party ID: |

CDC/PHINMS

<& Previous | > Next I © cancel I

Figure 3.9. PartylD and Domain Name Screen

10. Enter the domain name (defined by user, e.g., cdc.gov) and the assigned party 1D, and click Next.
A user data screen will open requesting the port identification information (Figure 3.10).

@8 PHINMS - Installer PHINMS = B3

~PHINMS

Please enter the port numbers for the Database, HTTP and HTTPS ports below, To accept the
default port settings select 'Next'

HTTP Port: 5088
HTTPS Port: 5089
Database Port: [6087

CDC/PHINMS

<3 Previous I OCancel |

Figure 3.10. Port Numbers Screen

PHINMS 3.0 Implementation Guide.docx Page 16 of 59
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11. Enter the default PHINMS port numbers: 5088 for HTTP, 5089 for HTTPS, and 6087 for
Database. Click Next. The registration screen will open as illustrated in Figure 3.11. It is optional
to enter the organization name, administrator name, and email address to register the product with
CDC. Note: Do not check the box that reads, “I want to register this PHINMS instance with
PHINS/CDC.” At the time of this publication, there is no active registration server.

—IPHINMS

To assist us with tracking the PHINMS user base, we are requesting that you register this PHINMS
installation with the PHINJCDC. By registering, you will assist the PHINMS Community in continuing to
provide support, enl'tycements and funding For the entire PHINMS effort, Thank you.

[~ Iwant to register this PHINMS instance with PHIN/CDC

Organization Name:
Administrator Name:
E-Mail Address:

CDC/PHINMS

<3 Previous l

Figure 3.11. Registration Screen

12. Click Next. The select installation packages screen will display, as illustrated in Figure 3.12.

@8 PHINMS - Installer PHINMS [-[OIx]
[Select Insta Packages ﬁPHINMS

Select the packs you want to install:
Mote: Grayed packs are required.

@ PHINMS Core
[~ PHINMS Remote Console

Description
PHINMS Care
Total space Required: 162.53 MB
Available space: 11,39 GB
CDC/PHINMS
< Previous | @ cancel I

Figure 3.12. Installation Package Screen
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13. Select PHINMS Core and click Next. The system will begin installation, as illustrated in Figure
3.13. Progress bars will indicate the status of installation.

&8 PHINMS - Installer PHINMS H= B3

~JPHINMS

Overall installation progress:

CDC/PHINMS

<3 Previous I W Next | © cancel I

Figure 3.13. Installation Screen

14. When the installation completes, click Next. The shortcut screen will display, as illustrated in
Figure 3.14. This screen displays options to create shortcuts in the PHINMS start menu.

@8 PHINMS - Installer PHINMS -]
WL ~PHINMS

[¥ Create shortcuts in the Start-Menu

Select a Program Group Far the Shorteuts;

ACCESSOHES - create shortcut For!
Adrinistrative Tools  current user
(Carnm ault

&+ allusers

Java

1ava Development Kit

Maintenance

Microsaft Silverlight

Microsoft Syskem Center

hotepad++

PHIMMS_3.0.0 ;I

JPHINME_3.0.0 Default

CDC/FHINMS

<$I Previous @ Cancel |

Figure 3.14. Setup Shortcuts Screen

Note: Choose default to reset this screen if you make changes and want to undo them.
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15. Click Next. A screen with options for final actions will display, as illustrated in Figure 3.15.

@8 PHINMS - Installer PHINMS | _ [ x]

‘ User Data iIPHlNMS

Please select the final action for the PHINMS Installer.
@+ (Recommended) I want to install PHINMS as a Service and start the Console,
" I want to install PHINMS as a Service only.
€ Just finish the install and do nothing futher.

CDC/PHINMS

<3 Previous | © cancel |

Figure 3.15. PHINMS Installation Options Screen

16. Select how PHINMS is to be installed on your system (i.e., as a service and start console,

service only, or not as a service [just install]) and click Next. The processing screen will
display, as illustrated in Figure 3.16.

@ PHINMS - Installer PHINMS =

Perform External Processes ﬁPHINMS

Processing

Install DE Service
Install Tomcat Service
Jtart Console

java.io.IOException: Server returned HTTP response code: 500 for URL: htep:/

4 | |
CDC/PHINMS
8 Frevious | E:-} Next I @ Cancel |

Figure 3.16. PHINMS Processing Screen
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17. Click Next to initiate PHINMS for the first time. The Installation Finished window will
display as illustrated in 3.17. Click Done.

Note: The console may appear in front of the Installation Finished window. If this occurs, click
and drag the console out of the way to click Done in the Installation Finished screen.

§ PHINMS - Installer PHINMS _ O X

~PHINMS

Installation Finished

St

ep 14 of 14

CDC/PHINMS

Figure 3.17. PHINMS Installation Finished Screen

18. The PHINMS console login screen will load, as displayed in Figure 3.18.

=& PHINMS Cansole: CDC PHIN-MS Yersion 3.0.0 20170524 (Build 366)

Figure 3.18. PHINMS Console Login Screen
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18. Enter user name as “system” and password as “Phinms123” and then click Login to access
the PHINMS console as displayed in Figure 3.19.

‘=4 PHINMS Console: CDC PHIN-MS Yersion 3.0.0 20170524 (Build 366)

File Tools Configure Help

() New Message P Delete wessage (8) Ping Message () Refresh ﬁpl IINMS
Messages Statistics [RUCIRNEEEET M Data Source ~
L1 coC Last Updated - FriJun 09 15:23.12 EDT 2017
B . Sent Messages Sent

[ Tahle Name: Transport@_out Tahle Name: TransporiQ) out
= L3 RNR Messages . Route Queued ttempted by Failures
(23 Tahle Mame: rnworkergueue)i
= g Received Messages =
_ Table Name: testworkergueu
Received
Tahle Name: testworkerqueue
Data Source Last Data Received Today Yesterday Total Count
See Also
) PHINMS Online
B Documents
L Downloads
& Ccommunities
- Messages
8 Alarms

|Nurmal o |

Figure 3.19. PHINMS Console

4.0 UPGRADE PHINMS SOFTWARE

PHINMS 3.0 allows the user to upgrade from version 2.8.00 and newer. Systems using versions of
the PHINMS software earlier than 2.8.00 must perform a fresh install of PHINMS 3.0.

Note: The PHINMS upgrade will not overwrite the previous versions. It will install PHINMS 3.0
in a new location and pull the configuration files, mainly the TransportQ table configuration
information, and use this information to configure the new PHINMS 3.0 application. This process

allows the user to maintain the previous installation in case there are any problems with the new
installation.

Complete the following steps to upgrade to version 3.0 from versions 2.8.00 through 2.9. PLEASE
FOLLOW THESE STEPS CAREFULLY. You will need to know the file directory location of your
existing version of PHINMS to complete this process:

1. If open, close the console for the previous version of PHINMS.

2. Stop the PHINMS services for the previous version of PHINMS (Windows Services).
3. Rename the existing instance of PHINMS to PHINMSold.
4.

Open the executable file PHINMS-3.0-install.exe. The Installation Wizard will open (Figure 4.1)
and will begin installing PHINMS 3.0.
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g8 PHINMS - Installer PHINMS M= I

EEES ~“IPHINMS

Plzase read the Following information:

Welcome to the Installation Wizard for the Public Health Information
Network Messaging System - Release 3.0.0

The Install Wizard will install Public Health Inforroation MNetworl Messaging Systemn - Release
3.0.0 on this computer. Select "Next" to begin the installation.

Public Health Information Networl IMessaging Swstem - Felease 3.0.0. Centers for Disease
Control and Prevention.
http:/ferarar. cde. gow/phindools/PHIMNms/

COC/PHINME

@ Cancel |

Figure 4.1. Install Shield Wizard Preparation Screens

5. Click Next to proceed to the next step (Figure 4.2).

@8 PHINMS - Installer PHINMS [_ O] x|

9 Agresments ~IPHINMS

Please read the following license agreement carefully:
License ko Ukilize PHINMS 3.0.0 Software

| v

Listed below are the responsibilities For the PHIMNMS end users and administrators,

PHIMMS Users are responsible for the Following:
- apply for and maintain a current digital certificate,
- enter messages inko the Transport Queue,
- respond to error messages, by notifying the PHIMMS Administrator,
- use PHIMMS to send only appropriate materials to nodes on the PHIMMS
network,
- scan files For viruses prior to sending messages,
- contact the on-site administrator in the event of a software issue, and
- not violate any rules listed above,

PHIMMS Administrators are responsible for the Following:
- apply for and maintain a current digital certificate,
- maintain the hardware on which PHIMMS resides, LI

% I accept the terms of this license agreement,

(" Idonat accept the kerms of this license agreement,

Figure 4.2. End User Agreement Screen
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6. Review the licensing agreement and then select, “I accept the terms of this license agreement.” and
click Next to proceed to step 3 (Figure 4.3).

PHINMS - Installer PHINMS == B3|

- ~IPHINMS

5

Please select if you want to install a new version of PHINMS or upgrade an existing install
€ New Install
@ lipg

CDC/PHINMS

< Previous I B> Next I © cancel |

Figure 4.3. New Installation or Upgrade Screen

7. Select Upgrade 2.8.00 or later and click Next to proceed to step 4 (Figure 4.4).

B PHINMS - Installer PHINMS - O X

— ~PHINM

Select the installation path:

IC:\,Program Files (x86)\PHINMS r;:, Browse... |

Figure 4.4. Target Path Selection Screen
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8. Confirm that the default installation path is the same path as the previous version of PHINMS
before renaming the directory to PHINMSold. If necessary, click Browse to locate that identical
directory. Once the correct directory is in the installation path, click Next to proceed (Figure 4.5).

@8 PHINMS - Installer PHINMS =10

Yserpata ZPHINMS

Please select the location of the older instance of PHINMS that you wish to upgrade.

CDC/PHINMS

<3 Previous | B> Next | @Cancel |

Figure 4.5 Selection Screen for Existing PHINSMS Instance

9. Click Browse and find the file location of the old PHINMS instance (PHINMSold). Once the
correct directory shows in the selection bar, click Next to proceed (Figure 4.6).

@8 PHINMS - Installer PHINMS =11 x]

| User Data . ﬁPHINMS

Please enter the port numbers for the Database, HTTP and HTTPS ports below, To accept the
default port settings select Next'

HTTP Port: S088
HTTPS Port: S089
Database Port: [6087

CDC/PHINMS

<3 Previous I @Cancel |

Figure 4.6. Port Numbers Screen
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10. Enter PHINMS default port numbers: 5088 for HTTP, 5089 for HTTPS, and 6087 for the database.
Click Next to proceed to the Installation Package screen (Figure 4.7).

S B3

‘ PHINMS - Installer PHINMS

‘Select Installation Packages \ZlPHINMS

Select the packs you want to install:
Note: Grayed packs are required.

B PHINMS Core 62.53
[~ PHINMS Remote Console 2.73MB

Description

PHINMS Core
Total space Required: 162.53 MB
Available space: 11.39GB
CDC/PHINMS
@ Previous I ﬁ-}Next 0 Cancel I

Figure 4.7. Installation Package Screen
11. Select PHINMS Core and click Next to proceed to the installation process (Figure 4.8). The
progress bars will illustrate the status of installation.

[_C1x]

&8 PHINMS - Installer PHINMS

Jnstallation ,ﬂPHlNMsr

Step 10 of 14

Pack installation progress:
Cii{Program FHles{PHINMSdKijrel

Overall installation progress:

CDC/PHINMS

<& Previous | W Next | © cancel I

Figure 4.8. Installation Screen
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12. Once installation is complete, click Next to proceed to the Setup Shortcuts screen (Figure 4.9). This
screen displays options to create shortcuts in the PHINMS start menu.
&% PHINMS - Installer PHINMS I [ S |

gt Shorteus ~<IPHINMS

[V Create shortcuts in the Start-Menu

Select a Prograrm Group far the Shorkcuks:

A ccessories - create shorkcut For:
A&dministrative Tools ™ current user
Cormiyaut * all users

Java

Java Development Kit

Maintenance

Microsaft Silverlight

Microsaft System Center

Motepad++

PHIMMS_3.0.0 LI

[PHINMS_3.0.0 Default

CDC/PHINMS

@Previous | """"""""" Mext @Cancel |

Figure 4.9. Setup Shortcuts Screen

13. Click default if you make changes and want to undo them. Once you have created shortcuts, click
Next to proceed to the installation options screen (Figure 4.10).

o8 PHINMS - Installer PHINMS [_ O] x]

~PHINMS

Please select the final action for the PHINMS Installer.
+ (Recommended) I want to install PHINMS as a Service and start the Console,
" Iwant to install PHINMS as a Service only.
" Just finish the install and do nothing Futher.

CDC/PHINMS

Grrevos |[FE Tt | @cancel |
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Figure 4.10. PHINMS Installation Options Screen

14. Select how PHINMS is to be installed on your system (i.e., as a service and start the console, as a

service only, or not as a service [just install]) and click Next. The Processing screen will display as
illustrated in Figure 4.11.

&8 PHINMS - Installer PHINMS 0] x]
Perform External Processes ﬁPHINMS
Processing
I ¥

Install DE Service
Install Tomcat Service
Start Console
java.io.IOException: Server returned HTTP response code: 500 for URL: http:/
| | 2]
CDC/PHINMS

i Fre © cancel |

Figure 4.11. PHINMS Processing Screen

Note: The console may appear in front of the Installation Finished window. If this occurs, click
and drag the console out of the way to click Done in the Installation Finished screen.

15. Click Next to complete installation (Figure 4.12).

‘ Installatioihed ﬁPH | NMS

CDC/PHINMS

€2 Done
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Figure 4.12. PHINMS Installation Finished Screen

Note: The installation has completed successfully. An uninstaller has been created. There is now an

option to generate an automatic installation script to deploy PHINMS with the same configuration on
another system.

16. Click Done in the installation screen to proceed to the PHINMS login screen (Figure 4.13).

=4 PHINMS Console: CDC PHIN-MS Version BETA 2.8.01 20081114

~4ZaPHINMS

Figure 4.13. PHINMS Console Login Screen

17. Enter user name and password, then click login to open the PHINMS console (Figure 4.14).
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‘=4 PHINMS Console: CDC PHIN-MS Yersion 3.0.0 20170524 {Build 366) M=
File Tools Configure  Help ﬂpl I INMS
@ Mew g Delete .) Ping @ Refresh
Messages Statistics Filter Messages:
Ld coc Last Updated - Fri Jun 02 15:23:12 EDT 2017
= ¢ Sent Messages Sent
3 Table Name: Transport@_out] Table Name: Transport() out
= .g RNRMessages Route Queued At a & T
[ Tahle Name: mrworkerqueue| -
= .5 Received Messages g
1 Tahle Marme: testworkergueu
—
Table Name: testworkerqueue
Data Source Last Data Received Today Yesterday Total Count
See Also
@) PHIMME Online
B Cocuments
(ol Downloads
;ﬁ Communities
__|Messages
8 atarms |
|Nnrma| =

Figure 4.14. PHINMS Console

5.0 CONFIGURE SQL DATABASES

A Structured Query Language database (HSQLDB) containing a transport queue (TransportQ) is
automatically installed with the PHINMS 3.0 application. An external database can be created for
the purpose of hosting the messaging queue tables. PHINMS 3.0 will support the following

databases for hosting messaging queues:
HSQLDB 1.8.0
Microsoft SQL Server 2005 and 2008
MySQL 5.0
Oracle 10g and 11g.

An HSQL database is provided with the PHINMS installation on the Windows platform as a
default database and facilitates installation testing. It is recommended that PHINMS users
conduct an evaluation of the tradeoffs between SQL and a high transaction-volume relational
database management system (RDBMS) such as others listed above.

All table scripts needed for PHINMS external database configurations for the databases listed above

will be posted on the FTP site (ftp://sftp.cdc.gov/PHINMS). The provided table scripts are for the
transport queue, worker queue only.

Note: To use an external database (DB) connection, the appropriate JDBC driver must be
imported into PHINMS via the PHINMS Console Tools option (section 9.6). DB drivers can
also be found on the FTP site (ftp://sftp.cdc.gov/PHINMS/PHINMS_ Database_Drivers/). For
external DB connection string properties, please refer to the PHINMS Technical Guide.
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6.0 SENDER INFORMATION

PHINMS Version 3.0 has two components: the sender and the receiver. Sending a test message
allows the PHINMS Sender to send messages to the TransportQ and to CDC. Testing the
PHINMS installation is a three-part procedure:

1. Ping the PHINMS Sender loopback route.

2. Ping a configured PHINMS route (Collaboration Protocol Agreement [CPA] files must be imported
on the receiving side).

3. Ping the PHINMS CDC Staging Receiver (CPA files must be emailed to Phintech@cdc.gov. See
Section 6.4 for more information.).

Figure 6.1 is a topology diagram to help users understand the PHINMS authentication process.

Sender's Network Internet CDC DMz
—
B PHINMS Ping and
2% Registration Server
oot phinmsping.cdc.gov
/

|

h— Port443 —

’\ PHINMS Staging
Port 443 P phinmsstg.cdc.gov

7

PHINMS Prod
phinms.cdc.gov

- |[emaild - qe / 8je)s
— |EMelld - 00

Figure 6.1. CDC PHINMS Topology
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6.1 Ping Loopback

The Ping Loopback validates that the PHINMS installation was downloaded and installed

successfully on the sender’s system. This process is not a test to verify that messages can be sent
outside of a firewall if one is present.

Verify that the generated Ping Loopback is sent to the loopback message processor successfully by
completing the following steps:

1. Open the PHINMS 3.0 Console (Figure 6.2).

‘=& PHINMS Console: CDC PHIN-MS Yersion 3.0.0 20170524 (Build 366)

=1 E3
File Tools Configure Help

@ Mew Message g Delete Message ’) Ping Message @ Refresh ﬂpl |INMS

Statistics

id coc Last Updated - Fri Jun 09 15:23:12 EDT 2017
El g Sent Messages Sent
[0 Table Name: Transport@_out Table Name: TransportQ_out
El s RNR Messages . Route Queued Atterpted Failures
3 Table Name: mrworkergueue| 23
El .y Received Messages d
[d Tahble Name: testworkergqueu
Recei
Tahle Name: testworkerqueus
Data Source Last Data Received Today Yesterday Total Count

See Also

@) PHINMS Online
B Docurrents
o Downloads

; Communities

__|Messages
| &1 a1arms ‘
‘Norma\ GEJ|

Figure 6.2. PHINMS 3.0 Console

2. Click Ping Message in the top menu bar to display the ping dialog box (Figure 6.3).
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PHINMS Ping E3

Table Name: | default Transpon@_out |

]

i | Route
loophack
CDCPingServer
CDCProductionRe...
CDCStagingRgceiv...
registration &
OKDOH_G2A

=
=

<]

ooood

| FPing Selected Routes | | Cancel |

Figure 6.3. PHINMS Ping Screen

3. Select loopback, then click Ping Selected Routes to return to the console with the loopback screen
open (Figure 6.4).

4 PHINMS Console: CDC PHIN-MS o]

File Tools Configure Help ﬁp INMS
@ New Message @ig Delete Message ®) Ping Message (§) Refresh I I

Messages Messages:loopback Filter Messages: [ MY
Ly coc Last Updated - Fri Mar 28 13:59:48 EDT 2008
i "f sj";;e:i:];z Transporta_ouf| Transport ‘ Process St. ‘ Service Record ID | Recipient ‘ Action ‘ File Name ‘ Routelnfo
Y 1 |fsuccess  done um:oasisin... 103 Ping loopback
E .cs RNR Messages i
[ Table Name: miworkergueue|
E . Received Messages
(3 Table Name: testworkerqueu
To: lnopback Service: urn;oasis:names:tc:ebxmi-msg:service
Attachment: Action: Ping
Ping
See Also A Record ID 103 -
Routelnfa loophack
© Help File Name
) PHINMS Online Senice um:oasis:names:te:ebxml-msg:service
B Documents Action Ping
Recipient
(0 Downloads
= o Process Status done =~
« Communities
Recipient Al
x The recipient field informs the system which message recipients Party ID to send the message when
—Messages A i E
9:] Alarms | tem View /
Normal |

Figure 6.4. Ping Message Screen in PHINMS Console

4. In the right-hand dropdown menu, select the loopback folder showing the status of the ping.

Note: When the Transport status (first column in the status block) lists a status of “queued” or
“attempted,” click Refresh in the top menu bar until the status changes.
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6.2 Configure CDC Staging Receiver Route Map

The CDC Staging Receiver must be configured before sending a ping. Configure the CDC Staging
Receiver by using the steps detailed in this section.

Note: Perform these steps only if sending to CDC. A digital certificate must be obtained before a
successful ping test can be sent.

1. Open the PHINMS 3.0 Console (Figure 6.5).

=a PHINMS Console: CDC PHIN-MS [_ O] x]

File Tools | Configure Help ﬁpl "NMS
General fresh

Transport Queues
Folder Polling Mar 28 14:02:00 EDT 2008

Route-Not-Read lnsporlQ out

Sender

Receiver
Alarms
Restart PHINMS
i’ﬂ 3 '[able Name: TranspontQ_out| iL

' loopback (1) Route Queued Attempted Successes Failures
| CDCPingServer (1)
= ¢ RNR Messages loopback 0 0 1 0
(3 Table Name: mrworkergueue CDCPingServer 0 0 1 0

= .3 Received Messages
(3 Table Name: testworkergueus

Table Name: testworkergueue

See Also A Data Source Last Data Received Today Yesterday Total Count

) Help

&P PHINMS Online
B Documents
1o Downloads

& Communities

’7 | Messages —|

. alarms }

Normal E]‘

Figure 6.5. PHINMS 3.0 Console

2. Go to the Configure option in the menu bar and select Sender>Route Map as illustrated in Figure
6.5. This action will open the Sender Configuration screen (Figure 6.6).
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Sender Configuration
Route Map\‘l
rRoute Map
Name | CPA
loopback loophack

CDCPRingServer  cdc-hitp-ping
CDCProductionR.. 216.840.1 11422

COCHaghgRec.. 2168401 71422,

registration CDCRegistration....

| add || Update || Delete

Figure 6.6. Sender Configuration Screen

3. Select CDCStagingReceiver and then click Update to open the Route Map dialog box (Figure 6.7).

Route Map
Route Mame:  |cDCstagingRecetver |
ToFartyID:  [216.840.1.1142224.32.2.21.2 |
Path: |ph|nms!receweﬂle |
Host: |ph|nmsstg.cdc.gov |
Port [4a3 |
Protocal: |H'I'I'F'S '|
AuthenticationType: [hane ~|
nong
basic
custom
clientcert

Figure 6.7. Route Map Item Dialog Box

4. Select “clientcert” from the Authentication Type dropdown list. Click OK to return to the Route
Map dialog box (Figure 6.8).
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Route Map
Route Name: ‘CDCStagingReceiver ‘

ToPartyID:  [216.840.1.114222.4.9.2.2.21.2 |

Fath ‘phmmsrrecelveﬂle ‘

Host ‘phmmsstg coc.goy ‘

Port: [443 |

Protocal ‘H'I'I'PS "

AuthenticationType: ‘c“entgeﬂ "
Key store: |_stewy Documentsitestp .|

Password [essaaed | |

Export Certificate |

Figure 6.8. Route Map Item Dialog Box

5. Enter the (.pfx) path to the stored certificate Key Store. This is the digital certificate issued to the
person who will use it to send data to CDC.

6. Enter the associated password in the Password field and click OK to return to the Sender
Configuration screen (Figure 6.9).

Route Map\
rRoute Map
Name | CPA
loophack loopback

CDCPingServer  cde-hitp-ping

COCProductionR... 2.16.840.1.11422 ..
COCStaginoRec... 216840111422,
registration CDCRegistration....

| agd || upsats || Deiste |

|| Save ||| Cancel |

Figure 6.9. Sender Configuration Screen
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7. Click Save to set configuration. If all information has been entered correctly, the system will return
a success message (Figure 6.10).

L ]
1 J SET COMFIGURATION: Was successfull Please restart your application server far changes to take effect.

Figure 6.10. Confirmation that Route Configuration Successful

8. Click OK and restart PHINMS by going to the Configure menu in the PHINMS Console menu and
selecting Restart PHINMS (Figure 6.11).

‘=a PHINMS Console: CDC PHIN-MS Yersion 2.8.(

File Tools | Configure Help

Sender > (>
Receiver 4

Restart PHINMS

Figure 6.11. Restart PHINMS Console

6.3 Ping a VValid PHINMS Route

The Ping Message validates that the Sender can connect to the Internet and to the selected route.
Verify the Ping Message to the selected route is successful by completing the following steps:

1. Open the PHINMS 3.0 Console (Figure 6.12).
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= PHINMS Connoles (DC PHEN-MS.

;N::u::z.m:bm .mu.n... (3) Refrosn ﬂPHINMS

(" Last Updated - Fri Mar 28 124532 EDT 2008
Mossages

[

© g Sert Messages | Sent
- Table Neme: TransponG_out Table Name: TrazsportQ_out
[|5 0 RNR Messapes Route Queued Attempted Swccesses  Failures
|  Tadle Nama mewoneigueue §
|- 0 Recetved Messages

i Table Narnw lesdetrine qoiue

Figure 6.12. PHINMS 3.0 Console
2. Select Ping Message in the top menu bar to open the PHINMS Ping screen (Figure 6.13).

PHINMS Ping

Table Name: | gefault Transpon_out = |

Fing | Foute
(=] loophack
|CDCProductionRe...
| COCStagingReceiy..
[E] registration

| Fing Selected Routes | | Cancel |

Figure 6.13. PHINMS Ping Screen

3. Select route of choice. This example uses CDCProductionReceiver.
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Note: You must have a valid digital certificate configured to ping any route requiring client
certificate authentication (see section 6.2).

4. Click Ping Selected Routes to return to the console with the loopback screen open (Figure 6.14).

=8 PHINMS Console: CDC PHIN-MS

File Tools Configure Help ﬁpl "NMS
() Newessage P§ Delete Message (@) Ping Message

Messages

L coc Last Updated - Fri Mar 28 13:59:48 EDT 2008

B/ Sent Messages Transport...| Process st.| senice | Record D | Recipient | Action | File Name ‘ Routelnfo
& (3 Table Name: TransportQ_out($

] ||success done  umioasis: n.. 104 Ping CDCPings.

See Also = Record ID

| 104 E
Routelnfo CDCPingServer
© Help File Name
© PHINMS Online Senvice urm:oasisinames te:ebxmk-msg:service
P

B Documen ts Action ing

__IMessages ‘

&j Alarms | | tem View /

| Inormat

Figure 6.14. Ping Message Screen in PHINMS Console

5. In the right-hand dropdown menu, select the loopback folder showing the status of the ping.

Note: When the Transport Status (first column in the status block) lists a status of “queued” or
“attempted,” click Refresh in the top menu bar until the status changes.

6.4 Email CPA File

PHINMS creates a CPA file for each route listed in the PHINMS Route Map tab of the Sender
Configuration panel. The PHINMS administrator must export the CPA for any configured route
and send the related CPA to the receiving site to import into the receiving PHINMS console. To
send to CDC, export the CPA file and send them for the CDC Production Receiver or the CDC
Staging Receiver to the PHINMS Help Desk (Phintech@cdc.gov). Only after the PHIN Help
Desk has received the CPA file and applied it to the PHINMS Receiver can messages be
successfully transmitted from the sender to the receiver.

The required CPA files are in directory C:\(PHINMS install directory)\ config\sender \CPA.
Note: Information on CPA can be found in the PHINMS Technical Reference Guide.

6.5 Export the CPA file

1. Open the PHINMS Console. Using the Tools option in the main menu, select Export CPA Files
(Figure 6.15).
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=a PHINMS Console: CDC PHIN-MS Yers

File | Tools Configure Help

View Sender Logs

View Receiver Logs
Import Trusted Cert
Import JOBC Jar Files
Export CPA Files
Import CPAFiles [k

Figure 6.15 PHINMS Tools>Export CPA Files

2. Select the route to export the CPA. For this example, the export is to the CDCStagingReceiver

route (Figure 6.16).
Export Routeiétas Ciﬁ [ X
Bpot | Route

N loophack
O CDCProductionRe...
v CDCStagingReceiy...
O registration

| ExportSelected Routes | | cancel |

Figure 6.16. Export Route CPA Screen

Click Export Selected Routes.
Browse to the location where the CPA file will be exported.
Email the CPA xml file to the appropriate receiving site.

Once the receiving site has confirmed that the CPA file is imported, use the steps in Section 6.6 to
test the route.

o gk w
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6.6 Send Test Payload Message

The Send Payload Message option verifies the capability to send an outbound message with an
attached file to a receiver. Users must have received a confirmation that the required CPA files

have been sent to the PHIN Help Desk before attempting to send a payload message to CDC.
Refer to Section 9.1 for CPA information.

To send the payload message test to the PHINMS Staging Receiver:
1. Open the PHINMS 3.0 Console (Figure 6.17).

‘=a PHINMS Console: CDC PHIN-MS [_ (O] <}
File Tools Configure Help ﬂpl IlNMS
@ New Message * Delete x,) Ping w Refresh
Messages Statistics AICIACEEE PR Data Source
Ll coc Last Updated - Fri Mar 28 12:45:32 EDT 2008
Eps W || sem
[ Table Name: TranspontQ_out Table Name: TransportQ_out
= _¢s RNR Messages e Route Q d At pted S Failares
3 Table Name: rnwvorkergueue
=l ¢z Received Messages
[ Tahle Name: testworkerqueue
Received
~

Table Name: testworkerqueue
Data Last Data
See Also

&) Help

&P PHINMS Online
B Documents
& Downloads

% Communities

»

Total
Source Received foday;Xestarday Count

r I Messages —‘
Q}ﬂ Alarms |

Normal

Figure 6.17. PHINMS 3.0 Console

2. Select New Message from the top menu bar to open the Send Message screen (Figure 6.18).
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Send Message

[] High priarity

Tahle Mame: |default:Transpnr1Q_nut 'l
Raoute: |CDCStagingRecei\rer vl
Senice: |test |
Action: |send |

Message Recip... | |

Payload Information

Filenarme: |C:Icer‘[5ﬂ'est.b€l |

Destination Ma... |

|
Argurments: | |

Security Options

| Send || Cancel |

Figure 6.18. PHINMS Send Message Screen

3. Enter the Send Message parameters provided by the receiving site or, if sending to CDCStaging,
use the parameters below:

- Route: CDC Staging Receiver

- Service: test

- Action: send

- Message Recipient: optional - can be left blank

- Filename: browse to the file to be sent to the receiver
- Destination Name: optional - can be left blank

- Arguments: optional - can be left blank.

4. Security options are available for encrypting or signing messages if desired. If using security
options, proceed to Step 5. Otherwise, skip to Step 8.

5. Click Security Options to open the Security Options menu (Figure 6.19).
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Security Options E3

Encrypt Message
[] sign Message

i Lse LDAP lookup to find encryption certificate
1 Use cedificate an this machine far encryption

Security Settings
Cetificate:
LDAP
aAddress: | sirectory verisign.com:3ss |
Bage DN: |s for Digease Control and Preventi0n|

Commaon Mame: |cn:cdc phinms |

Figure 6.19. Security Options

6. Ensure the following defaults if sending to CDC:
- Encrypt Message is checked
- Use LDAP lookup to find encryption certificate is selected
- Address: directory.verisign.com:389
- BaseDN: o=Centers for Disease Control and Prevention
- Common Name: cn=cdc phinms

7. Click OK to return to the Send Message screen (Figure 6.20).

[ High priority

Tahle Mame: |defau|t:Transpnr1G_0ut '|
Route: | cDostagingResever -
Service: |test |
Action: [send |

Message Recip... | |

Payload Information

Filename: |385-5UMy DocumentsinewTEST b

Destination Na... | |

Arguments: | |

Secutity Options

| Send || Cancel | Ir\\s

Figure 6.20 Send Message Screen
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8. Click Send. If the message is successfully queued, PHINMS will display a confirmation message
(Figure 6.21).

[ HEWY MESSAGE:Has been successiully gqueued and should he processed
shaortly. Please refresh the console to see updates.

Figure 6.21. Message Sent Confirmation

9. Click OK

7.0 RECEIVER INFORMATION
7.1 Configure WorkerQ

The worker queue (WorkerQ) is the database table used for storing inbound messages. When
configured from the receiver configuration screen in the console, the WorkerQ is used to store
incoming messages sent to the receiver. The database configuration needs to be completed before
creating the WorkerQ table. Instructions on how to configure a database connection to the
external database are in Section 5.0.

If configured from the sender configuration screen in the console, the WorkerQ is used to write
the responses to polling requests (route-not-read configuration). More information on sender
configuration is located in the PHINMS Technical Reference Guide.

Create an external database WorkerQ table by using the following steps:
1. Open the PHINMS 3.0 Console (Figure 7.1).
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File Tools | Configure Help :ﬂ |PHINMS

8l Data Source v

|®) Ping Message Refresh

General

WorkerQueues

d - FriMar 28 12:45:3

Sent
[ Table Name: TranspontQ_out Table Name: TransportQ_out
= .5 RNR Messages Route Queued A d Fai

[ Table Name: rnrworkerqueue
= _¢ Received Messages
1 Table Name: testworkerqueue

Table Name: testworkerqueue

Data Last Data Total
Today Yesterda;
See Also = Source Received Bt as Y Count

& Help

&P PHINMS Online
B Documents
1o Downloads

% Communities

’7 __Messages —I
& alarms |
Normal 2}1

Figure 7.1. PHINMS 3.0 Console

2. Using the Configure dropdown in the main menu, select Receiver>WorkerQueues. The Receiver
Configuration screen will open (Figure 7.2).

Receiver Configuration
\Sewicehﬂap\
rDatabase
ID | Tyne
hagicib 1 hagicih
| agd || upsate || Deiste |

Save Cancel

Figure 7.2. Receiver Configuration - Database

3. Click Add to open the Database Item screen (Figure 7.3). (A user can also update or delete a
database once it is added by using the appropriate buttons in Figure 7.2).
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Database Item

Database
Datahase ID: ||

Database Type: |access ~

Datahase URL: |

Datahase User: |

Datahase Passward: |

|
|
|
Database Driver: | |
|
|
|

Re-enter Passward: |

Pool Size: | 215

| Queue Maps for this Database |

Figure 7.3. Database Item

4. Enter the database items. Refer to Table 4 for an explanation of the values.

TAG VALUE DESCRIPTION

Database ID The unique name for the database connection pool, referenced in the queue map. The
service map uses the databaseld to map the queue to a specific database.
(The unique databaseld is determined by the user.)

TAG VALUE DESCRIPTION

Database Type | Designates the type of database.

Database URL | The URL to the database. The URL depends on the type of database and driver used,
(e.g., jdbc:sqlserver://host:portnumber;DatabaseName=database for Microsoft
SQL Server and jdbc:oracle://host:port:sid for Oracle).

Database The type of JDBC driver. The JDBC driver should be appropriate for the type of
Driver database, (e.g., com.microsoft.sqlserver.jdbc.SQLServerDriver for Microsoft SQL
Server and oracle.jdbc.OracleDriver for Oracle).

Database User | The database user account is provided by the database administrator for login
purposes and to automate the login process via PHINMS. A pointer to the database
user entry is in the message receiver’s encrypted password store. The value is not the
database user but the name of the tag within the password file. The value of the tag
contains the actual database user name.

Database This password is provided as part of the user account created by the database
Password administrator for login purposes and to automate the login process via PHINMS. A
pointer to the database password entry is in the message receiver's encrypted
password store. The value is not the database password but the tag within the
password file. The value of the tag contains the actual database password.
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Pool Size Pool size is the number of database connections to open. When setting the pool size,
users should ensure that the system can handle the maximum client load while
keeping enough memory available.

Table 4. WorkerQ Database Tag Values

5. After entering the database items, click Queue Maps to open the Queue Maps menu (Figure 7.4).

Queue Maps
Queue Maps
Clueue D | Tahle Kame
Ardd
| Ok | | Cancel

Figure 7.4. Queue Maps Menu

6. Click Add to open the Queue Map entry screen (Figure 7.5).

Queue Map Item
Queue Map
Queue Map 1D | |

Tahle Marme; | |

| (]34 || Cancel |

Figure 7.5. Queue Map Item Entry Screen

7. Enter the Queue Map ID (determined by the user).
8. Enter Table Name
» Click OK
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» Click OK
» Click OK.

Click Save. If configuration was successful, PHINMS will display a confirmation screen (Figure
7.6).

-
l J SET CONFIGURATION: WWas successfull Please restart yvour application server for changes to take effect.
»

Figure 7.6. WorkerQ Database Configuration Successful
10. Click OK.
11. Using the Configure option in the PHINMS console main menu, select Restart PHINMS.
7.2 Create Service and Action Pair

PHINMS 3.0 uses message envelopes for each sent message. The envelope has address information
tags called Service and Action. These tags are known as character strings and are logically mapped

to an application queue on the receiving side. The Service and Action tags determine the message
type.

Create a Service and Action pair by completing the following steps:
1. Open the PHINMS 3.0 Console (Figure 7.7).

== PHINMS Console: CDC PHIN-MS =1
File Tools Configure Help

s e —IPHINIMIS

Messages

Sender

Receiver

Alarms

EUCISOEEEET RN Data Source ~

=d - Fri Mar 28 12:45:32 EDT 2008
Restart PHINMS
(3 Table Name: TransportGa_out Table Name: TransportQ_out
= 3 RNR Messages Route Q At Failures
[ Table Name: rnnworkergueue
= -¢s Received Messages
3 Table Name: testworkergqueue
Recer d
Table Name: testworkergueue
Data Last Data Total
See Also = Source Received Today Yesterday c.,ome
&P Help
P PHINMS Online
B Documents
L& Downloads
<% Communities
r ~ Messages
‘ (QQ Alarms
[Normal o=, |

Figure 7.7. PHINMS 3.0 Console
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2. Using the Configure dropdown in the PHINMS console main menu, select
Receiver>WorkerQueues to open the Receiver Configuration menu (Figure 7.8). Click the Service
Map tab (Figure 7.8).

Receiver Configuration B

Database ' Service Map\
rService Map

Senice | Action
defaultservice defaultaction

Add

| Save || Cancel

Figure 7.8. Service Map Menu

3. Click Add to open the Service Map Item menu (Figure 7.9).

Service Map Item: B

Service Map
Senice: [tgst |

Action: |send |

Type: |W0rker@ueue '|
@io | Table @io | Table
workerd... testwork.. workerd... testwork...

[ |Payload to Disk [] Text Payload

Figure 7.9. Service Map Item Menu

4. Enter Service.
5. Enter Action.
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Select WorkerQueue from the dropdown list.
Highlight WorkerQueue in the Q ID column on the left-hand side.
Click the Add button located between the two columns.

Click OK to return to the Receiver Configuration screen (Figure 7.10). The selected options will
appear in the Service Map list.

© o N o

Receiver Configuration

Datahase ' Senice I1.|1a;:|\l

rService Map
Service | Action
defaultservice defaultaction
test send

Add

| Save || Cancel

Figure 7.10. Confirmation of Service and Action Added

10. Click Save. If the configuration was successful, PHINMS will display a confirmation message
(Figure 7.11).

L ]
l SET COMFIGURATICON: Was successfull Please restart vour application server for changes to take effect.

Figure 7.11. Service and Action Successful Configuration

11. Click OK.
12. Using the Configure option in the PHINMS console main menu, select Restart PHINMS.
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Service Map Itemc m
Service Map
Semvice: |05t
Action: | seng
Type WorkerQueue v
Q10 Table | QD Table !
workerq . 1eshwork workerq... 1estwork
Payload to Disk Texd Payload
OK Cancel

Figure 7.12. Service Map Item

Note: When Payload to Disk is checked in the Service Map Item menu (Figure 7.12), the
incoming payload is written to disk instead of to the database field. The default location for
payload to disk is (C:\Program Files\PHINMS\shared\receiverincoming).

8.0 UNINSTALL PHINMS 3.0
Complete the following steps to uninstall PHINMS 3.0:

1. Click the Start button on your computer. Go to All Programs>PHINMS>Uninstall PHINMS. This
action will open the DOS menu displayed in Figure 8.1.

% pHINMSUninstaller
IC:\Program Files“PHINMS>sc stop PHINMSTomcath

SERUICE_NAME: PHINMSTomcath
TYPE = 18 WIN32_OUN_PROCESS

STATE : 1 STOPPED
(NOT_STOPPABLE. MOT_PAUSABLE. IGMORES_SHUTDOWHD>>|
WIN32_EXIT_CODE : B (BxB>
SERUVICE_EXIT CODE : @ <{Bx@>
CHECKPOINT : Bx@
UAIT_HINT : Bx@

C:wProgram Files\PHINMS>CALL "G:\Program Files“PHINMS“bin:utilitieswait.hat™ 2

IC:“\Program Files\PHINMS>ping 127.8.8.1 -n 2 -w 16080 1>nul

C:\Program Files“PHINMS>sc delete PHINMSTomcatf
[SC]1 DeleteService SUCCESS

C:“\Program Files\PHINMS>CALL "C:“\Program Files“PHINMS\bin-utilitieswait_.hat" 2

GC:\Program Files\PHINMS>ping 127.8.8.1 —n 2 —w 1888 1>nul

Figure 8.1. PHINMS Uninstaller Screen
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2. The DOS window confirms that the application is removed and deleted. This initiates the
application uninstaller screen (Figure 8.2).

&% 1zPack - Uninstaller [— {07 ]

@' This will remove the installed application!

I iForce the deletion of C:\Program FilesiPHINMS

f
{3 Uninstall I & quit l

Figure 8.2. Application Uninstaller

3. Select “Force the deletion of C:\Program Files\PHINMS (i.e., the PHINMS install directory folder)
structure,” then click Uninstall. The middle progress bar will display the status of the uninstall
process. When the program is uninstalled, the status bar will read, “Finished” (Figure 8.3).

o8 1zPack - Uninstaller M=l B3

() This will remove the installed application!

¥ Force the deletion of G;\Proaram FilesiPHINMS

[ e

B Uninstall

Figure 8.3. Successful Uninstall Confirmation

4. Click Quit.
5. Open the computer’s C: drive and navigate to the PHINMS install directory (Figure 8.4).

=1 £
Eﬁ;g;ﬂﬁ Favorites Tools Help i =
(DBack v o - “? \ - Search lfj Folders | [T~
address [ Ci\Program Files =i 3
Folders x | Mame ~ | Size | Type | Date Modified _ ~
® ) Map o] Ccmak File Folder 10/22{2008 2:4.

= [-)Common Files File Folder 11/25/2008 12:]
() Messages - Jus Applicat File Fold 10/22{2008 1:4(
) NBU_VSP_Cache 5)ComPlus Applications ile Folder :

vt Colnternet Explorer Fi:e Fo::ev 10/22{2008 4:1
® ) PhinMs27sp1 COMSXML 4.0 Flle Fnlder 11/14/2008 10:(
[ (£ PHINMS25011104 CIMSKML 6.0 File Folder 11/14/2008 10:(

)NetMeeting File Folder 10§22}2008 2:4¢

) processed
= 6 ()0nline Services File Folder 10/22{2008 1:4:

B £ cmak =)Outlook Express File Folder 10/22{2008 2:4¢
& () Common Files File Folder 11/26/2008 11:2
- (= ComPlus Applications ) Symantec File Folder 10/22§2008 4:0:

i Svmanter Antivins File Folder 1121 t2008 10:

o Em—————eea|

# () Internet Explorer

4

a7

Figure 8.4. PHINMS Install Directory
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6. Delete the PHINMS install directory by clicking on the folder and hitting the delete key on your
keyboard. These steps will successfully uninstall PHINMS 3.0.

9.0 ADDITIONAL FEATURES
9.1 Import CPA

PHINMS 3.0 allows the user to import the CPA directly from the PHINMS 3.0 Console. Complete the
following steps to import the CPA:
1. Open the PHINMS 3.0 Console.
Open the Tools dropdown from the main menu.
Click Import CPA.
Select the CPA to import.
Click Open.
Click OK.

© bk wd

9.2 View Receiver Logs

The Receiver Logs store information on the status of received messages and can be viewed directly
from the PHINMS 3.0 Console. Viewing the logs allows users to check the status of received
messages. Complete the following steps to view the Receiver Logs:
1. Open the PHINMS 3.0 Console.
Open the Tools dropdown from the main menu.
Select Receiver Logs.
Select Route from the dropdown list.
Select Date.
Click View to display the log text.

ok~ wd

9.3 View Sender Logs

The Sender Logs store information on the status of sent messages and can be viewed directly from
the PHINMS 3.0 Console. Viewing the logs allows users to check the status of sent messages.
Complete the following steps to view the Sender Logs:
1. Open the PHINMS 3.0 Console.
Open the Tools dropdown from the main menu.
Select View Sender Logs.
Select Route from the dropdown list.
Select Date.
Click View to display the log text.

ok wd
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9.4 Import Trusted Certificate

A trusted certificate consists of a root and intermediate certificate authority (CA) certificate.
When the browser is trying to make a SSL (secure socket layer) connection, it needs to validate
the certificate chain of the SSL certificate installed on the proxy server on the receiver’s end.
PHINMS Sender verifies the chain by using CACERTS Key Store file. If the chain does not
match, the sender must import the trusted certificate into the CACERTS Key Store file by using
an import option. The user can then import the trusted certificate directly from the PHINMS 3.0
Console. Complete the following steps to import the trusted certificate:
1. Open the PHINMS 3.0 Console.

Open the Tools dropdown from the main menu.

Select Import Trusted Cert.

Navigate to the location where the Trusted Certificate is stored.
Select the Trusted Certificate (.cer or .pem file) to import.

Click Open, then restart PHINMS by going to the Configure menu in the PHINMS Console main
menu and selecting Restart PHINMS.

© gk w

9.5 Import JDBC JAR Files

JDBC Jar Files can be imported directly from the PHINMS 3.0 Console. Complete the following steps to
import the three (3) JDBC Jar files:

1. Open the PHINMS 3.0 Console.

2. Open the Tools dropdown from the main menu.
3. Select Import JDBC Jar files.
4

Locate and select the JDBC driver for your database (see Table 1. JDBC Drivers, Section
2.1, page 11 for recommended JDBC drivers).

Click Open.
A message will indicate a successful import. Click OK.
7. Restart PHINMS Tomcat Instance located in the Windows services console.

o v

9.6 Change Login Password

PHINMS 3.0 allows the user to change the Console login password. Complete the following steps
to change the login password:
1. Open the PHINMS 3.0 Console.
Open the File dropdown from the main menu.
Select Change Login Password.
Enter the Old Console Password in the appropriate block.
Enter the New Console Password and Re-Enter New Console Password in the appropriate blocks.

o~ wn
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6. Click Change Password.
7. Click OK.
8. Restart PHINMS Apache Tomcat service.

9.7 Sender and Receiver Alarms

PHINMS 3.0 contains system alarms for the sender and receiver. This feature allows the user to
acknowledge and enter a resolution for each alarm. Configure the alarm features by completing
the following steps:
1. Open the PHINMS 3.0 Console.
2. Open the Configure dropdown from the main menu.
3. Select Alarms.
4. Check Report Alarms.
Note: When Report Alarms is selected, the alarms can be viewed in the console and
configuration of the Email Alarms feature can be configured.
5. Complete the following fields:
» SMTP Server - required
» User Name
» User Password
» Re-Enter User Password
» From Address — required.
6. Click OK.

9.8 Alarm Resolution

The Alarm Resolution feature allows the user to view error and help messages. It also allows the user

to store the resolution information. The Alarm Resolution feature can be implemented by using the
following steps:

1. Open the PHINMS 3.0 Console.

2. Select Alarms, located at the lower left-hand corner of the console. The Sender Alarms information
will display in the main console window (Figure 9.1).
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=a PHINMS Console: CDC PHIN-MS Version 2.8.01_SP1 20101105 (Build 148)

File Tools Configure Help

e —IPHINMS.
(Alarms |

Alarms Sender Alarms

L4 CDC PHINMS Alarm Last Updated - Tue Nov 038 11:54:14 EST 2010
;
=« Sender Alarms Error Code | Resolved | Creation Ti..| Message ... | Category | Processed | Critical Level| Record ID
_cs Receiver Alarms
Ly MVWoO01 false 2010-11-09... 0

network false 1 1

Delete All Alarms |

See Also

&P PHINMS Online
M Documents

\ o Downloads
%% Communities

—~ Messages
%erms | itern view

|Sender Status-1d:[1] Message - The Receiver is not up at phinmsping.cdc.gov:5088 or the firewall is blocking outgoing requests

8 sender | |

Figure 9.1. Alarms

3. Select the message to be reviewed.
4. Select Resolve Alarms to open the Process Alarm screen (Figure 9.2).

‘=a Process Alarm [<]
Error ID: 2

Error Message

The Receiver ig not up at phinmsping.cde.gowv:5088 or the firewall i
s hlocking outgoing requests

Suggested Resolution:

(1) Carrect the raceiver host andfor par. (2) Unblock the firewall w
hich iz preventing outgoing reguests.

Resolver Name:

Resolution

Resolve Cancel

Figure 9.2. Alarm Resolution
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Review the Error Message and the Suggested Resolution.

Enter the name of the person who resolved the alarm in the Resolver Name block.
Enter the Resolution in the appropriate block.

Click Resolve. PHINMS will confirm successful processing of the alarm (Figure 9.3).

© N o o

[ ]
l The alarm was successfully processed

Figure 9.3. Alarm Successfully Processed

9. Click OK.

10. PHINMS 3.0 also offers the option to delete all alarms by using the Delete All Alarms button in the
main alarms window in the Console (Figure 9.1).

9.9 Folder-Based Polling

This feature makes it easier for applications to interface with PHINMS 3.0. Senders can configure
the console for folder-based polling. This feature allows the sender to store the messages in a folder
and the system will send the messages from the folder instead of a database. The associated route is
defined in the console and does not need file descriptors. Configure the Folder Based Polling feature
by completing the following steps:

1. Open the PHINMS 3.0 Console.

2. Open the Configure dropdown from the main menu.
3. Select Sender>Folder Polling.

4. Check Folder Based Polling.

5. Click Add.

6. Populate the Folder Properties.

7. Select Security Options.

8. Click OK.

9. Click Save.

10. Click OK.

11. Click the PHINMS 3.0 Console Restart button.
12. Create the following three (3) folders in any directory:

» Outgoing - used to store messages to be sent.
» Processed - regional file of messages that have been processed.
» Acknowledgement - stores the message receipt from the receiver.
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9.10 Transport Queue Auto Delete
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Open the PHINMS 3.0 Console.

Open the Configure dropdown from the main menu.

Select Sender>TransportQueues.

Select the Transport Queue to be modified.
Click Update.

Click Queues for this database.

Select the table to be modified.

Click update.

Locate the auto delete section.

. Enable Auto Delete.

. Modify the Frequency to your desired setting.

. Configure a start date and time.

. Modify Retention Period to your desired setting.
. Click OK three times, then click Save.

15.

16.
17.

Click OK on the acknowledgement.

Click Configure.
Click Restart PHINMS.

9.11 Worker Queue Auto Delete
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Open the PHINMS 3.0 Console.

Open the Configure dropdown from the main menu.

Select Receiver>WorkerQueues.

Select the WorkerQueues to be modified.
Click Update.

Click Queues for this database.

Select the table to be modified.

Click Update.

Locate the auto delete section.

. Enable Auto Delete.

. Modify Frequency to your desired setting.

. Configure a start date and time.

. Modify Retention Period to your desired setting.
. Click OK three times, then click Save.

. Click OK on the acknowledgement.

. Click Configure.
. Click Restart PHINMS.
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9.12 Secondary Receiver Decryption Certificate

The new release of PHINMS contains an option to configure a secondary keystore for decrypting
files. This option is used when there are two valid certificates on Verisign LDAP. If a sender
sends an encrypted file, it is possible that the file will be encrypted with a certificate that has not
expired.

The primary and secondary key store locations allow the receiver to configure both new and old
certificates. If a file is received encrypted with the new certificate, it will decrypt; if it is encrypted
with the old certificate, it will still decrypt until the expiration date is reached.

1. Open the PHINMS Console.

2. Open the Configure dropdown from the main menu.

3. Select Receiver>General.

4. Select Security Category.

5. Inthe Primary Key Store location, enter the path to the new decryption key.

6. Enter the password for the new decryption key.

7. In the Secondary Key Store location, enter the path to the older decryption key.

8. Enter the password.

9. Enter the date the old decryption key expires, in the format yyyy-mm-dd hh:mm:ss.

10. Click Save.
11. Restart PHINMS.

9.13 Secondary Sender Certificate

The new release of PHINMS contains an option to configure a secondary key store for decrypting
polled files. This feature is an enhancement for Route not Read (RnR) pollers. This option is used
when there are two valid certificates on Verisign LDAP. If a sender sends an encrypted file, it is
possible the file will be encrypted with a certificate that has not expired.

The primary and secondary key store locations will allow the poller to configure both new and old
certificates. If a file is sent to the RnR hub encrypted with the new certificate, it will decrypt; if it
is encrypted with the old certificate, it will still decrypt until the expiration date is reached.

Open the PHINMS Console.

Open the Configure dropdown from the main menu.

Select Sender>General.

Select Security Category.

In the Primary Key Store location, enter the path to the new decryption key.

Enter the password for the new decryption key.

In the Secondary Key Store location, enter the path to the older decryption key.

Enter the password.

Enter the date the old decryption key expires, in the format yyyy-mm-dd hh:mm:ss.

=
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10. Click Save.
11. Restart PHINMS.

9.14 VeriSign LDAP Functionality

When LDAP was enabled on previous versions of PHINMS, the application performed a lookup
to VVeriSign LDAP Services for the data encryption public key and would append the encryption
for each message. This constant VeriSign LDAP lookup would periodically fail if the VeriSign
LDAP server was not reachable. The LDAP service outage would prevent messages from sending
until the outage recovered.

To minimize the VeriSign LDAP dependency, the LDAP lookup feature has been rearchitected, and
the PHINMS application has been enhanced to perform a single lookup and then cache the
certificate and the expiration date. To maintain secure computing practices, PHINMS performs
daily lookups to VeriSign’s CRL (Cert Revocation List) Servers to ensure the cached certificate has
not been revoked. The use of the VeriSign CRL Services provides the industry standard security
measures for certificate usage.

1. Open the PHINMS Console.
Open the Configure dropdown from the main menu.
Select Sender>General.
Select the LDAP Category.
Check Use LDAP Key Retrieval.
Click Save.
Restart PHINMS.
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