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Appendix A. Requirements Relating to Confidentislity and The Centers for Disease Control (CDC) collects, compiles, and publishes
Privacy in Dats Collsction Contracts ; 28 o large volume of personsi, medical, epidemiological, and statistical data.
|. Purpose 28 The success of CDC's operations depends in part on the sensitivity and
W Background 25 voluntary cooperation of its employees to protect the confidentiality of
0. Policy ) 25 thess data. This manua! is for your reference and provides information,
V. Dissemination : 3 rules, and regulations governing confidentiality protection.

. The following definitions will be dealt with in this manual:
Appendix B. Requirements Relating to Confidentiality and

Privacy in Data Processing Contracts 35 Confidential information is any information about an identifiable fiving

l. - Purpose —35 person or establishment, when the person or establishment providing the

. Background. - 35 b data or described in it has not given consent to CDC to make that infor-

. Policy .35 mation public, and CDC assured confidentiality when the information
V. Dissemination . 37 was provided.

A confidential record is a record containing confidential information

Appendix C. Nondisclosure Agreement (CDC 0.978) —— 39 about an individual or establishment.

Appendix D. Request for Authorizetion to Give Assurence Consent to the publication, other relesse, or other use of information
of Confidentiality (COC 0.970) 41 must be obtained when information is collected. The respondent is claarly
informed about the uses to be made of data he is asked to supply. lf the
respondent then supplies the requestad dats, COC staff interprets this to
mean that the respondent agrees to those intended uses he hes been
toid about. CDC can then make such uses of the data as have been de-
scribed to the respondent, but no other uses of the data may be made.

How is consent obtained from an establishment? The answer to this
question depends partly upon whether the request for information is
made in a personal interview or by mail.

If the request for information is mada in person by a staff member or
agent of COC, the contact person first inquires as to who is authorized
to provide the requested data on behslf of the establishment. When
such suthorized person is informed of the uses to be made of the
dats, and then supplies the data, CDC staff interprets this to mesn
that the establishment hes given consent to the uses of dats as
spacified.

When dats are sough! from an establishment by meil, the request may
be sddressed to the estsblishment itself, to the manager of the
astablishment, or to some other person who, as CDC has previously
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ascertained, is authorized to provide requested data on behalf of the
establishment. The latter transmitting the requesi explains the uses to
be made of the data. When CDC staif then receives the requestad
dsta from the establishment, it is interpreted to meen thet the estab-

lishment has by implication consented to those uses of which it has
been informed.

The statamant of assurances is that set of information given to any in-
dividual or establishment asked to provide infarmation to COC. It must in-
clude as 8 minimum:

1. The legel authorization{s) for soliciting the data;

2. The purposes and uses for which the data are being collected;

3. The voluntary or mandatory nature of the response;

4. The consequences to the respondent for failing to provide eny part
of the requested data, snd when confidentiaty hss been
authorized; .

6. A gusrantee that CDC will protect the data against other uses.
{With the sxception of saveral regulatory and grant requirements,
CDC’s direct requasts for data are a// voluntary, and there are no
effects upon the establishment or individual for failing to respond.)

The statement of assurances may be contained in a letter or brochure
handed or mailed to a respondent so thet he receives it before providing
the information. It aiso may be included, usually in abbreviated form, on
the survey schedule or questionnaire itself. The stalement is included in
any contract drawn up to obtain information about individuals or
establishments. The statement may be given orally to s respondent, but
it also must be provided in written form to be retained by the respondent.
The sole exception to this requirement is thet if a self-administered ques-
tionnaire is used, the statement may be made part of the questionnaire,
and no separate copy need be given to the respondent.

The assurance of confidentiality is to be found in the statement of
assurances. The assurance of confidentiality includes thoss parts of the
statement which reiate direclly to the promise of confidentiality; these
are:
1. An explanation of the purposes for which the information is being
collected;
2. A description of the uses to be made of the information; snd
3. A guarantes that CDC will neither make nor permit others to make
any other uses of the information.

This assurance of confidentiality, then, constitutes the guarantee given
to the data supplier that CDC wil limit its uses of the data to those speci-
fied in writing to tha respondent and that COC will sctively protect the in-
formation from sny other uses.

2. BACKGROUND

Since its inception, COC has worked diligently to maintain the confidenti-
ality of its records. All necessary and appropriate steps must be taken to
assurs that CDC's record for protecting confidentiality will continue.

While it is a matter of principle for COC to maintain the confidentiakity of
records, a set of laws exists which requires and/or permits CDC to do so.

2.1 Section 308(d) of the Public Health Service Act (42 U.8.C.
242m)
This section provides the basic legal requirements for protecting CDC's
records. it reads in part:

No informastion, if en establishment or person supplying the informstion or
described in it is identifiable, obtsinsd in the course of sctivities undertaken
or supported under Section 304, 305, 306, 307, or 309 may be used for
any purpose other than the purpose for which it was supplied unless such
establishment or person has consented (ss determined under regulations
of the Sacretary) to its use for such other purpose; and (1} in the case of in-
formation obtained in the course of heastth statistica! sctivities under Sec-
tion 304 or 306, such information may not be published or released in
other form if the particular establishment or person supplying the informa-
tion or described in it is identifiable unless such establishment or person
bas consanted (ss determined under regulations of the Secretsry) to its
publication or relesse in other form . . ..

The following authorities under Title Il of the Public Health Service Act,
as amended, were delegated by the Director, National Center for Health
Statistics (NCHS), to the Director, CDC, as they pertain to the functional re-
sponsibilities assigned to CDC:

Section 304 of the Public Health Service Act (42 U.8.C. 242b), ss
smended —General Authority Respecting Research, Evaluations, snd
Demonstrations in Health Statistics, Health Services and Health Care
Technology authorizes COC to collect information through heaith statis-
tical or epldemiological activities, where such activities of CDC are not
dupficative of other activities of the Department, and when the Director,
CDC, determines that the authority to give assurances of confidentiality
based upon Section 308(d) is necessary for the successful conduct of
these statistical and epidemiological activities.

Section 306 of the Public Health Service Act {42 U.8.C. 242k}, as
smended — NCHS authorizes CDC to collect information through hasith
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tion 552(b) of the Act are of special relevance: Subsection (6} exempts
“personal and medical files and similar files the disclosure of which would
constitute a clearly unwarrented invasion of personal privacy.” and Subsec-
tion (3) provides that matters “specifically exempted from disclosure by
statute” are also excluded from the disclosurs requirement. Thus no
records that are protacted from disclosure are required by the Freedom of
Inf ormation Act to be released by anyone.

Regutations (45 CFR Part 5) have been published by HHS implementing
the Freedom of Information Act.

3. INDIVIDUAL EMPLOYEE'S RESPONSIBILITIES

As an employee of CDC, you ars required to maintain and protect at all
times the confidential records that may come into your presence or under
your control. Ta assure that all CDC employees sre awsre of this rasponsibil-
ity and the penalties for failing to comply, each person, on entering employ-
ment in CDC, is given a Nondisclosure Agreement to read and sign (CDC
0.979, Appendix C).

4. ASSURANCES OF CONFIDENTIALITY

Whenever CDC requests data concerning an individuel or an
astablishment, it is obligated to provide certain information and assurances
to the supptier of information. While this is considered a moral obligation by
CDC. it is also stated or implied in both the Public Health Service Act and
the Privacy Act of 1974, The Public Heaith Service Act, in Section 308(d),
states that information may not “be used for any purpose other than the
purpose for which it was supplied”; therefore, such purposes must be ex-
plained to the supplier of information before obtaining the information. The
Privacy Act of 1974 states in Section(e)(3) that the sgency shall:

inform each individual whom it asks to supply Information, on the form
which it uses to collect the information or on a seperste form that can be

retained by the individual ...
A. the authority (whether granted by statute, or by executive order of
the President] which authorizes the solicitation of the information

snd whether disclosure of such Information is mandatory or
voluntary;

B. the principal purpose or purposes for which the informetion is in-
tended to be used;

C. the routine uees which may be made of the information, as published
pursuant to paragraph (4) (D) of this subsection; and

D. the effects on him, if any, of not providing all or any part of the
requested information.

Such information must be consistent with the information in the descrip-
tion of the system of records published in the Federal/ Register. If any
release of any identifiable information is to be made, then the law requires
that consent be obtained in advance for that specific release. The Public
Health Service Act, Section 308(d}{1), states that “such information may
not be published or released in other form if the particutar establishment or
person supplying the information or described in it is identifiable unless
such establishment or person has consented (as detarmined under regula-
tions of the Secretary) to its publication or release in other form.” The Priva-
cy Act states that, with certain exceptions, an individual's record may not
be disclosed “except pursuant to a written request by, or with the prior writ-
ten consent of, the individual to whom the record pertains.”

4.1 Policy Implementation

No CDC employee may give assurance of confidentiality under this au-
thority to any individual or institlution without specific approval of the
Director, CDC. The Director, CDC, is responsible for determining that the

following considerations are fully examined before giving assurance of
confidentiality:

1. Extent to which the assurance of confidentiality is important to protec-
tion of the individual or institution,

2. Extent to which the individual or establishment will not furnish or
permit access to it unless an assurance of confidentiality Is given.

3. Extent to which the information cannot be obtained with the same
degree of reliability from sources that do not require an assurance.

4. Extent to which the information is essential to the success of the par-
ticular statistical or spidemiological project and is not dupticative of
other information-gathering activities of the Department.

B. Extent to which the giving of the assurance of confidentiality will re-
strain CDC from carrying out any of its responsibility.

8. Extent to which the advantages of assuring confidentiality outweigh
the disadvantages of doing so.
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The Diractor, Center/Institute/Office, is responsible for the following:

1. Ensuring that personnel in the organizational component have knowl-
edge of and comply with established policies and procedures.

2. Informing staff members ({sither directly or through appropriate
channels) that unauthorized disclosures of information obtained
under an assurance of confidentiality may result in disciplinary action.

Each CDC employee will be asked to sign a Nondisclosure Agreement
{See Section 3. Individual Employee’s Responsibifities and Appendix C). In
addition, each employee must at all times follow the principles and obey the
faws, rules, and regulations that are cited or referenced in this manual. Addi-
tional copies of the manual will be available from the Office of Program
Planning and Evaluation {OPPE), Office of the Director, CDC.

Preliminary information and guidance on obtaining an assurance of confi-
dentiality may be obtained from the Director, OPPE/CDC.

- Program officials requesting data which require an assurance of confi-
dentiality will prepare a request to use Sections 304 and 306 authority of
the PHS Act (CDC 0.970, See Appendix D| for signature of the Director,
Center/Institute/Office, and forward seven copies to OPPE/CDC. The state-
ment will contain the following information:

1. Programmetic purpose(s) for the conduct of the project, the type of
data to be collected, and the uses which may be made of the informa-
tion collected.

2. Justification giving detailed consideration to all of the issuss outlined
under Section 4.1 page 7 of this manual that must be met before the
assurance of confidentiality is given.

OPPE/CDC staff will maintain communication with NCHS to ensure that
the information is not being gathered by another Department agency under
confidentiality protection of Section 308 of the Public Health Service Act,
as amended. If the information is being gathered, OPPE/CDC will notify the
originator. If the information is not being gathered, OPPE/CDC will coordi-
nate the CDC processing of the raqusst.

The request will be reviewed by the Confidentiality Review Group which
will recommend approval or disapproval to the Director, CDC. The mem-
bership of the Confidentiality Review Group (appointed by Director, CDC)
will include:

Director, OPPE/CDC (Chairperson),

A program medical epidemiologist,

A program statistician,

CDC Ethics Advisory Committee reprasentatives,
Legal Advisor to CDC,

CDC Freedom of Information Officer, and

CDC Privacy Act Officer.

The group will review the request according to the criteria outlined under
Section 4.1 page 7 of this manual. The Director, CDC, will:

1. Review the recommendations and authorize approval or disapproval,
and

2. Notify the initiating organization by returning the signed copy of the
request form or advise other action.

When the assurance of confidentiality is signed, OPPE/CDC staff will
also notify the following 1o ensure that proper safeguards for handling con-
fidential data will be implemented:

® ADP Security Officer

CDC Freadom of Infarmation Officer

® Human Subjects Review Coordinator
CDC Legal Advisor

CDC Privacy Act Officer

Project Clearance Officer

CDC Racords Officer

Director, Procurement and Grants Office

The CDC Ethics Advisory Committee will periodically review applications
for use of this authority and dacisions which were made on those applica-

tions for the purpose of identifying and making recommendations on any
ethical problems which emaerge.

The safeguards will be implemented in accordance with the procedures
for hendling and destroying dsta in the following:

“CDC Staff Manual on Confidentiality.”

“Depariment ADP Systems Manual,” Part 6 {for computerized records).
“General Administration Manual” HHS and PHS Chapters 45-13, and
Appendix PHS.hf: 45-19-B (for nonautomated records).

CDC Records Control Schedule and the General Services Administration
General Records Schedule.

Requests for disclosure received by the Center/Institute/Office must be
reviawed with the Director, OPPE/CDC, and the Legal Advisor to CDC.

4.2 Procedures
Whenever data are to be collected directly from individuals or establish-
ments by an employee, agent, or contractor of CDC, and where confidenti-

ality has been authorized, the following rules governing assurances and in-
formation are to be met:

1. Print on the questionnaire in & clearly visible locetion and in clearly visi-
ble lettars the following notice (or words to this effect) of the confi-
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dential treatment to be accorded the information on the questionnaire
by anyone who may see it:

Confidential nformation
Information contained on this form which would permit identification of
any individual or establishment has been collected with e gusrantee
that it will be held in strict confidence, will be used only for purposes
steted in this study, and wifl not be disclosed or released without the
consent of the individual or the establishment in accordance with Sec-
tion 3081{d) of the Public Health Service Act (42 U.S.C. 242ml.

2. On a letter or other form that can be retained by the individual or the
establishment, or on the questionnaire form itself if it is 2 self-
administered questionnaire, inform in clear and simple terms each indi-
vidual or establishment asked to supply information:

a. That the collection of the infarmation is authorized by Section 306
of the Public Health Service Act (42 U.S.C. 242k);

b. Of the purpose or purposes for which the information is to be used,
clearly stating that the records will be used solely for epidemiologi-
cal or statistical research and reporting purposes;

c. Of the routine uses that may be made of the information, including-
all disclosures specified in the Federa/ Register for this system of

records which may be applicable to this project;

d. That participation is voluntary and there are no penalties for daclin-
ing to perticipate in whole or in part; and

e. That no information collacted under the authority of Section 306
of the Public Health Service Act (42 U.S.C. 242k) may be used for
any purpose other than the purpose for which it was supplied. and
such information may not be published or released in other form if
the individual or establishment is identifisble unless the individual
or establishment supplying the information or described in it has
consented to such release.

Whenever CDC arranges to purchase or otherwise obtain from another

organization data that contain identifiers of individuals or establishments,
and where confidentiality has been authorized, it will provide to the supplier’
the information specified in the pravious items 4.2 (2)a., 4.2 (2}b., 4.2 {2)c.,
and 4.2 {2)e. This information will ba provided in written form, either in the
contract, purchase order, or other written statement.

Whenever data are to be collected over the telephone by an employee,
agent, or contractor of COC, primarily to accomplish 8 CDC tunction, and
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where confidentiality has been authorized, the following rules goveming
assurances and information are to be met: ‘

1. Before eliciting substantive information from a respondent in any tele-

phone survey, the respondent will be given the following information
over the telephone:

8. The taw authorizing collection of the information. The Interviewer
should say, "The survey is being conducted under authority of the
Public Health Sarvice Act.” If the respondent requests the citation,
the interviewer will say that it is Volume 42 of the U.S. Code, Sec-
tion 24 2k.

b. The purpose or purposes for which the information is to be used,
such as “for epidemiological or statistical research on health
problems.”

¢. That participation in the survey is purely voluntary.

d. The effects, if any, on the respondent for declining to participate, in
whole or in part, in the survay. ‘

e. Respondent is notifled of any possible disclosures of identified data
to be made outside the Departmant. (It is most unfikely that there
would be any such disclosures. If thers are any possible disclosures
to be made, they are listed under “routine uses” in the Federa/
Register notice on the system of records in which these data will
be kept)

f. Respondent is assured that {axcept far any such disclosures) the
confidentislity of any information supplied will be carefully
protectsd, and no one other than HHS and its contractor{s] will
have access to any data which identify the respondents.

The exact wording proposed for informing respondents in any particu-
lar telephone survey is to be submitted for approval in the Project

Clearance request for the survey and/or the protocol for Human Sub-
jects review.

. The telephone interviewer must sign a statement that the information

required las indicated above) was given orally to each respondent.
This information shell be given by reading the approved text and
answering any of the respondent’s questions about it before proceed-
ing with the interview. The statement to be signed by each interviewer
may be on the form used to collect the survey data.

4.3 Responsibilities
Formal assurances of confidantiality will be given by the Director, CDC. In

view of the increased complexities involved in confidentiality assurances re-
sulting from recent legisiailion and regulations, Center/Institute/Office Direc-
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tors are required to submit the confidentiality assurances relating to each
date collection program to OPPE/CDC for approval. This approval should be

obtained before the Request for Clearance goes to the CDC Project Clear-.

ance Officer or Human Subjects Coordinator.

Each Center/Institute/Qffice Director in CDC has responsibility for assur-
ing compliance with CDC policies pertaining to the confidentiality of
records in cases where an assurance of confidentiality has been or is to be
given. OPPE/CDC wlll be available to essist the Center/Institute/Office
Director by:

1. Interpreting Department policies pertaining to confidentiality;

2. Providing information to employees as to how and from whom thay
may get information clarification or related regulations; and

3. Providing advice regarding appropriate disciplinary action that may be
taken when employees violate laws, rules, or regulations relating to
confidentiality.

The responsibilities of the supervisor include the following:

1. Each supervisor will inform all employees, and subsequently all new
employees, of existing COC policies and procedures relating to the
subject of confidentiality and will discuss with such employees their
responsibilities in this area.

2. Supervisory persannel will be responsible for assuring that all employ-
ees under their jurisdiction comply with regulations applying to the dis-
closure of official information that permits the identification of indi-
viduals or establishments.

3, Supervisors should recognize unique situations that call for more than
usual precautionary measures and should make recommendations for
improvement if necessary.

Personnel are expected to observe departmental rules and regulations
and CDC policy relating to official information for which confidentiality
assurances have been given. When in doubt, employees should obtain
advice from the supervisor or OPPE/CDC or consult official sources as lo
what is permitted and what is prohibited.

4.4 Repository of Assurances

A central repository for the filing of statements of assurances has been
established in OPPE/CDC. Each organizational element of CDC which has
been given spproval to use an assurance of confidentiality will forward
copies of all such statements to the repository. This will normally include,
but not be limiled to, assurances given in contracts, special letters,
brochures, survey questionnaires, and forms.
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6. TREATMENT OF REQUESTS FOR INFORMATION

Whenever 8 request is received for a specified record,’ that request is
subject to requirements of the FOIA. All Freedom of Information (FOR re-
quests received by CDC Center/Institute/Qffice staff should be sent im-
mediately to the Office of Public Affeirs to be logged in end processed. The
form, Freedom of Information Request (HHS 632 revised 6/82) will be used
for processing requests.

The CDC FOI Officer will log in the request and retum it to the action
office with an FOl request form. The date on the FOI request form is the offi-
cial receipt date for the timetable of 10 working deys. Time is of the

-essence. Under the provisions of the Act, the agency must inform the

requester of its determination within 10 working days of receipt of the
request.

The action office staff will initiate the necessary file search and review
for all records that come within the scope of the request. A
Center/Institute/Office official should review the records and recommend
release or withholding of documents. In the lalter case, @ check should be
placed in the box(es] on the FOI request form that indicate concern with
disclosure. When recommending denial, the Center/Institute/Office official
will provide @ memorandum describing the nature of the records, sensitivity
of the information, and whether or not confidentiality was assured. The FOI
request form will be returned to the CDC FOI Officer within 8 working days
{allowing 2 days for action), filled out as appropriate, including time and
cost information. Two copies of the requested records will accompany the
completed form.

Only the Director, Office of Public Affairs, is suthorized to make determi-
nations regarding release or denial of records and determinations regarding
fees. The FOI Officer for CDC will be the focal point for all CDC FOI requests
and should be contacted if there are questions or need for clarification on
any FOI request.

"“Aecord” is defined in the Deperiment's regulations (45 CFA Perl 6] as including “books,
brochures, punch cards, magnetic tapes, paper tapes, sound recordings, maps, pamphlets,

slides, motion pictures, or other documentary materials, regardiess ol physical
form or characteristics, made or received by the Department in pursuance of Federsl law or in
Monwﬂhmumcuwormwnslmdwmm the Department as evi-
dence ol the organizath policies, decisk proced operations, programs, or
other sctivities.” WMmiw:eMwm:unhnmuﬂlw
models, equipmenl. or processing materials: formules, designs, drawings, or other items of
valueble property; books, magazines, pamphlels, or other raference material in formally orga-
nized and officially designated libraries of the Depariment, which are avallable under 1he rules
of the particular library concerned,
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It is necessary lo remember FOI requests do not include requests For B. When confidential 7909"35. are in use, “‘.GY must be kept out of the )|
records which are normally prepared for public distribution, such as press sight of persans not BU“'O"!et{ to work with the rec'omls. . I‘
releases, fact sheets, information brochures, speeches, etc. Such records C. Except as needed for operational purpases, copies of confidential i
will be provided promptly to any requester without reference to the FOIA, records are not to be made. Any duplicate copies made of confidential E
without referral to an FOI staff, and without collecting any fees. 'e°°'f:9 are to be destroyed as soon as operational requirements
permit.

D. When records are transferred to archives or record centers for
storsge, their containers must be sealed. The storage centar must be
_ edvised thst no one may have access to those records except as au-
T thorized over the signature of an appropriate official of CDC.
E. When CDC confidential records are in the possession of other agents
6. THE PHYSICAL PROTECTION OF RECORDS of CDC, their protection must be guaranteed by contract provision
subscribed to and signed by the agent. The contractor must also be
made liable to legal sanctions if tha confidentiality pledge should be

Employees of CDC are responsible for protecting all confidential
records — from eye observation, from theft, or from accidental loss or mis-

violated.
placement due to carelessness, F. In all epidemiological. or statistical programs of CDC Involving confi-
On this subject the Privacy Act prescribes (Section 552als}) that esch dential information, records containing identifiers of individuals or es-
agency shall: tablishments should be held to the minimum number deemed essential
to perform CDC’s functions. Identifiers are never to be carried beyond
(9) Establish rules of conduct for persons involved i the design, the original survey or raport document when the data are processed,
development, oparation, or maintenance of any system of records, or in uniess there is a legilimate and important reason for doing so0.

maintaining any record, and instruct each such person wilh respect ta such
rules and the requirements of this section, including any other rules and
procedures adopted pursuant to this section and the penglties for
noncompliance;

Moreover, the documents contsining identifiers are to be sent to stor-
age as soon as il is feasible to do so.

{10) Establish appropriate sdministrative, technicsl, and physical safe-
guards to insure the security and confidentialily of records and to protect
against any enticipated threets or hezards to their security or integrity
which could result in substantial harm, embarrassment, inconvenience, or
unfairness to sny individual on whom information is maintained . ...

7. AUTHORIZED DISCLOSURES

Absolute protection of the records would be impossible; nevertheless, all
reasonable precautions (i.e., all that staff could reasonably be expected to

do) must be taken to protect them. 7.1 Disclosure to the Parent Locator Service

With but one exception, no information about a person or establishmant

6.1 Policy may be disclosed to anyone without the informed consent of the person or
It is palicy of CDC that to insure the confidentiality of records the follow- establishment supplying the information or described In it. Thet single ex-
ing steps are observed: ception Is contained in the 1974 Amendments to the Social Security Act
relating to the Parent Locator Service (42 U.S.C. 653} which reads in part:
A. Confidentisl records must be kept locked up at all times when they are
not actually being used. That is, they must be kept in locked fireproof fb) Upon request, fiied in accordance with Subsection ld), of any authorized
cabinets or in locked rooms after business hours and whenever the person (as defined in Subsaction {c)) for the most recent sddreas and place
persons using them ere not ptesent. Only a limited number of staff, ss of employment of any sbsent parent, the Secratary shall, notwithstanding
; . ) . ! any other provision of lsw, provide through the Parant Locator Service
a:::?::::n:y fthec(el::::r:lns:tul;/Oflﬁce Director, may have keys or such information to such person, if such information—{1} is contained in
o of ac uch cabinets or rcoms.
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7.6 Governing Principles

Whatever specific procedures or legal arguments are employed to bring
about authorized disclosure of epidemiological and statistical data, CDC
action is governed or constrained by three principles:

A. The action leading to disclosure must be clearly within the relevant
laws and regulations, and if there is any doubt, the doubt must be re-
solved by legal counsel,

B. CDC must always be candid with respondents, making it clear who
will have access to individual responses and for what (general) pur-
pose the data are being collected.

C. An essential requiremnent for release of data is the consent of the
respondent,

B. AUTOMATIC DATA PROCESSING SYSTEMS SECURITY

8.1 General

To achieve the goal of security for Federal avtomatic data processing
systems, policy directives have established requirements for the develop-
ment of management controls to safeguard personal, proprietary, and other
sensitive data in these systems. HHS and PHS computer security programs
are established to reduce to the lowest acceptabls leve! the risk of loss and
unauthorized use of such data. Likewise, the CDC Security Management
Plan sets forth a program to institute procedures, techniques, and meth-
odologies for the protection of ADP resoutces. The program requires the de-
velopment of physical, administrative, and technical safeguards to ade-
quately protect sutomated records and ADP equipment.

The ADP security program is intended to provide protections for a
number of systems, including but not limited to:

1. Systems applications and data bases whose date have been legislated
to a state of confidentiality.

2. Systems in which there is potential for defrauding the Government.
3. Automated systems of records subject to the Privacy Act of 1974.

4. Systems which are the principal sources of information relative to de-
cisions for allocating resources. '

The functional responsibility for ensuring adequalte safeguards rests with
the ADP gpplication systems managers and facility managers of computer,
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mini/micro, remote ADP work stations, ancillary facilities, telecommunica-
tion services, and contracts which provide ADP support or utilize
Government-owned ADP aquipment and data. However, others who access
or control the data share responsibility for security, including the ADP Sys-
tems Security Officer, systems programmers, analysts, computer program-
mer operators, tape librarians, clerks, and ADP system users.

8.2 Physical Security

Physical security measures consist of conventional door locks as well as
card access control equipment at the main entrance to the facility and to
the computer room. Requesters must demonstrate a work-related need to
enter secure areas before being granted access.

8.3 Data Security
Procedural sefeguards include the following:

1. Userregistration {requires supervisory approval).

User cancsliation and accountebility transfer when the employee
transfers within the agency or terminates employment.

3. Assignment of individual user identification codes and organiza-
tional account codes.

4. Programmed verification of velid usar identification code, valid ac-
count code, and valid combination of the two prior to sllowing a
terminal session or job submission.

6. Assignment of an individual password which must be used in addi-
tion to user identification and account code when accessing the
system from an ADP terminal. .

6. Programmed verificetion of the user password prior to acceptance
of a user terminal session.

7. Daily backup of online data sets to provide for data recovery.

8. Capability for users to employ data set passwords for magnetic
tape files,

9. Data Base Management System which provides for pagsword pro-
tection of dats sets, individual dets elements, and update
authorization.

10. Individual program libraries on ROSCOE system which allow the
user to restrict eccess to individual members.

11. Overwrite protection for expired data sets to avoid accidental
disclosure.

12. Source documents are locked in a metal cabinet inside 8 locked
room during nonduty hours. ‘

13. Release of reports which contain sensitive and/or confidential data
requires appropriate signature on inventory records.

14. Storege of data in an offsite, fire-resistant sate.
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8.4 Reference

All users of ADP equipment receive instructions conceming the require-
ments of ADP Systems Manual, Part 6, ADP Systems Security, July 2,
1982.

9. AVOIDING INADVERTENT DISCLOSURES IN PUBLISHED
DATA

9.1 Problem

In their zeal to make available to the public a full set of information on a
given subject, epidemiologists or stalisticians may—and sometimes
do—present so much detail in published tabulations that they accidentally
reveal confidential information about particular study subjects. This may
happen in several ways:

A. One line y, of a cross-tabulation contains a total of two individuals. On
reading the table an individual with the y, characteristic now knows
the x characteristic of the other individual in the population having the
y,characteristic.

B. All cases in line y,of a statistical table fall in the cell in column x,. We
then know that any individual in the population wilh characteristic ,

also has characteristic x,.

C. Cell x,y, gives the total income of all individuals with characteristics x,

and y, . If there are only two individuals, & and b, in the population with
that.combination of characteristics, then a, knowing his own income,
will be able to determine b’ income by simple subtraction, and & will
also be able to determine a's income.

D. A table gives the totael annual receipts for all five nursing homes in
county m. However, nursing home & is much larger than all the rest
combined; it accounts, in fact, for three-fourths of all nursing home
receipts in the county. Knowing the county total, the manager of nurs-
ing home a is able to calculate the incomes of the other four homes,
at least within some fairly narrow limits.

E. A Stendard Metropolitan Statistical Area [SMSA) contains two
counties, @ and b. Four hospitals are located in county & and only one
in county b. A statistical report is published, giving confidential hospi-
tal data totaled for eech SMSA. Another report is published with confi-
dential data on hospitals by county, but only for counties with three or
more hospitals. Using the two reports one can subtract the data for
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county & from the SMSA data, deriving the confidential data for the
lone hospital in county b.

F. The maximum Social Security benefit for an individual retired person
is, say, $235 per month. A published table shows that white males
aged 70 to 74 in county & receive an average benefit of $235 per
month. It is now known that every white male aged 70 to 74 in
county @ who receives a Social Security payment receives $235 a
month,

These examples imply the existence of several general types of siluations
in which statistical disclosure may occur. An additional possibility may be
found in a group of three or more tsbles of subsets of a given population
from which disclosures are possible through the solution of simultaheous
equations. CDC guidelines as set forth in Section 9.3 take inlo accouni the
several possible disclosure situations,

9.2 Types of Disclosure
coc po-iicv recognizes .and attempts to deal with several classes of
disclosure:

A. Exact versus approximate disclosures. Exact disclosure Is the dis-
closure of a specific characteristic, such as race, sex, or a particular
palhologil:al condition. Approximate disclosure is the disclosure that a
subject has a characteristic that falls within a certsin range of
possibilities, such as being between 45 and 55 years of age or having
an income between $15,000 and $25,000. An approximate disclo-
sure may in a given situation be considered harmless because of its in-
definite nature.

B. Probability-based versus certainty disclosures. Data in a table may
indicate that members of a given population segment have an 80-
percent chance of having a certain characleristic; this would be a
probability-based disclosure as opposed to a certainty disclosure of in-
formation on given individuals. In a sense, every published table con-
taining data or estimates of descriptors of a specific population group
provides probability-based disclosures on members of that group, and
only in unusual circumstances could any such disclosure be consid-
ered unacceplable. It is possible that a situation could arise in which
data intended for publication would reveal that a highly specific group
had an extremely high probability of having a given sensitive
characleristic; in such a case, the probability-based disclosure per-
haps should nol be published.

C. Internal versus external disclosures. Intemel disclosures are those
that result completely from date published from one particular study.
External disclosures occur when outside information is brought to
bear upon the study data to create disclosures. This possibility must
be recognized in any disclosure analysis.
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APPENDIX A

Requirements Relating To Confidentiality and
Privacy in Data Collection Contracts

1. Purpose |

This appendix pravides the wording to be used when the Centers for Dis- "
ease Control [CDC) contracte with any organization outside CDC for the col- ||
lection or use of information that identifies individuals and/or establish- )
menis when confidentishity has besn authorized for a project; it does not i}
relate to contracts involving data for which respondents (individuals or
astablishments) are sdvised that all information obtained from them will be
made public. Such contracts must contain stipulations to assure confidenti-
ality and physical security of the information and to assure that the contrac-
tor's employees abide by thae stipulations. One of the three alternative word-
ings contained in this supplement is to be used in all such contracts, depend-
ing upon the laws governing the data collection project.

N. Background

The Privacy Act of 1974 (5 U.S.C. 552al requires the safeguarding of 1
individuals, and Section 308(d} of the Public Health Service Act {42 U.S.C.
242m) requires the safeguarding of both individuals and establishments
against invasion of privacy. As a result of the provisions of these Acts, con-
tractors who collect information identifying individuals and/or establish-
ments must stipulate the appropriste safeguards to be taken regarding such
information, depending on the laws goveming such data collection projects.
Three alternative wordings are provided for use in contracts when such in-
formation is collected by contractors outside CDC. Before a contract is
signed, one of the alternative wordings covering the contract must be used.

1il. Policy

One of the three alternative wordings given in the following sectionsis to
be used in data collection contracts, depending upon the laws governing the
particutar project for which information is to be collected. If the particular
circumstances of a given contract imply the need for different wording
from that prescribed as follows, the wording may be changed, provided
that the new wording is in keeping with the intentions of this manual and
provided that approval for the new wording is obtained from the Director,
cocC.
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{ILA. Alternative One

Alternative Ona is to be used when both the Privacy Act of 1974 (6
U.S.C. 5528} and Section 308(dl of the Public Health Service Act (42
U.S.C. 242m) apply. The project would involve the collaction of information
sbout identitied individuals, and it is an activity that is suthorized for CDC to
perform under Section 304 or 306 of the Public Health Service Act.

Safeguards for Individuals and Establishments
Agalnst invaslons of Privacy

In accordance with Subsection (m) of the Privacy Act of 1874 {6 US.C.
552a) and Section 308(d) of the Public Health Service Act (42 US.C.
242m), 1he contractor is required to comply with the spplicable provisions
of the Privacy Act and to underteke other seleguards for individuals and
establishments against invasions of privacy.

To provide these safeguards in performance of the contract, the con-
tractor shall:

1. Be bound by the following assurance:

Assurance of Confidentiality

In accordance with Ssction 308(d) of the Public Health Service Act
(42 US.C. 242m), the contractor assures sll respondents that the
confidentiality of their responses to this information request will be
maintained by the contractor and CDC and that no inforrnation ob-
tained in the course of this sctivity will be disclosed in 8 manner in
which the individual or establishment is identifiable, unless the indi-
vidual or establishment has consented to such disclosure, to anyons
other than authorized staff ot CDC.

2. Maintain the following safegusrds to assure that confidentiality is
protected by the contractor's employees and to provide for the
physical security of the records:

8. After having read the above assurance of confidentiality, each
employee of the coniractor participating in this project is to sign
the following statement of understanding:

| have carefully read and undersiand the assurance which pertains
to the conlidential nature of all records to be handled in regerd to
this survey. As an employes of the contractor t understand that |
am prohibited by taw from disclosing any such contidential infor-
mation which has been obtained under the terms of this contract
to anyone other then authorized staff of COC. | understand that
any willful and knowing disclosure in violation of the Privacy Act
of 1974 is a misdemesnor snd would subject the violator to a
line of up tp $5.000.

{Signature)

(Date)
26

b. To preclude observation of confidential information persons
not employed on the projsct, the contractor shall main¥®n all con-
fidential records that identify individuals or establishments or
from which individuals or establishments could be identified
under lock and key.

Specificelly, at each site where these items are procsssed or
maintained, all confidential records that will permit identification
of indlviduals or establishments are to be kept in locked contain-
ers when not in use by the contractor’s employees. The keys or
means of access to these containers ere to be held by 8 limited
number of the contractor's staff st each sits. When confidential
records sre being used in a room, admittance to the room is to be
restricted to employees pledged to confidentiality and employed
on this project. if at any time the contractor's employees are
sbsent from the room, it is to be locked.

¢. The contractor and his professional staff will take steps to insure
that the intent of the statement of understanding is enforced at
all times through appropriate qualifications standards for all per-
sonnel working on this project and through adequete training and
periodic followup procedures.

. Print on the questionnaire in 3 clearly visible location and in clearly

visible letters the following notice of tha confidential treatment to be
accorded the information on the guestionnaire by any individual who
may see it:

Confidential Information

information contained on this form which would permit identification
of any individual or establishment has been collected with 8 guaran-
tee that it wili be held in strict confidence by the contractor and
CDC, will ba used only for purpases sisted in this study, and will not
be disclosed or released to anyone other than suthorized staff of
CDC without the consent of the individual or the establishment in ac-
cordance with Section 308(d) of the Public Health Service Act {42
U.S.C.242m).

. On a Ietter or ather form that can be retained by the individual or the

esteblishment, or on the guestionnaire form itself if it Is 8 self-

administered questionnsire, inform in clear and simple terms eschin-

dividual or esteblishment asked to supply information:

3. That the collection of the information by COC and its contractor
is suthorized by Section 308 of the Public Health Service Act {42
U.S.C. 242kl;

b. Of the purpose or purposes for which the information is intended
to be used, clearly stating that the records will be used solely for

 epidemiologicsl or stetistical research and reporting purposes;
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c. Of the routine uses that may be made of the information, includ-
ing s disclosures specified in the “Federal Register” for this
system of records which may be applicable to this project;

d. That participstion is voluntary and thers are no penaltias for
declining to participate in whole or in part; and

. That no information collected under the authority of Section 306
af the Public Health Service Act {42 U.S.C. 242k} may be used
for any purpose othar than the purpose for which it was supplied,
and such information may not be published or released in other
form if the particular individual or establishment supplying the in-
formation or described in it is identifiable to anyone other than au-
thorized stalf of COC, unless the individual or astablishment has
consentad to such release.

{The voluntary disclosure by the respondent of requested infor-
mation efter being informed of preceding paragraphs a through d

is an acknowledgment of the uses and disclosures contained in
paragraph ¢ }

5. Release no information from the data obtained or used under this
coniract to any person except authorized staff of CDC.

6. By a specified date, which may be no later than the date of comple-
I tion of the contract, return all study deta to CDC or destroy efi such
dats, as specified by the contract.

11.B. Alternative Two

Alternative Two is 1o be used when Section 308{d) of the Public Health
Service Act applies to the project but the Privacy Act does not. For example,
in the case of a survey of institutions providing health services, the Public
Health Service Act provisions relating to “establishments” would apply, but
the Privacy Act would not, since it refates only to records on individuals.

Safeguards for individuals and Establishments
Against Invasions of Privacy
In accordance with Section 30§(d) of the Public Health Service Act (42
U.S.C. 242m, the contractor is required to give an assurance of confidenti-

ality and to provide for safeguards to assure that confidentiality i
maintained.

To provida this assurance end these safeguards in performance of the
contract, the contractor shall:
Be bound by the folfowing assurance:

Assurance of Confidentlality
In accordance with Section 308(d) of the Public Heslth Servics Act
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{42 U.S.C. 242m), the Director, COC, assures each respondent that
the confidentiality of responses to this information request will be
masintsined by the contrector and CDC and that no information ob-
tained in the course of this activity may be disclosed in 8 manner in
which the particular establishment or individual supplying the infor-
mation or described in it is identifiable, unless such establishment or
individual has consented to such disclosurae, to anyone other than su-
thorized staff of CDC. )

. Maintsin the following safeguards to assure thst this confidentiality

is protecied by the contraclor’'s smployess and to provide for the
physical security of the records:

a. After having read the sbove assurance of confidentiality, each
smployse of the contractor participating in this project is to sign
the following statement of understanding:

| have carefully raad and understand the CDC assurance which
pertains to the confidential nature of all records to be handled in
regard to this survey. As an employae ol the contractor | under-
stand that ] am prohibited by law from disclosing any such confi-
dential information which has been obtained under the terms of
this contract to anyons other than authorized staff of CDC.

{Signature)

(Date)

b. To preclude observetion of confidential informetion by persons
not smployed on the project, the contractor shall maintain all con-
fidential records thet identify establishments or individuals or
from which establishments or individuals could be identified
under lock and key.

Specifically, at sach site where these items are processed or
maintained, all confidential records that will psrmit identification
of establishments or individuals are to be kept in locked contain-
ers when not In use by the contractor’'s employees. The keys or
meéans of access ta these containers are to ba held by a limited
number of the contractor's stafl at each site.

When confidential records are being used in a room, admittance
to the room is to be restricted to smployees pledged to confiden-
tiglity and employed on this project. If at any time the contractor’s
smployees are absent from the room, it is to be locked.

c. The contractor and his professional staff will take steps to insure
that the intent of the statement of undearstanding is enforced at
all times through eppropriate qualifications standerds for all per-
sonnel working on this project snd through adequate training and
periodic followup procedures.

29



3. Print on the questionnaire in a clearly visible location and in clearly
visible letters the following notice of the confidential treatment to be

sccorded the information on the questionnaire by any individual who
may sea it: '

Confldential Information

Information contained on this form which would permit identification
of any individual or establishment has been collected with a guarsn-
tee thet it will be held in strict confidence by the contractor and
CDC, will be used only for purposes stated In this study, end will not
be disclosed or releasad to anyone other than authorized staff of
CDC without the consent of the individual or establishment in accor-

dance with Section 308(d) of the Public Heslth Service Act (42
U.S5.C. 242m).

4. On a letter or other form that can ba retained by the individual or the
establishment, or on the questionnaire form itself if it is a self-
administered questionnaire, inform in clear and simple terms each in-
dividual or establishmant asked to supply information:

a. That the collection of the information by CDC and its contractor

Is authorized by Section 308 of the Public Health Service Act (42
U.S.C.242K);

b. Of the purpose or purposes for which the information is intended
to be used, any plans for disclosures of information in 8 form that
would permit the identification of an establishment or individual,
gnd a statement that the data will be used solely for spidemiologi-
cal or statistical research and reporting purposes;

c. That participation is voluntary and thers are no pensities for
declining to participate in whole or in part; and

d. That no information collected under the authority of Section 306
of the Public Heslth Service Act (42 U.S.C. 242k) may be used
for any purpose other than the purpose for which it was supplied,
and such information may not be published or released in other
form to anyone other than authorized sts!f of CDC if the psrticu-
lar establishment or individual supplying the information or de-
scribed in it is identifiable unless such establishment or individusl
has consented to such release.

(Th? volumary disclosure by the respondent of requested infor-
mation after being informed of preceding paragraphs a through ¢

is an acknowledgment of the uses and disclosures contained in
paragraph b.}

5. Release no information from the date obtained or used under this
contrect to any person except authorized staff of CDC.

8. By a specified date, which may ba no Iater than the date of comple-
tion of the contract, return all study data to CDC or destroy ali such
data, as specitied by the cantract.
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I.C. Alternative Thres

Alternative Thres is to be used when the Privacy Act of 1974 applies to
8 given data collection project but Section 308(d) of the Public Health Ser-
vice Act does not. This situation occurs when information is to be coflected
about identified individuals under an appropriation authorized by a law other
than Section 304 or 306 of the Public Health Service Act.

Safeguards {or individuals Against
Invasions of Personal Privacy

In accordance with Subsection {m) of the Privacy Act of 1874 {(5US.C.
552al, the contractor is required to provide certain safeguards for individu-
als agsinst invasion of personal privacy.

To provide thess safeguards in performance of the contract, the con-
tractor shafl:

1. Initiate the following safeguards to protect against unsuthorized dis-
closure of information which would permit identification of any indi-
viduel supplying the information or described in it:

a. Each employee of the contractor participating in this ptoject is to
sign the Jollowing statement of understanding after having read
Subsections {m) and (1) of the Privacy Act of 1974 {6 U.S.C.
552a):

) have carefully resd and understand Subsections (m) and ({1} of
the Privacy Act of 1974. As an employee of the contractor {un-
dersiand that | am prohibited by law from disclosing any such
protectsd information which has been obtained under the terms
of this contract to anyone other than suthorized stafi of CDC. 1
understand that any willful and knowing disclosure in violation of
the Privacy Act of 1874 is a misdemeanor and would subject the
violator to a fine of up to $5,000.

(Signature)

(Date)

b. To preciude observation of protected information by persons not
employed on the project, the contractor shall meintain all confi-
dential records that identify individuals or from which they could
be identified under lock snd key.

Specifically, at each site where these items are processed or
muintained, ail confidential records that will permit identification
of individuals are to be kept In locked containers when not in use
by the contractor's amployees. The keys or means of sccess to
these containers are to be held by a limited number of the con-
tractor's staff st each site. When confidsntial records are being
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used in a room, admitlance ta the room is to be restricted to em-
ployees pledged to nondisclosure and employed on this project.
It at any time the contractor's employees are absent from the
room, it is to be locked.

c. The contractor ahd his professional staff will take sieps to insure
that the intent of the statement of understanding Is enforced st
el times through appropriate qualifications standards for all per-
sonnel working on this project and through sdequate training and
periodic followup procedures.

2. Print on the questionnaire in a clearly visible location and in clearly

visible letters the following notice of the confidential trestment to be
accorded the information on the questionnaire by any individual who
may see il:

Protected Information
Information contained on this form which would permit identification
of any individual has been collected with an assurance that it will not
be voluntarily disclosed to anyone other than staff of CDC except as
consented to by the individusl or required by Federal law.

. On a8 letter or other form that can be retained by the individual, or on
the questionnalire form itseif if it is @ self-administered questionnaire,
inform in clear and simple terms each individua! asked to supply
information:

8. Of the statutory suthority that authorizad the solicitation of the
information;

b. Of the purpose or purposes for which the information is intended
to be used, clearly steting that the records will be used solely for
epidemiological or statisticsf research snd reporting purposes;

c. Of the soutine uses that may be madse of the information by the
contractor and the U. 5. Department of Health and Human
Services, including all disclosures specified in the "Federal Regis-
ter” for this system of racords which may be applicable to this
project;’

d. That participation is voluntary and thers are no penalties for
declining to participate in whols or in part; and

e. That no information furnished will be disclosed in a manner that
identifies the individual end that the Department wilt not volun-
tarily disclose such information in a manner that permits identifi-
cation of sn individuel except as consented to by the individual in
writing or es required by Federa! law, or for routine use ss provid-
ed for in preceding paragraph c.

. Release no information from the data obtained or used under this
contract to any person except suthorized staff of COC,
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5. By s specified dete, which may be no later than the date of comple-
tion of the contract, retusn all study data to CDC or destroy alt such
data, as specifisd by the contract.

V. Dissemination

All contracts involving the collection of information on individuals and/or
establishments, in which the Individuals or astablishments are identified,
must stipulate one of the above wordings except when respondents are ad-
vised that all of the date received from them sre to be made public.
Center/Institute/Office Directots should make sure that employees of CDC
are familiar with contract requirements.




APPENDIX B

Requirements Relating to Confidentiality
and Privacy in Data Processing Contracts

I. Purpose

This appendix provides the wording to be used when the Centers for Dis-
ease Control {CDC) contracts with any organization outside CDC for the
processing of informeation possessed by COC which identifies individuals
and/or establishments and for which confidentiakity has been assured. Such
contracts must contain stipulations to assure confidentiality and physical
security of the information and to assure that the contractor’'s employees
abide by the stipulations.

1l. Background

The Privacy Act of 1974 (5 U.S.C. 552a) requires the safeguarding of
individusls, and Section 308(d) of the Public Health Service Act (42 U.S.C.
242m) requires the safeguarding of both individuals end establishments
against invasion of privacy. As a result of the provisions of these Acts, con-
tractors who process information identifying individuals and/or establish-
ments must stipulate as to the appropriate safeguards to be taken regarding
such information. Wording is provided for use in contracts when such infor-
mation is processed by contractors outside COC.

Wi. Policy

The wording given in the following section is to be used in contracts call-
ing for processing by contractors of confidential data. If the particular cir-
cumstances of a given contract imply the need for different wording from
that prescribed as follows, the wording may be changed, provided that ap-
proval for the new wording is obtained from the Director, CDC.

Safeguards {or individuals end Establishments
Against Invasions of Privacy

In accordance with Subsection {m) of the Privacy Act of 1974 {5 U.S.C.
56228} and Section 308id} of the Public Health Service Act (42 US.C.
242m), the contractor is required to comply with the applicable provisions
of the Privacy Act and to underteke other safeguerds for individuals and
eslablishments against invasions of privacy.

Zif the dats provided 1o the contiactor relate only 1o establishments and nol to individuals,
then references to the Privacy Act of 1974 should be deleted Irom the prescribsd contract
wording.
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APPENDIX D

REQUEST FOR
AUTHORIZATION TO GIVE ASSURANCE OF CONFIDENTIALITY

m&“ﬁ_---“ﬂ.hﬂ“—m*dﬂ_-}
| —
1. REQUESTED BY: .
f— - 3 ul = . i
Room Mo.: - Bidg.: . Prioow No.:
Peniod of Ume suthorization nesded for dets From .
Du-l—-: D_—-u—-mud“— L
Approvsl of - —— :
Signature of Center/imutute/Difice Direcior G
e -
1. TITLE OF PROJECT:
;mmmﬂamh-bm_n.hhﬂ-un_ﬂ.

4. FOR OD USE ONLY

Rectived m OPPE [Datel

Fits -
Conficentishry Rewew Groun recommends: (Check spproprate box] L] approval L Disspprova
€ Date:
Churman, CAG
of ishity s R
Signamure: Date:
Dirreror, COC
OFFICERS NOTIFIED:

Dh.‘ wting Ca D
[:]lm—di-l-—inom- 8“_‘&-‘

D ADP Security Officer
Dmu—tm thllﬂ—-m

O prisscr Act Otticar O omer,
Soacily

—
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INSTRUCTIONS FOR REQUESTING AUTHORIZATION
TO GIVE ASSURANCE OF CONFIDENTIALITY

This form and justification sutement should be submitted through OPPE to the Director, CDC, by the Director,
Canter/institute/Office. These materials should document the nesd for authority to give susurances ot confidentislity
based upon Section 308{d) of the Public Health Service (PHS) Act, and relate only to the conduct of statistical and
spidemioiogical activities authorized under Sections 304, 306, and 307 of the PHS Act.

1. Insert the name of the requesting Center/Institute/Office, the name and locale of principal investigator for the
project, and the period of time authorization is needed for data collection. All requests must be spproved and signed
by the Center/Institute/Office Director or authorized designee. |f this is an smendment to 8 previous request, please

lude control ber of that previous req

2. Insert the title of the statistical or epidemiological project related to this request.

Id include detailed inf ion on each of the following:

3. A justification statement should be attached and sh

A. Purpase of Project — Along with the progr ic purposa{s) for the duct of the project, include the type of
data to be collected and the uses which will be made of the information coliected.
B. Justification — Please give detailed information on the following issues in your justification:
{1) Extent to which the assurance of confidentiality is important to protection of the individual or institution.
{2} Extent to which the individual or establishment will not furnish or permit access 1o it unless an assurance
of confidentiality is given.
{3) Extent to which the in# d be obtained with the same degres of reliability from sources that
do not require an assurance. .
{4) Extent to which the information is essential to the success of the particulsr statistical or epidemiological
project and is not duplicative of ather informatian gathering activities of the Departmant.
(5) Extent to which the giving of the assurance of confidentiality will restrain CDC trom carrying out sny of its

responsibility.
{6} Extent to which the advantages of assuring confidentiality cutweigh the disadvantages of doing so.

Piease submit seven copies of this justification and aill other attachments.

4. Notification of approval will be made by the ratum t the Center/Institute/Office of a copy of this form along
with any additional infi ion as r y. If the authority to assure confidentiality is dissppraved, the Center/
Instinste/Office will be notified by the Director, COC, outlining the reasons for disapproval.
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