APPENDIX B

Requirements Relating to Confidentiality
and Privacy in Data Processing Contracts

I. Purpose

This appendix provides the wording to be used when the Centers for Dis-
ease Control {CDC) contracts with any organization outside CDC for the
processing of informeation possessed by COC which identifies individuals
and/or establishments and for which confidentiakity has been assured. Such
contracts must contain stipulations to assure confidentiality and physical
security of the information and to assure that the contractor’'s employees
abide by the stipulations.

1l. Background

The Privacy Act of 1974 (5 U.S.C. 552a) requires the safeguarding of
individusls, and Section 308(d) of the Public Health Service Act (42 U.S.C.
242m) requires the safeguarding of both individuals end establishments
against invasion of privacy. As a result of the provisions of these Acts, con-
tractors who process information identifying individuals and/or establish-
ments must stipulate as to the appropriate safeguards to be taken regarding
such information. Wording is provided for use in contracts when such infor-
mation is processed by contractors outside COC.

Wi. Policy

The wording given in the following section is to be used in contracts call-
ing for processing by contractors of confidential data. If the particular cir-
cumstances of a given contract imply the need for different wording from
that prescribed as follows, the wording may be changed, provided that ap-
proval for the new wording is obtained from the Director, CDC.

Safeguards {or individuals end Establishments
Against Invasions of Privacy

In accordance with Subsection {m) of the Privacy Act of 1974 {5 U.S.C.
56228} and Section 308id} of the Public Health Service Act (42 US.C.
242m), the contractor is required to comply with the applicable provisions
of the Privacy Act and to underteke other safeguerds for individuals and
eslablishments against invasions of privacy.

Zif the dats provided 1o the contiactor relate only 1o establishments and nol to individuals,
then references to the Privacy Act of 1974 should be deleted Irom the prescribsd contract
wording.
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APPENDIX D

REQUEST FOR
AUTHORIZATION TO GIVE ASSURANCE OF CONFIDENTIALITY

m&“ﬁ_---“ﬂ.hﬂ“—m*dﬂ_-}
| —
1. REQUESTED BY: .
f— - 3 ul = . i
Room Mo.: - Bidg.: . Prioow No.:
Peniod of Ume suthorization nesded for dets From .
Du-l—-: D_—-u—-mud“— L
Approvsl of - —— :
Signature of Center/imutute/Difice Direcior G
e -
1. TITLE OF PROJECT:
;mmmﬂamh-bm_n.hhﬂ-un_ﬂ.

4. FOR OD USE ONLY

Rectived m OPPE [Datel

Fits -
Conficentishry Rewew Groun recommends: (Check spproprate box] L] approval L Disspprova
€ Date:
Churman, CAG
of ishity s R
Signamure: Date:
Dirreror, COC
OFFICERS NOTIFIED:

Dh.‘ wting Ca D
[:]lm—di-l-—inom- 8“_‘&-‘

D ADP Security Officer
Dmu—tm thllﬂ—-m

O prisscr Act Otticar O omer,
Soacily

—
cDC 0.870 2-83
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INSTRUCTIONS FOR REQUESTING AUTHORIZATION
TO GIVE ASSURANCE OF CONFIDENTIALITY

This form and justification sutement should be submitted through OPPE to the Director, CDC, by the Director,
Canter/institute/Office. These materials should document the nesd for authority to give susurances ot confidentislity
based upon Section 308{d) of the Public Health Service (PHS) Act, and relate only to the conduct of statistical and
spidemioiogical activities authorized under Sections 304, 306, and 307 of the PHS Act.

1. Insert the name of the requesting Center/Institute/Office, the name and locale of principal investigator for the
project, and the period of time authorization is needed for data collection. All requests must be spproved and signed
by the Center/Institute/Office Director or authorized designee. |f this is an smendment to 8 previous request, please

lude control ber of that previous req

2. Insert the title of the statistical or epidemiological project related to this request.

Id include detailed inf ion on each of the following:

3. A justification statement should be attached and sh

A. Purpase of Project — Along with the progr ic purposa{s) for the duct of the project, include the type of
data to be collected and the uses which will be made of the information coliected.
B. Justification — Please give detailed information on the following issues in your justification:
{1) Extent to which the assurance of confidentiality is important to protection of the individual or institution.
{2} Extent to which the individual or establishment will not furnish or permit access 1o it unless an assurance
of confidentiality is given.
{3) Extent to which the in# d be obtained with the same degres of reliability from sources that
do not require an assurance. .
{4) Extent to which the information is essential to the success of the particulsr statistical or epidemiological
project and is not duplicative of ather informatian gathering activities of the Departmant.
(5) Extent to which the giving of the assurance of confidentiality will restrain CDC trom carrying out sny of its

responsibility.
{6} Extent to which the advantages of assuring confidentiality cutweigh the disadvantages of doing so.

Piease submit seven copies of this justification and aill other attachments.

4. Notification of approval will be made by the ratum t the Center/Institute/Office of a copy of this form along
with any additional infi ion as r y. If the authority to assure confidentiality is dissppraved, the Center/
Instinste/Office will be notified by the Director, COC, outlining the reasons for disapproval.

GDC 0.970 2-83 (BACK)






