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Learning Objectives

o ;'National Healthcare
/ W Safety Network

O Review the first three steps involved in the NHSN
enrollment process.

O Discuss the last two steps of NHSN enrollment after
completing identify verification and receiving a
Secure Access Management Services (SAMS) grid
card.

O State the enrollment Facility Type for LTCF
enrollment.

a Identify common errors made during NHSN and
SAMS registration.
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NHSN Enrollment Checklist

http:/ / WWW.ch.gov/ nhsn/PDFs/LTC/ LTC—Enrollment—Checklist.pdf

Select link to access document

NHSN Helpdesk
nhsn@ cdc.gov

N—S\l NHSN Facility Enrollment Checklist

W ifalihe® For Long-Term Care Fac es (LTCF)
v Complete items in order

Step 1: Training and Preparation
Complete required LTCF overview training: http://www.cdc.gov/nhsn/pdfs/training/ltc/overview-of-ltcf-component-
training.pdf

Complete required enrollment training: http://www.cdc.gov/nhsn/PDFs/LTC/slides/LTCF-Enroliment-training.pdf.

NOTE: It is recommended that users print this document as a guide through the enroliment process

Optional -Complete Facility Contact Form on paper (information is needed to complete Steps 2 and 4). Do not send
form to NHSN.

Optional- Complete Annual Survey Form on paper (information is needed to complete Step 4). Do not send form to
NHSN.

In Internet Explorer, add cdc.gov and verisign.com to your list of trusted websites and permit pop-ups for these sites.

Change spam-blocker settings to allow emails from NHSN@cdc.gov, SAMS-no-reply@cdc.gov.

Step 2: Register Facility with NHSN
Read and agree to the NHSN Rules of Behavior at http://nhsn.cdc.gov/RegistrationForm/index.
Register your email address*™ and the facility (requires a facility identification (ID) number, such as a CMS Certification
Number [CCN], also known as a Medicare Provider Number or billing number). NOT f your facility does not have a
facility ID, contact nhsn@cdc.gov to receive a temporary CDC Registration ID. You will use this ID to complete the
enroliment process. **Use the same email address for all enroliment steps.

After registration, receive two emails: (1) NHSN “Welcome to NHSN!” and (2) SAMS-no-reply “Invitation to Register” m

Step 3: Register with SAMS (Secure Access Management Services) Email: samshelp@cdc.gov
From the “Invitation to Register” email, log in to SAMS and complete the online SAMS registration form. 15 min
within 24 hours of successful online registration, receive SAMS “Identity Verification Request” email. | = |
From the “Identify verification Request” email, print and complete Identify Verification Form and take to notary public  varies
for endorsement.

itally upload, fax, or mail the complete and endorsed Identity Verification Form and copies of supporting documents varies
ses the documents, receive “SAMS Account Activation” and “SAMS Activity Authorization” emails.
: The approval process can take up to three weeks.
Receive your SAMS grid card (delivered by US Postal Service to your home address). NOTE: If you do not receive your  7-14
SAMS grid card within two weeks after receiving your SAMS e-mail approval, contact samshelp@cdc.gov for assistance. days
After Receiving SAMS Grid Card

Step 4: Submit NHSN Long-Term Care Annual Facility Survey and Contact Information Forms Electronically
Access “NHSN Enrollment” at https://sams.cdc.gov with your password from Step 3 and your SAMS grid card, and select 2 min
“Enroll a Facility”. NOTE: You are enrolling in the NHSN Long Term Care Facility Component.

Using the information collected to complete the Facility Contact and Annual Facility Survey paper forms (completed in 30 min
Step 1), complete and submit the electronic forms. NOTE: The Annual Facility Survey cannot be saved unle
complete, so it's important to have all necessary information available prior to beginning the ele =

Shortly after successfully submitting the forms, receive an “NHSN Facility Enrollment Subg

Step 5: Sign and Send NHSN Agreement to Participate
From the “NHSN Facility Enrollment Submitted” email, access and prin

Get consent form signatures from the “Long-Term Care Priman
Return the signed consent form to CDC (see page 3 for cg

hin 3 business days of CDC’s receipt of a si




After Submitting Proofing Documents, You Will
. be Notified by E-mail When Approved

From: Sams-No-Reply (CDC)

Sent: Tuesday, November 26, 2013 7:55 AM

To: New User

Subject: U.S. Centers for Disease Control: SAMS Partner Portal - SAMS Account Activation

Welcome!

Your access to the SAMS Partner Portal has been approved. Inside this site you'll find links that provide
access to applications and information designed to assist you in the performance of your role in Public

Health.

The SAMS Partner Portal may be reached by clicking here.

1. Welcome to SAMS portal |G

Sent: Tuesday, November 26, 2013 7:55 AM
Your Email User Name ~ T0i New User

3 : Subject: U.S. Centers for Disease Control: SAMS Partner Portal - SAMS Activity Authorization
2 \/\/ elcome 100 NHS \ click the Login button.

Welcome!

If you've forgotten yow
SAMS log in page.

You have been authorized for access to:

« National Healthcare Safety Network System: NHSN Reporting
Thank you, . , -
e You can reach the activity home page directly by clicking https:/'nhsn2.cde.gov/nhsn/.

The SAMS Team You may also access this activity through the SAMS Partner Portal by clicking here.

When prompted, please enter your SAMS account User Name and Password. Then click the Login

***Note: In orderto ac ¢,

encryption. If your con
mistrator {  If you've forgonm\x your password, you may reset it by following the 'Forgotten Password' link on the
SAMS Portal log in page

***Note: In order to access the SAMS Partner Portal. your browser must be configured to use TLS 1.0
encryption. If your computer is not configured for TLS. or if you are unsure, please contact your local IT
System Adnunistrator for assistance.

Thank you,

The SAMS Team




Approximately 1-2 weeks After
Receiving Approval E-mail, You Will
Receive Confirmation and Grid Card
Via US Postal Service (1o Your Home
Address)

SAMS Grid Card Credentials

| Note: If you do not receive your SAMS grid card within two weeks after
receiving your SAMS email approval, contact samshelp@cdc.gov or toll-
‘ free at 877-681-2901 for assistance.




You’ve Received Your SAMS Grid Card 1n
the mail, Now What?

SAMS Grid Card Credentials




Step 4: Use your SAMS Grid Card Credentials

to Access the NHSN Application
https:/ /sams.cdc.gov/

-» SAMS _ aDC

secure access management services
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Use your SAMS Grid Card Credentials to
Access the NHSN

>» SAMS : CDC

secure access management services
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“NHSN Enrollment” to Submit your Facility’s
Contact and Survey Information

5 SAMS e

Secure access management services

Welcome Amy Woodward ! SAMS Admin E My Profile a Logout

Warning: You are accessing a US Government information system, which includes (1) this computer, (2) this computer network, (3) all computers connected to this
network, and (4) all devices and storage media attached to this network or to a computer on this network. This information system is provided for US Government-
authorized use only. Unauthorized or improper use of this system may result in disciplinary action, as well as civil and criminal penalties. By using this information
system, you understand and consent to the following: You have no reasonable expectation of privacy regarding any communication or data transiting or stored on this
information system. At any time, and for any lawful government purpose, the government may monitor, intercept, and search and seize any communication or data
transiting or stored on this information system. Any communication or data transiting or stored an this information system may be disclosed or used for any lawful
Government purpose.

Links My Applications

SAMS User Guide

SAMS User FAQ

Identity Verification B NHSN Reporting *
Overview W NHSN Enrolimen

National Healthcare Safety Network System

* Strong credentials required.




If Enrollment Forms (FacilityAnnual Survey and
Contact Information) Have Not Been
Completed. ..Access Enrollment Forms

O Click access and print to view required enrollment forms: Facility

Contact form and Annual Facility Survey

O These forms must be completed prior to entering the information
electronically into NHSN

CD c Department of Health and Human Services
| Centers for Disease Control and Prevention

NHSN - National Healthcare Safaty Network Facility Enrollment Forms

Start
Leave Enroll En I’0|| F aC“lty Patient Safety Component Healthcare Personnel Safety Biovigilance Component

Component Any facility type, print these:
) aformation Any facility type, print these:
Please Select Desired Option aci Facility Contact Information

Long Term Care Facility Component
Any facility type, print these:


http://www.cdc.gov/
http://www.cdc.gov/
http://www.cdc.gov/
http://www.cdc.gov/

Enroll Facility

Department of Health and Human Services

Centers for Disease Control and Prevention

MHSH - Hational Healthcare Safety Network Contact us

Leave Enroll En I'0|| FaCiIitv

Please Select Desired Option If yOU have already
completed the
Facility Annual

Access and print required enroliment forms

Enroll a ’r'a-::ilit‘--‘@ Survey and

Contact
Information paper

Get Adobe Acrobat Reader for PDFE files forms

IMPORTANT: You must complete all the data submission about your facility in
one session! You cannot save work in progress so be prepared before you
start the enrollment process by having all documents completed.




Electronically Enter Facility Information

Facility Enrollment

Mandatory fields marked with *
Tracking #

Facility Information

Facility name*: |
Address, line 1%;
Address, line 2:
Address, line 3:
City *:
State*:
County*:
Zip Code *:

Main telephone number*:

Access and use the previously completed paper

version of this form



Electronically Enter Facility Identifier

CMS-certified facilities should enter CCN

For each identifier listed below, enter the number / code, or check Not Applicable if your facility does not have that identifier

AHA ID*: N/ Select [¥] if AHA 1D Not Applicable

CMS Certification Number (CCN)*: {12345 Select [] if CCN Not Applicable

Effective Date of CCN *:

VA station code™: || Select ¥l if VA Station Code Not Applicable

If facility does not have a CCN or if data does not verity, contact the NHSN help

desk nhsn@cdc.gov for a temporary number

For each identifier listed below, enter the number / code, or check Not Applicable if your facility does not have that identifier

Select [ if AHA ID Not Applicable
CMS Certification Number (Ci Select If CCN Mot Applicable

Effective Date

VA station code™®: Select if VA Station Code Not Applicable

Enrollment number™: 8495 Enter‘ temporary nd VA Station Code are all listed as "Mot Applicable.”

Facility's Object Identifier (OID) for CDA nU mber

Yerify Data ] Click to verify values provided above before proceeding.

Enter only one identifier and check “not applicable” for other identifiers


mailto:nhsn@cdc.gov

Facility Information

Facility Type * e -» LTC-SKILLNURS - Skilled Nursing Facility
D SeleCt mOSt approprlate FaC11lty Type Was this facility operational in the year prior to NHSN enrollment (i.e., last year)? *: ® YES (O NO
from:
NHSN Components
- LTC _ASSIST - ASS]‘Sted L1V1ng or Indicate which component(s) the facility will use initially =
. . o] [] Patient Safety Component
ReSIdentlal Care FaC111ty [] Healthcare Personnel Safety Component

[] Biovigilance

- LTC-DEVDIS — Facility Caring for = P 9 Long Torm Care Faciity

[] Dialysis Component

Individuals with Developmental

DlSabtheS First name™:

LTC SKILLNURS Skllled Last name*ﬁ
Nursing Facility or Nursing Home J& Tite:
Click to copy mailing address from the facility given above

D SeleCt the NHSN Components in Address, line 1*: Hospital Address

o a7 o o o o . Address, line -_.|:|
which your facility will participate: R

NHSN Facility Administrator

. Long-Term Care Facility

0 The NHSN Facility Administrator is
person enrolling the facility

User ID*: |:| Up to 32 letters or digits



Facility Contact Information

Q LTCF Component enrollment requires a LTCF Contact Person
" Person who will be most involved with LTCF surveillance

" (Can be the same person as the Facility Administrator or a different

person may be assigned

Long Term Care Contact Person

Information on the Long Term Care Contact person is required as labeled below since the Long Term Care Component was selected above.

Click to copy information from the Primary System Administrator above

First name®*: Jane
Middle name:
Last name*: Smith

Title:
Click to copy mailing address from the facility given above

Address, line 1*: 1 Clifton Road
Address, line 2:
Address, line 3:
City*: Atanta
State™: GA - Georgia
Zip Code*: 30333

Phone*: 404-632-6547



Complete Annual Facility Survey

Department of Health and Human Services
Centers for Disease Control and Prevention

NHSN - National Healthcare Safety Network

Annual Survey

Mandatory fields marked with
Survey Year™: 2014

National Provider 10 : [ State Provider #: |

Facility Characteristics
Facility ownership* Certification™ |

Affiliation™

In the previous calendar year,
Average daily census*: |
Total number of short-stay residents *: Average length of stay for short-stay residents: |

Total number of long-stay residents *: Average length of stay for long-stay residents: |

Total number of new admissions

Total Number of Beds™: Mumber of Pediatric Beds (age 1)*: l:l

Indicate which of the following primary service types are provided by your facility. On the day of this survey, indicate the number of residents
re ing those services (list only one service typ: er resident, i.e. total should sum to resident census on day of survey completion):

Primary Service Type Service Provid Number of residents
. Long-term general nursing™:
. Long-term dementia
Skilled nursing/Short-term (subacute) rehabilitation™:
. Long-term psychiatric (non dementia)™:
- Ventilator®
. Bariatric

. Hospice/Palliative™:

OooooDoooo

h. Other

Total Resident Census on Survey Day:

Facility Microbiology Laboratory Practices
1. Does your facility have its own laboratory that performs microbiology/antimicrobial susceptibility testing?

2. Indicate whether your facility screens new admissions for any of the following multidrug-resistant organism
] We do not screen new admissions for MDROs

n-resistant Staphylococcus aureus (MRSA)

The electronic survey must be completed 1n its

= entirety before the information entered can be saved



Submit Forms Electronically

Required survey(s)

As part of the enrollment process, please provide the data requested for the following survey(s). Click
on the button to the survey and complete it. When you are finished, you will return to this page to
complete the enrollment process.

& Long Term Care Facility Survey - Print Completed Survey <:

‘ Save and Submit

D Department of Health and Human Services
C C Centers for Disease Control and Prevention
| NHSN - National Healthcare Safety Network (apt-v-nhsn-test:7001) Contact

Start
Leave Enroll Enroll Facility

& The enroliment for facility 'NT Nursing Home' with tracking number 11133 has been completed. The
Facility Administrator will receive an email with further instructions.

Please Select Desired Option

Access and print required enroliment forms

Enroll a facility




After Submitting Forms

m Electronically. .

a Facility Administrator will immediately receive an NHSN email

with a link to the required consent forms

The following facilsty has been submitted for enrollment in the NHSN:

Facility Name:  test

Tracking Number: 44333
NHSN Facility Administrator: VIBI@CDC.GOV

The NHSN Facility Administrator has 30 days to access the Agreement to Participate and Consent form at the following URL:

If this URL appears to be broken, please type the link on your browser address line. The complete address mcludng trackingnum=ooc must be mcluded m order to access the form

Once the form has been accessed, the CDC system administrator must recerve the signed Consent Form within 60 days or enrollment will be suspended. Fax the signed consent form to (404) 929-0131 or, alternatively, mail the form to: NHSN
Admimsstrator, MS A-24, Centers for Disease Control and Prevention, 1600 Clifton Rd, NE, Atlanta. GA 30333.

I you have questions about NHSN, please contact us at nhsn(@cdc.gov. For information on the NHSN, please visit the member's web site at hitp:/www.cdc.gov/nhsn.

NOTE: If you do not receive this email, contact the NHSN Helpdesk nhsn(@cdc.gov



Step 5 - Slgn and Send Agreement to
Part1c1pate and Consent

O Agreement to Participate
and Consent includes: Agreement to Partcipate and Consen
" NHSN Purposes

" Eligibility

Agreement to Participate and Consent

Pag

equirsd if participating in Component
*Raquirad

ary Contact(s)

" Data collection and

reporting requirements he ‘ |

ary Contact Person

during the months vh)

" Assurance of Confidentiality P sl

<3 For e o]
<rd of the manth,

O Must be signed by

- Long—term Care Facility primary

Contact Person

e

" Your facility Leadership

O Requires signature from the highest level administrator at your facility



Step 5 — After Submitting Signed
m Agreement to Participate and

Consent Forms....

O 2-3 business days after NHSN receives signed consent form,

NHSN will activate your facility

O The NHSN Facility Administrator will receive email notification
of facility activation from NHSN

From: NHSN (CDC)

Sent: Wednesday, March 17, 2010 4:02 PM
To:

Subject: NHSN enrcllment approved

To: NHSN Facility Administrator
From: NH

Da_te: I: _:_'I:I][:I

Subject: NHSN enrollment approved

Your facilitv or group has been approved as a new member of NHSN. Welcome!

Facility Name: Alicia’s Test Facility
Facility ID #

As the Facility Administrator, vou will now need to access the NHSN application through SAMS by selecting the NHSN Reporting activity. Once in the NHSN application, your first task
should be to add those individuals who need to use the application ("users").

Once vou add a user, that person will receive an email prompting herhim to register with SAMS.

If vou have any questions about NHSN, please contact us at nhsn@cde.gov or http://www.cde.gov/nhsn.




Enrollment 1s complete: Next 1s NHSN Set-Up

a Set-up training for the NHSN LTCF Component is available

at http: //www.cdc.gov/nhsn/pdfs/training/ltc/facility-
set-up-slides Itct v5 final-with-508 3-2015.pdt

0 Set-up NHSN for your facility
" Mapping NHSN locations (required)
" Add users & assign user rights (optional)
" Create Monthly Reporting Plans (required)

0 Set-up is required before data can be reported

A
&


http://www.cdc.gov/nhsn/pdfs/training/ltc/facility-set-up-slides_ltcf_v5_final-with-508_3-2015.pdf

Summary

(J Remember, SAMS is the gateway that allows you to have access to
NHSN. Completing the SAMS process and identity verification is only
the first part of the enrollment process. Once you receive your grid
card, you must continue with the enrollment process as we discussed in

this session.

1 To save time during the electronic enrollment process, collect the
required information using the available paper forms (Facility Contact
Information and Annual Facility Survey) and have the forms available before

beginning online enrollment

| J When enrolling, select Long-term Care Facility as the NHSN
| Component




Summary, continued

(J When enrolling, the NHSN Facility Administrator has the option to
designate another individual in the facility as the NHSN Primary
Contact Person. This person will need to be added as a user by the
NHSN Facility Administrator once the facility has been activated by
NHSN.

d Every user added to NHSN must complete the SAMS registration
process in order to access NHSN. Being added as a user is the first step
in beginning the SAMS registration process. When a user is added,
he/she will receive the Rules of Behavior via email. The user must
review and agree to the rules of behavior, which in turn generates an

invitation to join SAMS.




Tips

 When you arrive at the SAMS website, you may want to bookmark
the page, either individually or in a special NHSN bookmark folder.

d As you go through the enrollment process, set-up task reminders in
Outlook to stay on track. Use the NHSN Facility Enrollment and Set-
Up for Long-term Care Facilities Weekly Tasks document as a guide.

[ Store e-mails from NHSN in a folder in Outlook or your computer

for easy access.

(1 Once user receives the SAMS grid card, the user can enroll multiple

facilities using the same card.




Where can I find more information about
NHSN Enrollment and Tracking Infections in
Long-term Care Facilities?

National Healthcare Safety Network (NHSN)

NHSN Login

o Email questions to the NHSN
— —— Helpdesk: nhsn@cdc.gov

Facilities

Ambulatory Surgery Centers
ctions, they can identify problems and track
Acute Care progre 3 ping infections. On the al le tered into NHSN

Hospitals/Facilities —
clated infection goals

T S V"W 0 Tracking Infections in LTCFs:

onic care facilties, and assisted living and resicential
Long-term Care Facilities

| . http://www.cdc.gov/nhsn/ltc/index.html

MDRO/C.Diff - Surveillance for C. difficile, MRSA, and Report Prevention Process Measures - Hand

other Drug-resistant Infections Hygiene, Gloves and Gown Adherence

Personnel Exposure * Trinkng

R B R E ' | O LTCF enrollment

Personnel Vaccnation
upport Materials

e ‘ http://www.cdc.gov/nhsn/ltc/enroll.html

Inpatient Rehabilitation
Facilities

. ._ a LTCF Training Resources

Facilties
* Protocol

MDRO &CDI LablD Event + Forms

s O ' < | http://www.cdc.gov/nhsn/training/Itc/in

VAE Calculator

FAQs about HCP Influ d eX . h t m I

Vaccination Summary
Reportingin NHSN

Group Users

UTI - Report Urinary Tract Infections

oalysis Resources

+ Training

* Prot


mailto:nhsn@cdc.gov
http://www.cdc.gov/nhsn/ltc/index.html
http://www.cdc.gov/nhsn/ltc/enroll.html
http://www.cdc.gov/nhsn/training/ltc/index.html
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