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Training audience
 

 This training is for: 

 Any person in a facility already enrolled in NHSN, who 
wants to obtain access to NHSN 

 Any person who may be training other individuals on 
the process of getting individual access to NHSN 

 If your facility is NOT currently enrolled in NHSN, then 
please review the NHSN LTCF Enrollment slides first 
before using these slides. 



 

 
   

  
 

   
 

Learning objectives 


 Identify who in a facility should obtain his/her own 
individual access to NHSN 

 Describe the Secure Access Management Services 
(SAMS) registration process 

 Explain the steps for identity verification and gaining 
access to NHSN 



 
  

   
  

     
     

  

 
    

 

 

Who needs to go through the SAMS
 
registration process to get access to NHSN?
 

 The person enrolling a facility into NHSN for the first time 
will go through the SAMS registration process 

 Once a facility has been enrolled, the NHSN Facility 
Administrator can add additional users to help enter the data for 
their facility 

 Any person planning to help with NHSN data submission 
or analysis will also need to go through the SAMS 
registration process 



   
 

 
 

  
  

   
 

 
 

 
  
  

  
 

 

What is the Secure Access Management System
 
(SAMS)?
 

 SAMS provides secure 
online access to CDC 
applications, like NHSN,
for exchange of 
information between 
CDC and health partners 

 Users receive an 
invitation to register with
SAMS which provides
instructions for 
registration and identity
proofing 

 Modifications to your 
computers are not 
necessary to access
SAMS 



     
 

     
   

     
 

  
    
 

 

    
 

If you currently access NHSN using SDN (digital 
certificate), you will: 
 Continue using SDN to access to NHSN while you set-up  

your SAMS access; 
• SDN use does not impact  SAMS – the two are separate 

systems 
 Complete the SAMS registration process; 

• Once SAMS access is obtained, access NHSN through the 
SAMS portal 

SAMS 

What if I already have access to NHSN using a 
digital certificate? 



 
  The SAMS Registration Process 

‘GETTING SAMIFIED’
 



   

   

   
 

       

      

    

     

 

     

     

SAMS registration process in a snapshot
 

Success! Access NHSN Application 

Step 8: Receive welcome emails from SAMS; Receive SAMS grid card 
credential in the mail 

Step 7: Receive a letter in the mail confirming that ID verification occurred 

Step 6: Mail or fax form to SAMS Help Desk at CDC with proofing docs 

Step 5: Receive email confirming SAMS registration 

Step 4: Accept the SAMS Rules of Behavior & Complete Registration 

Step 3: Access SAMS Portal 

Step 2: Receive an email invitation from SAMS 

Step 1: Your NHSN Facility Administrator will add you as a new NHSN user 



   

   
   

        
    

       
  

     
        

         

        
       

 

   
  

Step 1 – Starting the SAMS process 


 If you are the person enrolling your facility into NHSN (often 
called the NHSN Facility Administrator): 
 You will receive an invitation to register for SAMS access following 

successful registration of your facility 

 Often, the person enrolling a facility will serve as the NHSN Facility 
Administrator 

 If you are NOT the NHSN Facility Administrator LTCF: 
 Your NHSN Facility Administrator will need to add you as a new user 

in order for you to receive an invitation to register for SAMS access 

 Be sure you tell your NHSN Facility Administrator the email address 
you would like to use for the SAMS registration and your NHSN 
access 

•	 Your email address is the primary way SAMS and NHSN will 
communicate with you as a user 



   
 

           
 

 
  

   
 

 
  

    
 

 
  

 
 

  

Step 2: Receive invitation from SAMS 
 You will receive an 

email from:  
“Sams-No-Reply (CDC)” 

 The email will specify
that you are eligible for
accessing NHSN 

 The email will also 
outline the steps for
SAMS registration 

 You must start the 
registration process
within 30-days of
receiving this email 



    

     
   

 
 
 

Step 2 Continued: Receive invitation from SAMS
 

 At the bottom of the email you’ll find the link for registration and
your  SAMS username and a temporary password. 



      
 

  Step 3: Access the SAMS portal 
 Enter the username and password from the email to access SAMS 



  Step 4: Accept SAMS Rules of Behavior…
 



    

 
  

  
  
  
  
  

 
 

Step 4: … & Complete Registration…
 

You will enter the following
during SAMS registration: 
 Your Name 
 Your Home Address 
 Your Facility Name 
 Your Facility Address 
 Your Contact Phone 

Number 



   

 
 

  
  

  
 

   
 

  
 

   
 
  

 
  
  

 
 

 

Step 4: …Key Points
 

 It’s important that
the information you
enter during SAMS
registration is the 
same information 
(name, address)
that’s on the  identity
documentation you
provide to SAMS 

 During registration
you will create your
own password 

 Make sure you can
recall or find that 
password (in case it
takes time to 
complete this
process) 



  
   

  
   

   
 

    
  

   
   

  
   

  
   

     
 

  
 

 
 

Step 5: Receive SAMS Confirmation Email
 
 Within 24 hours of completing

SAMS registration, you should
receive a confirmation email to 
fulfill the identity verification
requirement 

 Print the confirmation email and 
the attachment at the bottom 

 Complete the application form
and find the appropriate photo ID
and secondary ID 
 Confirm that the photo ID contains

your current home address 
 Take the completed application

and identity documentation to a
notary public 
 Notary should endorse the 

application using their 
commission/stamp 



   
  

       
     

     
 
 
 
 
 
 

 

      
         

   
       
   

             
        

       
    

 
 

Step 6: Send Documentation to CDC 


 When sending the identity verification form to CDC, two forms of ID
must be presented; one unexpired document from List A and one 
additional unexpired document from List B 

 Mail or fax the endorsed identity verification form, copy of
identification provided (e.g., drivers license), and copies of any
supporting documentation to CDC proofing authority 
 Fax: Toll Free Number: 877-681-2899 
 Mail: Centers for Disease Control, Attn: Proofing Authority
 

1600 Clifton Road N.E. Mailstop K-94
 
Atlanta, GA 30333
 

*You have 60-days from receiving the email to complete and submit the ID
verification application to the CDC proofing authority 



     

     
  

        
  

       
 

     
  

 
 

Step 7: Receive Confirmation of Identity Verification
 

 You will receive notification via US Postal Service that your identity 
has been successfully reviewed (success or failure). 

 If you failed to submit your application within 60-days, then you will 
be removed from the process 
 You will not receive a notification if you are removed in 60 days and do not 

complete this step. 
 Sometimes the ID verification letter is received after the user account 

has already been activated 



   

   
  
  

   
    

  
     

   
      

 
 

 

Step 8: Receive Welcome Emails from CDC
 

 You will receive two emails upon approval: 
 Welcome to SAMS portal 
 Welcome to NHSN (activity) 

 You will be issued an electronic grid card which is used when 
logging into the SAMS portal/ NHSN system along with your 
username and password 
 This SAMS grid card will arrive to your home address via US 

mail 7-10 days after you receive the approval emails 
 The SAMS grid card add an additional layer of security for 

using NHSN 



  
     

 

Step 8: …Continued 
 SAMS approval  email means that you have access to SAMS 



  
      

  
 

Step 8: …Continued 
 NHSN Activity approval means that you can access NHSN through

the SAMS portal 



  
 

Use your SAMS grid card credentials to access
 
the NHSN application
 



  

    
    

    

       
   

       

      
       

     
   

   

     
  

       
    

 
 

SAMS registration: Key Points To Remember
 

 Email is sent from SAMS-No-Reply (CDC). This is a valid and official 
email from CDC. Please do not delete thinking this is spam. 
 Check your spam email folder if you haven’t received the email invitation. 

 There is a 30-day SAMS registration window. A reminder is sent on the 
15th and the 25th day. 
 After 30 days you will be removed and will have to be invited again. 

 It is very important to complete the SAMS registration fields exactly as 
the information appears on the form of ID you intend to use 
 Failure to do so may result in: 

•	 Requests for more information or clarification 
•	 Approval not being granted 

 You will have 60 days to complete ID verification and send all required 
identity verification documents to the CDC 
 If you have not received any information about your identity review after 14 days, 

contact the SAMS Help Desk: Email: samshelp@cdc.gov or Toll-free: 877-681-2901 

mailto:samshelp@cdc.gov


   
  

   
 

 

 

     

 
 

  
 

 

   

 

For more information, visit the NHSN website: 
http://www.cdc.gov/nhsn/ltc 
 Long-term Care Facility Component 
 Training 

 Protocols 

 Data collection forms 

 Tables of instructions for completing all forms 

 Key terms 

 Purposes, data collection requirements and assurance 
of confidentiality 

Questions or Need Help?
 

Contact User Support at nhsn@cdc.gov
 

mailto:nhsn@cdc.gov
http://www.cdc.gov/nhsn/ltc
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