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Audience

) Users who need to enroll a long-term care facility (LTCFs) into NHSN

) Users who need to enroll additional LTCFs

1 Users who may train others on the NHSN enrollment process for LTCFs



Learning Objectives

By the end of this learning event you will be able to:

] Have a broad understanding of the Components available in NHSN
] Gain a broad understanding of the reporting options for LTCFs

1 Successfully enroll a LTCF or multiple facilities into NHSN

1 Know the SAMS process in relation to NHSN LTCF enrollment

1 Define the key personnel roles for a facility enrolled in NHSN
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LTCF CHECKLIST for NHSN Participation

& Enroll your facility into NHSN. Note: A facility should only enroll ONE TIME.

O Map resident locations in the NHSN application immediately after enrollment and when there is a change,
such as a new or closed unit.

O Add additional users to NHSN application (at least 2 users per facility recommended).

O Complete the NHSN Annual Facility Survey during enrollment and then between January 1 and March 1
each year thereafter.

0 Complete the NHSN Monthly Reporting Plan (MRP) for each month facility will submit data to NHSN.

O Identify and submit resident level HAI UTI and/or LablID event data to the NHSN. Note - This step is
dependent on which modules a facility is participating during a given month.

O Enter monthly summary data for each month under surveillance, even if no events were
identified/reported.

) Complete the data quality checks and resolve outstanding Alerts. Note - data are not considered as
complete and will not be included in analysis reports until all alerts for the month are resolved.



LTCF Enroliment Page
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https://www.cdc.gov/nhsn/ltc/enroll.html

CDC’s National Healthcare Safety Network (NHSN)

Healthcare facilities: (1) Enroll in the NHSN, (2) complete an annual survey describing facility characteristics
and practices; (3) submit process and outcome data manually or electronically to one or more NHSN
Components; and (4) use facility level data and NHSN benchmarks for analysis and action

Available Components

Healthcare
Personnel

Biovigilance
Component

Dialysis
Component

Safety
Component

Long Term
Care Facility
Component

Patient
Safety
Component

CDC: Collects, analyzes, summarizes, and provides data
on healthcare associated infections (HAls), other adverse healthcare events,
antimicrobial use and resistance, adherence to prevention practices, and use
of antimicrobial stewardship programs

Outpatient
Procedure

Component

Neonatal
Component
(Planned)




Consider enrolling to both NHSN Components Available to LTCFs

) LTCFs can enroll and report in the following:
1. Long-term Care Facility Component
e To track resident infections
* To track staff adherence with hand hygiene and gown/glove use
2. Healthcare Personnel Safety Component
e Healthcare Personnel Vaccination Module
— To track staff influenza vaccination
— For more information about Healthcare Personnel Safety:
» https://www.cdc.gov/nhsn/ltc/vaccination/index.html

Note: Participation requires enrollment into each of the two Components
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https://www.cdc.gov/nhsn/ltc/vaccination/index.html

Long-term Care Facility Component.

Healthcare- Laboratory-
associated Identified (LabID)

Infections (HAI) Event Module
Module

Prevention Process
Measures Module

Multi-drug Ha.nd
Resistant Hygiene

Organisms

Infections
(UTI) (MDRO)

Urinary Tract

Gown/Gloves

Clostridiodies

d{'ﬁ‘i cile Infection
(CDI)




Facilities Eligible for Enrolling in NHSN LTCF Component

1 Certified skilled nursing facilities (SNF) and
nursing homes (NH)

3 Intermediate/chronic care facilities for the
developmentally disabled

O Assisted living facilities and residential care
facilities are able to participate in the
Prevention Process Measures Module




Key Personnel Roles

J The NHSN Facility Administrator - the person enrolling the LTCF into NHSN (YOU)
Note: The NHSN Facility Administrator may not necessarily be the Administrator at your facility

The NHSN Facility Administrator:

Manages users and user rights

Can add, edit & delete facility data

Authority to nominate groups (data sharing arrangements)

An NHSN Facility Administrator will have this role for every component
May serve multiple roles (NHSN Contact Person and NHSN User)

® Only the NHSN Facility Administrator can reassign their role to another user. We
STRONGLY encourage facilities to have at least one other person trained on the
NHSN enrollment/data submission process.
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Other Key Personnel Roles for NHSN Reporting

J NHSN User
— Rights are determined by NHSN Facility Administrator
* View data
* Data entry
e Data analysis
— May be given NHSN administrative rights

e This gives the new user the right to view, enter, and analyze data, but
also to add locations, surgeons, and other users.

— One person may hold multiple roles
(J NHSN LTCF Contact Person
— Serves as the main point of contact CDC and the facility

— Is often the same person as the NHSN Facility Administrator

12
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How Does an NHSN Facility Get Started?

NHSN Enrollment Steps 1-5

Register Facility with NHSN
* Read and accept “NHSN Rules of Behavior”

Register with Secure Access Management Services (SAMS)
* Provide Identity Proofing Documentation

Access SAMS to Complete NHSN Enrollment

« Complete and submit online Annual Facility Survey and Contact Information forms

Electronically Accept “NHSN Agreement to Participate and Consent”
Step5  * Receive“NHSN Enrollment Approved” email




Step 1 — Enrollment Preparation
Reporting and MOdUIE Training 2017 NHSN LTCF Training Sessions

& & —m Infection Surveillance and Prevention in Long-term Care: A National Perspective
= YouTube Link [Video - 26 min]
= Slideset % [PDF - 2MB]

0|

J New users must review applicable training
materials before reporting data into NHSN.

Overview of Using NHSN to Track and Report Infections in LTCF
= YouTube Link [Video - 42 min]
- Slideset ¥ [PDF - 3MB]

Using the LTCF LablD Event Module for C_difficile Infection Surveillance
= YouTube Link [Video - 55 min]
= Slideset T [PDF - 5MB]

1 This training can be completed before,
during, or after NHSN enroliment.

Using the LTCF LablD Event Maodule for MDRO Surveillance and Reparting
= YouTube Link [Video - 44 min]
= Slideset & [PDF - 5MB]

1 All training is available on the NHSN
Training for LTCFs webpage.
https://www.cdc.gov/nhsn/training/Itc/index.html. You
may need to copy and paste the hyperlink in
your browser

= YouTube Link [Video - 74 min]
= Slideset ¥ [PDF -4 MB]

Data for Action: How can NHSN data be used to guide prevention efforts in LTCF?
= YouTube Link [Video - 43 min]
- Slideset T [PDF - 4MB]

FE=mm
(o)

e =m
(o)

FE = m
o

& =—m Using the LTCF HAI Module for UTI Surveillance and Reporting
(o)

e =mm
(o)

Fa =—mm Healthcare Personnel Safety in Long-term Care Settings
(o)

= YouTube Link [Video - 25 min]
= Slideset X [PDF - 878 KB]
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https://www.cdc.gov/nhsn/training/ltc/index.html
https://www.cdc.gov/nhsn/training/ltc/index.html

Step 1 - Enrollment Preparation
Computer Preparation

Prepare your computer to interact with NHSN

1 You may need to change your email and internet security settings to receive
communications from NHSN during the enrollment process

1 Change spam-blocker settings to allow all email from:
— nhsn@cdc.gov and SAMS-NO-REPLY@cdc.gov

2 Add https://*.cdc.gov and https://*.verisign.com to trusted sites list and allow
POp-ups
— In Internet Explorer, open “Tools” menu, select “Internet Options”
— Add trusted sites on the “Security” tab
— Allow pop-ups on the “Privacy” tab
1 These changes may require assistance from your IT manager or department

15
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How Does an NHSN Facility Get Started?
NHSN Enrollment Steps 1-5

Enrollment Preparation

Register with Secure Access Management Services (SAMS)
* Provide Identity Proofing Documentation

Complete NHSN Enrollment
* Electronically comlete and submit Annual Facility Survey and Contact Information forms

Accept “NHSN Agreement to Participate and Consent”
* Receive “NHSN Enrollment Approved” email




Step 2 — Register Facility with NHSN
Read and Agree to the NHSN Facility/Group Administrator Rules of Behavior

Facility/Group Administrator Rules of Behavior

o The fi rst ste P to NHSN Enrollment is fO r In order to participate in the NHSN , you must read and agree 1o abide by the following rules of
behavior for safeguarding the system’s secunty. Scroll through the document below and click on
the person who will serve as the NHSN
Introduction
National Healthcare Safety Network (NHSN). a surveillance system of the Centers for Disease

Agree or Do Not Agree button. To print a copy of the rules, click on the Print button.
Facility Administrator to access and read | Soemsiese coc s smtcrm emeasiocites o e e

~

the NHSN Facility/Group Administrator oo, e o o e
Rules of Behavior from N5 procosses and toes e o ensindaa at re provided oy hathcars

modification based on uity. integrity, and ility req These
of Behaviora€ apply to all users of the NHSN web-based computer system.

https://nhsn.cdc.gov/RegistrationForm/index

 After clicking Agree, you will be guided m pe 4 onecssree

. . WARNING
to the NHSN Re istration page Tt 12 8 U.S. Gavemment computer systern. which may e acssed and used anly for offiial gavernr-
. i by Sul Unauthorized acosss or use may subjed viclators 1o orimins’
administrative action. Thare iz na right to privacy on thiz ystem. All infarmation an th-
i . resd. copied. and shared Dy suthorized pers-
ariminal i vmg ations. Acoess or use of this system, whether ulru:vnz:f'
- tarms. (Title 18. US.C

W

https://nhsn.cdc.gov/ReqistrationForm/index
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Step 2 — Register Facility with NHSN
Complete NHSN Registration

@ The same email address must be used for

all enrollment steps. If you have questions,
please review the Guidance on Email Use
for NHSN and SAMS document, located at -
https://www.cdc.gov/nhsn/pdfs/ltc/nhsn-
sams-registration-email-use.pdf.

0 Be sure to enter your email address
correctly, as all subsequent emails will
come to this email address.

National Healthcare Safety Network (NHSN)

NHSN Home Page > NHSN Reqistration

4back to NHSN Enroliment Requirements

Registration Form

Please enter the values for the fields listed below and click on the Submit button. (*)
indicates a required field. For additional information on NHSN Training, please vsitthe
NHSN Training Website.

*Firstname:

*Lastname:

Middle name:

——Personal Inform ation: ‘

I *Email address: I

18


https://www.cdc.gov/nhsn/pdfs/ltc/nhsn-sams-registration-email-use.pdf

Step 2 — Register Facility with NHSN
Complete NHSN Registration, continued

Q

If your Facility Identifier (e.g., CMS Certification
Number [CCN]) does not validate, you must
request a temporary CDC Registration ID by
emailing nhsn@cdc.gov

Be sure to select the correct Facility Type
— Nursing homes and skilled nursing facilities

will select LTC-SKILLNURS-Skilled Nursing
Facility

Click Submit button once form is complete

After registration, you will receive two emails:
L “Welcome to NHSN!” — immediately from NHSN

L “Invitation to Register with SAMS” — within 24 hours
from SAMs-no-reply

National Healthcare Safety Network (NHSN)

NHSN Home Page > NHSN Reqgistration

4dback to NHSN Enrollment Requirements

Registration Form

Flease enter the values for the fields listed below and click on the Submit button. (*)
indicates a required field. For additional information on NHSN Training. please visitthe

NHSM Training Website.

——Personal Inform ation:

*Firstname:

"Lastname:

Middle nam e:

*Em ail address:

——Facility Identifier
Select the "Facllity

.
"Flease select a facility identifier: ' Type” that appropriately
Occn ! identifies your LTCF
OaHA

*Selected identifier ID: ‘:7

LTC-ASSIST - Assisted Living Residence
LTC-DEVDIS - Longterm Care Facility forthe De.,
*Facility Type: |LTC-SKILLNUR S - Skilled Nursing Facili

Ova \
OcDC Registration ID v
ONONE ’
P
‘

N

BEEALRE-L - =

*| certify that | have completed all of the appropriate, required NHSN

trainings on: A

Submit



mailto:nhsn@cdc.gov

How Does an NHSN Facility Get Started?
NHSN Enrollment Steps 1-5

* Enrollment Preparation
Step 1

* Register Facility with NHSN
Step2  * Read and accept “NHSN Rules of Behavior”

+ Complete NHSN Enrollment
Step4 -« Electronically complete and submit Annual Facility Survey and Contact Information

« Accept“NHSN Agreement to Participate and Consent”
Step5 * Receive “NHSN Enrollment Approved” email




Step 3A — Register with SAMS

Receive Invitation to Register with SAMS email

0 After CDC receives your completed
registration, you will receive an
Invitation to Register with SAMS via
email

Q If you do not receive this email
within 2 calendar days, email
nhsn@-cdc.gov

Save this email because it has
information you will need to
register for SAMS

Hello

You have been vited to register with the U.S. CDC's Secure Access Management Senvice (SAMSE). Registration with SAME will allow you to access selected
CDC Extranct applcations specifically designed and implemented for the Public Health community. A registration account has already been created for you. A
Enk to this account and a temporary password word are provided below. This Ewitation is valid for 30 days.

Should vou have questions with the SAMS registration process, please contact our Help Desk for assistance.

Thank you,

The SAMS Team

SAMS basic registration process mehides the following steps:

1. Online Registration - Follow the Enk below and use the incloded temporary password to log into SAMS' user registration pages. During you
will be asked 1o supply some basic iformation about yourself. This information will help CDC Program Administrators provide vou with the application
access most appropriste for your role in Public Health. You will alse choose your personal SAMS password to help keep your account private and
secure.

2. Identiry Verification - Mememm)wom:remmnimuwnmﬂm ions for leting Identity Verifieation. In order
to provide ndniduals with access to P I U5, law requires that the identity of potential users is first verified - this step s eritical m
helping 1o protect people’s private data and in helping 1o prevent information misuse. Please be assured that CDC and its Programs have made every effort
o keep this necessary process as simple and non-intrusive as possible, Also be assured that your registration materials will only be used to help determine
your suitability for information access and that these materials will not be shared outside of CDC programs.

3. Access Approval - Once your Identity Verification is complete, CDC Program Administrators will determine the access level most appropriate for your
vole and will activate your SAMS account. SAMS will send you an account activation emadl with a link to the SAMS portal page where you can begn
using your extranet applications.

To register with SAMS, please click the following link or cut and paste it into your browser:

hittps:/sams cde govidm SAMS ‘caindex jsp Mtask tag=S AMSRegi

When prompted, please enter:

= Your Username:

» Temporary Password:
and chick the Login button

#%%Npge: Tn order to access SAMS, your browser must be configured to use TLS 1.0 encryption. I your computer is not configured for TLS, or if you are
unsure, please contact your local IT System Administrator for assistance.
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Step 3A — Register with SAMS

Click Link to SAMS

2 In the Invitation to Register
email you will receive, click the
link to SAMS or cut and paste
the following link into your

browser:
https://sams.cdc.gov/idm/SAMS/ca/inde
X.jsp?task.tag=SAMSRegistration

@ Note: The SAMS username
and temporary password will
expire in 30 days

Hello

You have been imvited to register with the U.S. CDC's Secure Access Management Service (SAMS). Registration with SAMS will allow you to access selected
CDCE licati pecifically designed and mnpl d for the Public Health community. A registration account has already been created for you. A
Iink to this account and a temyg v p d word are provided below. This imvitation is vahd for 30 days.

Should you have questions with the SAMS registration process, please contact our Help Desk for assistance.
Thank you,

The SAMS Team

SAMS basic registration process includes the following steps:

1. Ouline Registration - Follow the knk below and use the included temporary password to log into SAMS' user registration pages. During registration, you
will be asked to supply some basic information about yourself. This information will help CDC Program Administrators provide you with the application
access most appropriate for your role in Public Health. You will also choose your personal SAMS password to help keep your account private and
secure.

. Ideatity Verification - Once you complete your online registration, you will receive an emal with mstructions for completing Identity Verification. In order
to provide individuals with access to non-public & jon, U.S. law requires that the identity of potential users is first verified - this step is critical in
helping to protect people’s private data and in helping to prevent information misuse. Please be assured that CDC and its Programs have made every effort
to keep this necessary process as simple and non-intrusive as possible. Also be assured that your registration materials will only be used to help determine
your suitabiity for information access and that these materials will not be shared outside of CDC programs.

3. Access Approval - Once your Identity Venfication is complete, CDC Program Administrators will determine the access level most appropriate for your

role and will activate your SAMS account. SAMS will send you an account activation email with a link to the SAMS portal page where you can begin
using your extranet applications.

(=

To register with SAMS, please chick the following knk or cut and paste it into your browser:

https:/'sams cde govidm SAMS ‘caindex jspTtask tag=S AMSRegistration The username and temporary
When prompted, please enter: password is needed foronline
+ Your Usemame: SAMS registration
+ Temporary Password:

and click the Logn button.

***Note: In order to access SAMS, your browser must be configured to use TLS 1.0 encryption. If your computer is not configured for TLS, or f you are
unsure, please contact your local IT System Administrator for assistance.
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Step 3A — Register with SAMS
Log-In to SAMS Credentials Using Username and Temporary Password
and Accept SAMS Rules of Behavior

External Partners

0 After clicking on the link to SAMS in the SAMS Credentials
Invitation to Register, you will be guided to
this Log In screen.

O Enter the user name and temporary password s
provided in the email, and click the Login SAMS Password
button.

O After clicking “Login” the SAMS Rules of B
Behavior screen displays. For ExternalPartners who ogin

For External Partners who have

withanly a SAMS issued UserlD and been issued a SAMS Grid Card.

0 Read the SAMS Rules of Behavior and click the
Accept button.



Step 3A —Register with SAMS

Enter Information to Register with SAMS

O After accepting the SAMS Rules of Behavior, the SAMS registration page displays.

2 Enter the information in the fields displayed. Fields marked with an asterisk are

required.

@ Important Notes:

O Enter your personal home address.

Do not enter your facility address.
O Enter your first and last name

exactly as it appears on your identity

proofing documents (e.g., driver
license).

Secure Access Management Services (SAMS)
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Step 3A — Register with SAMS
Change Your Password

O You will be required to change your
password.

Ensure that you write down the
new password because you will
need this password again.

 —

Secure Access Management Services (SAMS)

Registration

Fleate prowde De following informabon 1o fepster wilh SALES. and cick Submit Riequired Beids are Marked wilh 2 red 33tensk (] Your reEaaton will be routed 1o 3 SAUS
ApOBCIBON ASMANISYMOn 0f SDPNOVEL YOu Wil FCREAE 3N SMaN NORCIBON WIEN FOUT FEGIEITABON Nas BaeN SODIOWA NG you Rave Deen granted JC0SS 10 SAMS

Please select a country
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Step 3A — Register with SAMS
Select Security Questions

O In the Question section, select a
qguestion from the list displayed in
line 1.

2 In the Answer section in line 1, type
your answer to the question you
selected. Repeat these steps until all
five questions are answered.

@ The questions you select should
have answers you are sure to
remember.

Secure Access Management Services (SAMS)

¥ Welcoma Shes Graslo
Organization Address
Address Line 1°

Address Line 2

Country” Please select a country !

Primary Phone*

Amemate Phone

You must speciy & new Dassword. You password must

® Be seven or more characlers kong

o Contain at least ree of Me fOIOWING UPPErCase, lowercase NUMENC aNa NUMENC Caracier
» Mot contain your usemams or any pan of your full name

= [De different than your previous 13 passwords.

Password” sassnnnn Confirm Pagsword®

YOUr aNSWers [0 e IHOWING QUESTONS WiIll De USES 10 VenTy yOur I0ENSTy SNOUKD yOUu TOFpEL yOur PASSWONg

Question Arswer
ar Marme of the citytown whers you were bom v A
a Mame of the cityitown where you were bom W Az
ar Name of the city/town where you were bom A
o Mama of tha citytown whets you wors bom ™ AL
as* Mama of the citytown where you were bom W RS

2 Click the Submit button to complete your registration.
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Step 3A — Register with SAMS
Receive SAMS Registration Confirmation

Secure Access Management Services (SAMS)

O After clicking the Submit button to complete E=
your registration. The Registration
Confirmation message displays.

Registration

Tt Doty st o (oo e tareg o iy Mg 1. 2009 Thee slatuss o8 Comgiete

2 Click the OK button to acknowledge the
message and receive and an additional
display.

2 Notice that no tasks appear in the
left-hand portion of the screen. Once
you have registered, you cannot
perform any tasks in SAMS until you
are approved for an activity.

2 Click the Logout link.

Entech i oe

Identity Management User Interface

Secure Access Management Services (SAMS) CDC
Welcome = Logoutl
Identity Management User Interface

Please select a task from the menu

27
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Step 3A — Register with SAMS
Receive SAMS Confirmation Email

Within 24-Hours of completing SAMS registration, you will receive ‘Identity
Verification Request’ email from SAMS with instructions for identity verification.

@Print this email because it contains a document that must be completed

Hello New NHSN User,

Thank vou for registering with CDC's SAMS Partner Portal. Your registration information has been received and is
currently pending approval.

In order to provide individuals with access to non-public information, U.S. law reguires the identity of potential users to be
verified - this step is critical in helping to protect people’s private data and in helping to prevent information misuse. Please
be assured that CDC and its Programs have made every effort to keep this necessary process as simple and non-intrusive as
possible. Also be assured that your identity information will only be used to help determine your suitability for access and
that this data will not be shared outside of CDC programs.

To complete identity verification, please print the form attached to this email message and follow the instructions provided
below. The required steps are as follows:

1. Complete the Applicant Section in the attached form - part of the information has been pre-filled for vou based on
the information you supplied during registration.

Take the printed form, along with appropriate photo identity documentation to a Proofing Agent (a person
specifically designated by CDC to conduct identity verification or a Notary Public). Have them verify vour identity
and complete the Proofing Agent / Notary Section. Acceptable forms of identification are listed in the table below:

2

Y ou must provide one (1) unexpired document from List A and one (1) additional unexpired document from List B.

List A - Primary Photo ID List B - Secondary ID
Driver's license or ID card issued by a state Driver's license or ID card issued by a state or outlving possession of

o T e T yree 28




Step 3B — Complete and Submit Identity Proofing Verification
Print, Complete, Notarize Identify Verification form

Carefully follow the instructions in the Identity Verification Request email to
ensure the enrollment process is not delayed

1. You will need to print the Identity Verification form, complete it,
and take the completed form to a notary for public endorsement.

2. Two unexpired identify proofing documents are required. Note:
your first and last name and home/mailing address must match on
all of your documents.

3. The e-mail will instruct you to submit the above documents
through a digital upload, fax, or mail. Note: digital upload will offer
the faster turnaround time.



Step 3B — Complete and Submit Identity Proofing Verification
Submit Identity Proofing Documents

Important Notes:

0 You have 60 days from receiving the SAMS confirmation email to complete and
submit the ID verification application.

0 Two un-expired forms of ID must be submitted with the endorsed identify
verification form.

0 Your photo identification must match the home address that reported during
registration.

0 Your first and last name on the identify verification documents must match exactly to
what you reported during registration.
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Step 3B — Complete and Submit Identity Proofing Verification

After submitting Identify Verification documents, it may take up to
weeks to received approval

This would be a good time to complete Module specific training.
LTCF training can be accessed on the following web-page:
https://www.cdc.gov/nhsn/training/Itc/index.html
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Step 3B — Complete and Submit Identity Proofing Verification
Receive SAMS Registration Approval

) Once your proofing documents have been accepted by SAMS:

2 You will First be notified by email indicating that your registration is
approved. Note: If you do not receive email approval within 3 weeks,
contact samshelp@cdc.qov or toll-free at 877-681-2901 for assistance.

2 Next, you will receive your SAMS Grid Card by U.S. mail at the address
provided during registration (your home address).
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Step 3B —Complete and Submit Identity Proofing Verification

O Important Note:

O If you do not receive your SAMS grid card within two weeks after receiving your
SAMS email approval, contact samshelp@cdc.gov or toll-free at 877-681-2901
for assistance
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How Does an NHSN Facility Get Started?
NHSN Enrollment Steps 1-5

* Enrollment Preparation

* Register Facility with NHSN
» Read and accept “NHSN Rules of Behavior”

* Register with Secure Access Management Services (SAMS)
* Provide Identity Proofing Documentation

* Accept “NHSN Agreement to Participate and Consent”
* Receive “NHSN Enrollment Approved” email




Step 4 — Complete NHSN Enrollment

Log-in Using SAMS Grid Card

) Now that you have your SAMS
grid card, you are ready to
complete the final steps in NHSN
enrollment!

) First, click Login button under the
SAMS Grid Card picture.

@ It’s a good idea to bookmark the

page for easy access in the future.
The SAMS website:
https://sams.cdc.gov/

External Partners

SAMS Credentials

Forgot Your Password?

For External Partners who login
with only a SAMS issued UserlD and

SAMS Grid Card

Click the Login button to sign on
with a SAMS Grid Card

r

Login

For External Partners who have
been issued a SAMS Grid Card.
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Step 4 — Complete NHSN Enroliment
Enter Your SAMS Username, Password, and Grid Card

a

Enter your username,
password, and the
requested grid card

information and click Log In.

You will then be brought to

the SAMS homepage (see
next slide)

External Partners

SAMS Grid Card

SAMS Username

SAMS Password

Forgot SAMS Password?

Remember, your SAMS Username is the email

address used to register and the password is
what you previously set-up in Step 3

External Partners

SAMS Grid Card

.....

SAMS has assigned you CDC GRID card number:
29189. Please ensure this number matches the
serial number printed on the lower left of your card.

GridCard C1: E4: Ja:

For External Partners who have been issued a
SAMS Grid Card.
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Step 4 — Complete NHSN Enrollment
Click on NHSN Enrollment

] On the SAMS homepage, you should see a link to the National Healthcare Safety
Network labeled NHSN Enrollment.

) Click on the NHSN Enrollment link to go to the NHSN Enrollment page.

Centers for Disease Control and Prevention | SEARCH | a |
CDC 24/7: Saving Lives, Protecting People™

CDC A-Z INDEX ~

» SAMS COURTNEY PRICE

¥ secure access management services

=5 My Profile MNational Healthcare L k Sy
SAMS User Guide * Strong credentials required.

S5AMS User FAQ

Identity Verification
Overview

Do not use the browser’s Back button. Always use the buttons provided on a page or use the

navigation bar on the left to move around within the NHSN web pages.
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Step 4 — Complete NHSN Enrollment
Access and Print Enroliment Forms to Collect Required Information

) From the Enroll Facility page, click on “Access and Print required enroliment
forms” option to view the required information that will need to collect prior to
entering information online in the NHSN application.

NHSN - National Healthcare Safety Network
A
\p Enroll Facility

Please Select Desired Option

Access and print hardcopy version of enrollment forms

Enroll a Facility

4
Get
E T _Get Adobe Acrobat Reader for PDF files

38




Step 4.1 — Download and Print Enrolilment Forms
Select Link to Forms Under Long Term Care Facility Component

) From the Facility Enrollment Forms page, print and complete the required forms
listed under the Component you are enrolling so you will have the information
readily available to complete online enrollment.

NOTE: Complete these forms before attempting to enroll online. Do NOT mail, fax,
or email these completed forms to NHSN.

Facility Enrollment Forms

Patient Safety Component Healthcare Personnel Safety Component Biovigilance Component
Hospital applicants, print these: Any facility type, print these: Any facility tvpe, print these:

Faciliy Contact Information Faciliy Contact Information Facility Contact Information

Faciliy Surve Home Dialysis Facility, print these: Acute-Care Facility, print these:
Inpatient Rehabilitation Facility, print these: Home Dialysis Center Practices Survey Acute Care Facility Survey

Facilty Contact Information Non-Acute Care Facility, print these:

Annual Facility Survey for IRF Long Term Care Facility Component Non-Acute Care Facility Survey
Long Term Acute Care Hospital, print these: Any facility type. print these: Dialysis Component

Eacilty Contact Information Facility Contact Information AMB-HEMO facilities, print these:

Annual Facility Survey for LTAC Facility Surv Facility C ontact Information

Ambulatory Surgery Centers, print these: Outpatient Dialysis Center Practices Survey
Facilty Contact Information

Annual Facility Survey for ASC




Step 4.1 — Download and Print Enroliment Forms

@ IMPORTANT NOTES

d While completing facility enrollment forms, keep in mind the person you list
as the NHSN Facility Administrator, should be the same individual who has
completed the previous enrollment steps (which includes SAMS registration).

d On the enrollment survey, only facilities that FIRST opened during the current
calendar year should select the option “Not Operational in the Prior Calendar
Year”. Do NOT select this option if the newly enrolled facility was open, but
had not enrolled into NHSN in the prior calendar year.

( The NHSN Facility Administrator is not to be confused with the Facility’s
Administrator, CEO, CNO, COO, etc. This should be the person who will be
mainly responsible for managing NHSN in the facility.
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Step 4.2 — Complete Facility Contact and Facility Survey Online

= Once the required information has been collected on the enroliment forms
(Facility Contact Information and Annual Facility Survey), you are ready to
complete the online enrollment.

= Login to SAMS, access NHSN Enrollment, and go to the Enroll Facility page.
Click on the Enroll a Facility option. Enter the data from the completed forms
onto the screen and click Submit.

IMPORTANT: Online enrollment must be completed in one session! There is not
an option to save work in progress

Please Select Desired Option
Access and print hardcopy version of enolmei, v
fovol 3 Fegiy
41
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Step 4.2 — Complete Facility Contact and Facility Survey Online

\g& Enroll Facility

) Enter required (*) information

) Itis not necessary to enter all of the
verification numbers.

) For example, facilities which are CMS-
certified will only enter CMS certification
number (CCN) and check “not
applicable” box next to the AHA ID # and
the VA Station Code.

] Note: Facilities within the Department of
Veterans Affairs (VA) Healthcare System,
may have a VA station code instead of a
CCN.

Mandatory fields marked with ™
NHSN Facility Information

Facility Name

‘ Enter Name of Organization

Address, Line 1™

‘ Enter Street Address

Address, Line 2:

Address, Line 3:

City™:

‘Enler Name of City

State™

County™:

Zip Code™:

Main Telephone Number*:

[Example: 111-111-1111

Page 1 of 2

For each identifier listed below, enter the
number/code, or check Not Applicable. If your
facility does NOT have that identifier.

AHAID"™:

— I

CMS Certification Number (CCN)*:
[INot Applicable

CCN Effective Date™:

/A Station Code™:
CINot Applicable

Object Identifier:
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Step 4.2 — Complete Facility Contact and Facility Survey Online

& Enroll Facility

0  Once you've entered the required
information for your facility, click the
Continue button.

2 In the unlikely event that NHSN does
not accept your AHA ID, CCN, or VA
Station Code, you will receive a pop-up
message and should immediately
contact the NHSN help desk at
nhsn@cdc.gov and request a temporary
enrollment number.

Mandatory fields marked with ™
NHSN Facility Information

Facility Name = :
[Test facility |

AAdArace 1ina 1%

1 I BN A3l IiNANTITIE

ll Vvalidation Error

" The CCN (3344553) could not be validated.
" Please supply a verifiable value or select that

itis "Mot Applicable’. If you have verified that

- this CCN is correct, but it is still not
- validated, please contact the Helpdesk at

nhsn@cdc.gov.

| Fulten ' v|

Zip Code™:

EZm—

Main Telephone Number™
[401-637-1201 |

Page10f2

For each identifier listed below, enter the
number/code, or check Not Applicable. If your
facility does NOT have that identifier.

AHAID™
[ Not Applicable

CMS Certification Number (CCN)™

[ Not Applcble

CCN Effective Date™

09/01/2018 2018Q3

VA Station Code™
Mot Applicable

Object Identifier:
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Step 4.2 — Complete Facility Contact and Facility Survey Online

& Enroll Facility

0 After receiving the temporary enrollment
number from the NHSN help desk, click
the Not Applicable button for AHA ID,
CCN, and VA Station Code.

0 A new box will appear, titled Enroliment
Number.

J Enter the provided temporary
enrollment number

0 Click Continue

[ Mandatory fields marked with
NHSN Facility Informatic

Facility Name *:
[Test facility

Address, Line 1*:
[123 Test Ave

Address, Line 2:

Address, Line 3:

City™:
|Allanla

State™
[GA - Georgia

County":
| Fulton

Zip Code™:

B

Main Telephone Number™:

[401-637-1201

For each identifier listed below, enter the
number/code, or check Not Applicable. If your
facility does NOT have that identifier.

AHAID™:
VI Not Applicable

CMS Certification Number (CCN)*:

VI Not Applicable
CCN Effective Date™:

VA Station Code™:
VI Not Applicable

Enrollment Number: *: /
| =

Object Identifier:

I
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Step 4.2 — Complete Facility Contact and Facility Survey Online

Select most appropriate
Facility Type from:

— LTC-ASSIST - Assisted Living
or Residential Care Facility

-~ LTC-DEVDIS - Facility Caring
for Individuals with
Developmental Disabilities

—  LTC-SKILLNURS - Skilled
Nursing Facility or Nursing
Home

Mandatory fields marked with ® Page 2 of 2

NHSN Facility Information - Part 2

Facility Type NHSN Facility Administrator

Select Facility™ First Name™:

AMB-HDPD - Home Dialysis Center |
AMB-HEMO - Hemedialysis Center Name:
AMB-SURG - Outpatient Surgery Facility .

HOSP-CAH - Critical Access Hospital |
HQSP-CHLD - Children’s Hospital
HQOSP-GEN - General Hospital, including Acute, Trauma, and Teaching me”*:
HOSP-LTAC - Long Term Acute Care Hospital |
HOSP-MIL - Military Hospital

HOSP-ONC - Oncology Hospital
HOSP-ORTHO - Orthopedic Hospital
HOSP-PEDLTAC - Pediatric Long Term Acute Care Hospital |
HOSP-PSYCH - Psychiatric Hospital
HOSP-REHAB - Rehabilitation Hospital
HOSP-SURG - Surgical Hospital
HOSP-VA - VA Hospital

HOSP-WOM - Women s Hospnal 5, Line 17:

HeSPWENMEHIEE—Wamon sana-Children's HioSpiat treet Address |
LTC ASSIST Assisted Living Residence

LTC-DEVDIS - Longterm Care Facility for the Developmentally Disabled

bpy Address from Facility

E, Line 2:

LTC-SKILLNURS - Skilled Nursing Facility

Address, Line 3:
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Step 4.2 — Complete Facility Contact and Facility Survey Online

Mandatory fields marked with ® Page 2 0f 2

MNHSN Facility Information - Part 2

Facility Type Only facilities which have opened during
Select Facility™: the current calendar year should select
[LTC-SKILLNURS - Skilled Nursing Facility v| “No”. If the newly enrolled facility was
- Was this facility operational in the yvear prior to NHSM open, but had not enrolled into NHSN in
Eg?;'e“f“t (ie. lastyear)?” the prior calendar year, select “YES”.

I No

NHSN Components
Title:
Select Components™: | |
[ Patient Safety Component
[Healthcare Personnel Safety Component n Copy Address from Facility

[ ]Biovigilance Component
[ ]Long Term Care Facility Compaonent
[ Dialysis Component

Address, Line 1™
| Enter Street Address
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Step 4.2 — Complete Facility Contact and Facility Survey Online

) Select one or more of the NHSN components in which your facility will participate:

- Long-Term Care Facility - for tracking infections

— Healthcare Personnel Safety - for tracking staff influenza vaccination

Mandatory fields marked with =

Select the NHSN Component you are enrolling.

MNHSN Facility Information - Part 2

Facility Type

Select Facility™:
|LTC—S KILLNURS - Skilled Nursing Facility

Was this facility operational in the vear prior to
enrollment (i.e., last year)?”

wYes

oMo Healthcare Personnel
NHSN Components : Safety Component
Select Components™:

Patient Safety Component
[]Healthcare Personnel Safety Component
[]Biovigilance Component

[]Long Term Care Facility Component Address, Line 17:
Dialysis Component |Emer Street Address

Address, Line 2:
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Step 4.2 — Complete Facility Contact and Facility Survey Online

(1 Enter the NHSN Facility Administrator, which is the person enrolling the facility.

Facility Th NHSN Facility Administrat 1l

sty e ity dmiissr The NHSN Facility
Select Facility™ First Name™ . . .
[LTC-SKILLNURS - Skilled Nursing Facility v [Test Ad mini St rato ris t h e
‘Was this facility operational in the year prior to NHSN Middle Name: o

. -

enroliment . st yea w person enrolling the

O No Last Name™: ope

‘Testing| fa CI I Ity
NHSN Components Tl
Itle:

Select Components™: ‘ |

[[] Patient Safety Component B

[Healthcare Personnel Safety Component n Copy Address from Facility

[]Biovigilance Component

¥ Long Term Care Facility Component Address, Line 17

[0 Dialysis Component 123 Test Ave |

Email™:

The email address must match the email [VTBI@CDC GOV |
provided during SAMS registration. The User 1D
selected User ID is how you want to be [AANTTILA |

identified in the NHSN application.
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Step 4.2 — Complete Facility Contact and Facility Survey Online

) Enter information for the NHSN Facility Contact person, which CAN be the same
person enrolling the facility (NHSN Facility Administrator).

Mandatory fields marked with

Long Term Care Contact Person

" J| Copy from Facility Administrator

First Name™:

Page 3of4

ﬂ Copy Address from Facility

Address, Line 1

Enter Street Address

Middle Name:

If the Primary Contact Person

Address, Line 2:

Address, Line 3:

is also the NHSN Facility

City™

|Emer Name of City

Administrator, click here to
copy previously entered
information

State™:

L v

Zip Code™

L]

Phone™
[Example: 1111111111 |Ext:]

Fax:

Pager:

|

|
Email™:

|

|
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Step 4.2 — Complete Facility Contact and Facility Survey Online

) Once required information is submitted, confirmation message displays

CDC Department of Health and Human Services

Centers for Disease Control and Prevention

NHSN - Mational Healthcare Safety Network
Start

Leave Enroll EI‘II'O" FaCiIitv

g The enrollment for facility 'Test Facility' with tracking number 99999 has
been completed. The Facility Administrator will receive an email with
further instructions.

1 After you have successfully completed enrollment, you will be sent an email with

instructions on how to electronically accept the NHSN Agreement to Participate
and Consent.



How Does an NHSN Facility Get Started?

NHSN Enrollment Steps 1-5

* Training and Enrollment Preparation

* Register Facility with NHSN
* Read and accept “NHSN Rules of Behavior”

+ Register with Secure Access Management Services (SAMS)
* Provide Identity Proofing Documentation

« Complete NHSN Enrollment
« Electronically complete and submit Annual Facility Survey and Contact Information forms




Step 5 — Accept Agreement to Participate and Consent

- After successfully completing enrollment, the NHSN Facility Administrator and
Component Primary Contact (if different) will receive an NHSN email with instructions
on how to electronically accept the NHSN Agreement to Participate and Consent.

@ The consent form must be accepted by either the NHSN Facility Administer or the
NHSN Primary Contact within 60 days or the facility will be withdrawn

The following facility has been submitted for enrollment in the NHSN:

Facility Name: ~ Ti's Test Facility
Component: Long Term Care Facility
Tracking Number: 56233

NHSN Facility Administrator: Ti MCcRAY NQAO@CDC.GOV
Component Primary Contact: Tt MCcRAY NQAO@CDC.GOV

To activate this facility and component, the Facility Administrator or component's Primary Contact must accept the consent form within 60 days.

If you are listed above as the Facility Administrator or primary contact for this component, please log in to NHSN at https-//sams.cdc. gov and select NHSN Reporting to accept the Agreement to Participate and Consent form. The deadline to activate the
component is 08/03/2018.

The facility will be withdrawn 1f none of the primary contacts accept the consent form by 08/03/2018.

If you have questions, please contact us at nhsn@cdc.gov. For information on the NHSN, please visit the member's web site at http-/www.cdc.gov/nhsn.
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Step 5 — Accept Agreement to Participate and Consent

) Login to https://sams.cdc.gov

) Once you have logged in successfully you will receive an alert detailing the
requirements for accepting the Agreement to Participate and Consent form

@ Important:

The consent form must be
accepted within 60 days or
the facility will be withdrawn

oL ——

Ralaiy Rmiwerh Inorder to activate this component, the

oomponent's primary contact must accept Comsent
the Agreement to Participate and Consent

form. ITyou are a primary contact for this

Page 1 of 3
2 component, please view and accept the
Agrearment to Perticipate and Consent form,
Trackmg &; 14918
The National Has m the Centers for Disease Control and
Prevenbon (CDC by healtheare or resiclential facihites on

healthcare-associated adverse evenls, adherence o prevention practices, and antimcrobial use and
resstance. Healthcare or residential facilities may participate in NHSN voluniarily, Le., on their own
mitigtive and for their own purposas or as a result of a state or fadaral reporting raquirement CDC will
dizclosa data submitied o NHSN 1o other fedaral agencies and to state health depanments in accordance
with the scope of their reporting mandates. CDC also will disclose data to state or local health
departments that are outside the scope of federal or state reporting mandates provided the state or local
health department has completed a data use agresment with CDC that stipulates the data will be wsed
solely for surveillance and prevention purposas and not for public reporting of facility -specific data or any
tegulatory of pundtive sctions agamst faciibes, such as a fine or heensuse acon.  These data dieclosures 1o
state or local health departments will be made to the extent permissible by federal law.

Purpases of NHSN
The purposes of NHEN are fo-
+  Collect data from healtheare fxeilities in the United States to permit valid estimation of adverse
events among patients or residents and bealthcare persomnel.
*  Collect data from a sample of healthcars faciliti=s m the United States to permit valid estmation
" . . f . - rua i »

e
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Step 5 - Electronically Accept Agreement to Participate and Consent

] You must select “OK” to remove x
the alert and then you must NN
Agreement to Participate and Consent
“Accept” the consent form by —_—
clicking in the box under Accept Tracking
The National Healthcare Safety Network (NHSN), conducted by the Centers for Disease Cunrmi and
. [ Prevention (CDC), collects, analyzes, and reports data submitted by healtt or resid | facilities on
If you are enrolled in multlple I, Tohar e s i e L S
e . umlamewdfonheumw_mmem CDC will
facilities, then you may see a list of e - il
cre . . . R hzalmdeparltmegts that ar ;}gﬁﬁmtoppidmtemﬂ%o?gm :Mdmlj the state,
all facilities in which you are listed local o xiorlbents | PR IYou e Py OB o0 o s the
. . wiﬁ?dmomﬂym'lm Agreement to Participate and Consent form. Tcﬁof 1_'he_ser)'
as a primary NHSN contact. In this o ducoms o o
case, you have the option to Accept  rumeonms
P +  Collect data from healthcare facilities in the United States to permit valid estimation of adverse
additional components | s ot bl it i \ .
Component Contact Type 5 Contact Name Phone Number Email [ w]
Long Term Care Facility Facility Administrator Ti MCcRAY 123-456-7890 NQAOECDC.GOV O

—
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Step 5 - Electronically Accept Agreement to Participate and Consent

) As each component NHSN Primary Contact or Facility Administrator has accepted, an
additional alert will pop-up confirming this action

Page 2 of 3

*  Provide pahent-level data and annual facility survey data to CMS that are deermned required data
m CMS rule making and that are usad by CMS for its program admmnistration, monstormg and
evaluation activities, including validation, appeals review, program impact evaluation, and

A'ert data_to CMS
You have completed the NHSN Agreement "=
to Participate and Consent Form for the SN data for
Long Term Care Facility component for the (AT provestioa
following facilities: 56233. tient- s:m‘
wnvestigation
nt for
Please click the OK button to continue. reporting
omputesrs
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How Does an NHSN Facility Get Started?
NHSN Enrollment Steps 1-5

e Enrollment Preparation

e Register Facility with NHSN
® Read and accept “NHSN Rules of Behavior”

e Register with Secure Access Management Services (SAMS)
* Provide Identity Proofing Documentation

e Complete NHSN Enrollment
e Electronically complete and submit Annual Facility Survey and Contact Information forms

e Accept “NHSN Agreement to Participate and Consent”
e Receive “NHSN Enrollment Approved” email




NHSN Enroliment is Complete: Next is NHSN Set-Up

) Set-up training for the NHSN LTCF Component is available
https://www.cdc.gov/nhsn/pdfs/ltc/Facility Set up slides LTCF v5 Final with 508 3-2015.pdf

) Set-up NHSN for your facility — *Required before entering data
— *Mapping NHSN locations (required)
— *Create Monthly Reporting Plans (required)
— Add users & assign user rights (optional, but highly encouraged)

* Once a user is added, he/she will receive an e-mail to Read and Agree to
the NHSN Rules of Behavior, which will then generate an Invitation to
Register with SAMS email.

Note: all NHSN users must have an individual SAMS grid card to
access NHSN, which requires SAMS registration.


https://www.cdc.gov/nhsn/pdfs/ltc/Facility_Set_up_slides_LTCF_v5_Final_with_508_3-2015.pdf
https://www.cdc.gov/nhsn/pdfs/ltc/Facility_Set_up_slides_LTCF_v5_Final_with_508_3-2015.pdf

Important Information!!

1 Email is our only way to communicate with you!

] Please email nhsn@cdc.gov with any changes in your email address
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Where Can | Find More Information about Enroliment?

] To email questions to the NHSN Helpdesk: nhsn@cdc.gov

] To email questions to SAMS Helpdesk: samshelp@cdc.gov or toll-free at 877-681-2901

] LTCF specific enrollment and reporting resources
http://www.cdc.gov/nhsn/LTC
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Summary

) Remember, SAMS is the gateway that allows you to have access to NHSN.
Completing the SAMS process and identity verification is only the first part
of the enrollment process. Once you receive your grid card, you must
continue with the enrollment process as discussed in this session.

- Note: A facility must enroll in NHSN only ONE TIME

1 When enrolling, select Long-term Care Facility as the NHSN Component.



Summary

) When enrolling, the NHSN Facility Administrator has the option to
designate another individual in the facility as the NHSN Primary Contact
Person. This person will need to be added as a user by the NHSN Facility
Administrator once the facility has been activated by NHSN.

) Every user added to NHSN must complete the SAMS registration process
in order to access NHSN. Being added as a user is the first step in
beginning the SAMS registration process. When a user is added, he/she
will receive the Rules of Behavior via email. The user must review and
agree to the rules of behavior, which in turn generates an invitation to join
SAMS.




Tips

d

To save time during the electronic enrollment process, collect the required
information using the available paper forms (Facility Contact Information and
Annual Facility Survey) and have the forms available before beginning online
enrollment.

Do not use the browser’s Back button. Always use the buttons provided on a page
or use the navigation bar on the left to move around within the NHSN web pages.

When you arrive at the SAMS website, bookmark the page, either individually or in
a special NHSN bookmark folder.



Tips

) As you go through the enrollment process, set-up task reminders in Outlook to
stay on track.

) Store emails from NHSN in a folder in Outlook or your computer for easy access.

) Once user receives the SAMS grid card, the user can enroll multiple facilities using
the same card.

1 Once user receives his/her SAMS grid card, the card can be used to access other
enrolled facilities in which he/she is added as a user for the facility (e.g., change of
employment).



LTCF Enrollment Frequently Asked Questions

Challenge/Question

Solution

NHSN Annual Survey does not allow user to save
data entry until the survey is complete.

The NHSN Annual Survey must be completed in order for enrollment to be
completed. Users do not have an option to save partially complete surveys,
and, therefore must be completed in one sitting. Facilities are strongly
encouraged to collect all of the required information using the paper version
(http://www.cdc.gov/nhsn/forms/57.137 ltcfsurv_blank.pdf) of the survey
before completing the electronic version.

NHSN is not accepting the CCN entered during
enrollment, preventing the completion of the
enrollment process.

This may occur if the CCN is incorrect or if NHSN does not immediately
recognize the facility. If the CCN is not known or if the NHSN application
fails to validate the entered CCN, a temporary ID can be obtained from
NHSN to start and complete the enrollment process. The first temporary ID
can be used to register the facility in NHSN to begin the process. Once the
user has SAMS and NHSN access, and if a CCN is still not available or
validating, then a second temporary ID is needed to enroll the facility in the
NHSN application. To receive either of these temporary ID numbers, the
user must contact the NHSN helpdesk at nhsn@cdc.gov and request a
temporary ID to complete registration/enrollment.

Note: If a temporary ID was used to complete NHSN enrollment, the facility
must remember to enter the facility CCN into NHSN once full enrollment is
complete. Guidance for making edits to facility information, including
updating/changing the CCN, can be found here-
http://www.cdc.gov/nhsn/pdfs/cms/changing-ccn-within-nhsn.pdf

64



LTCF Enrollment Frequently Asked Questions

Challenge/Question

Solution

NHSN will not accept my e-mail address when 1
attempt to enter it as the NHSN User ID on the
Contact Information page of Step 4 of NHSN
enrollment.

NHSN users will require two unique identifications:

1. SAMS username that is used to log into NHSN, which is assigned as
the user’s e-mail address that was entered during facility registration
(new facility) er when a new user was added to NHSN.

2. NHSN User ID is a label used to identify users in the NHSN application,
and is set-up by the NHSN user (i.e. NHSN Facility Administrator)
during facility enrollment in Step 4 (when entering contact information)
or when a when a new user is added to the NHSN application. Most users
will set-up their NHSN User ID as being the first initial and last name.
Note: The NHSN User ID cannot be an e-mail address.

NHSN facility administrator verses a long-term care
facility administrator.

The NHSN facility administrator is the point of contact for NHSN
communication and is responsible for enrollment and set-up for the LTCF.
This representative does not have to be the organization’s facility
administrator or part of the executive leadership. Often, this person
oversees infection prevention program activities, and may be the infection
preventionist, director of nursing, assistant director of nursing, staff educator,
or MDS coordinator. This representative i1s familiar with data management
and infection prevention for the facility. Although only one person in the
facility will have the role of NHSN Facility administrator, the facility should
train a second person as an alternate, and assign him/her as a NHSN user
with administrative rights.




LTCF Enrollment Frequently Asked Questions

Challenge/Question

Solution

The NHSN facility administrator resigned before
reassigning the role of NHSN facility administrator.

The NHSN facility administrator role will need to be reassigned if the
previous NHSN facility administrator is no longer available.

In order for the NHSN facility administrator role to be reassigned, sormeorne
other than whomever it should be reassigrned to ar the facility must submit a
written letter (on facility letterhead) requesting a new individual be assigned
to the NHSN facility administrator role. This request can come from an
administrative or clinical leader in the facility or corporation such as the
Director of Nursing, a Medical Director, Regional Manager or
Administrator. This letter should include the name of the new NHSN facility
administrator to be assigned, phone number, and email address, as well as
the 5-digit NHSN Facility ID, if known. The letter may be faxed to NHSN at
404-929-0131 or scanned and emailed to nhsn@cdc.gov.

Note: The individual submitting the request cannot be the same person being
named as the new NHSN facility administrator.

After NHSN receives the letter, the role of NHSN facility administrator will
be reassigned to the designated person. If the new NHSN facility
administrator does not already have access to NHSN, then he or she will be
then emailed SAMS instructions to register.

I’m not sure what NHSN means by “personal
address” during SAMS registration

When applying for a SAMS grid card, the user must use his/her personal
HOME address for the SAMS grid card to be mailed to. Cards will not be
mailed to the LTCF address.
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LTCF Enroliment Frequently Asked Questions

Challenge/Question

Solution

When completing Step 4 of NHSN enrollment, I
forgot which facility type to select

During Step 4 of enrollment, the correct facility type must be selected on the
Facility Contact page, which is LTC-SKILLNURS-Skilled Nursing
Facility.

Facility Type * LTC-SKLLNURS - Skiled Nursing Facity v

Was this facility operational in the year prior to NHSN enrolment (i.e., last year)? *: @ YES () NO

NHSN Components

Indicate which component(s) the facility wil use initially *
[ Patient Safety Component
| Healthcare Personnel Safaty Component
] Biovigiance
V] Long Term Care Facility
(] Dialysis Component
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T accidentally selected the wrong facility type when
T enrolled my facility.

After facility enrollment is complete, facilities may log-into NHSN and
make edits to facility information, if needed.

To edit Facility Type:

1. Log into NHSN

2. On left-side Navigation Bar, select Facility to open selections

3. Select Facility Info

4. Under Facility Information, Facilty Type, select LTC-

SKILLNURS-SKkilled Nursing Facility from drop-down menu
- Edit Facility Informa
::':’;WM M:ndﬁkot’v ::el:s n:\arked with ‘n
f:;:vs Facility Information wmws
-_— —

Facility 1D : 38455

: a
o [re——=
O Add/Edit Col CMS Certification Number |
o o Effective Date o
Lroup vaA Station
Log Out

object ide

Facility name ~: [Angela LTCF Test Facilty
Address, line 1%: (2344 Medical Way
Address, line 2: |

Address, line 3: |

city ~: [Atlana
state ~: [GA - Georgia ~]
County=: [Fulton ~]|
zip Code=: [30322 | Zip Coc
Phone*: [667-385-9473
Fax: |
Eaciliby: Y J
Facility type=: [LTC-SKILLNURS - Skillad Mursing Facility ~
Was OWEs Taciity op T tha year prior to Wes The.. last yearj7—: @ vES WO

Don’t forget to click Update to save your edits

e | | e
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Challenge/Question

Solution

Can someone be the NHSN administrator for
multiple facilities?

Yes, and the person can also use the same SAMS grid card to access all of
the facilities as long as they are listed in NHSN with the same email address
as listed on their SAMS account.

Can you take a photo with a cellphone and upload
the picture as ID proof for the SAMS grid card
application?

Users are able to upload documents using the smart phones. Uploading/scans
are always better as they are easier to read.
SAMS helpdesk can be reached at SAMShelp@cdc.gov

Can a facility just apply for a SAMS account instead
of an individual employee?

No, facilities cannot apply for a SAMS account. Each SAMS user must
review and accept the NHSN Rules of Behavior. For security reasons, it is
extremely important that all NHSN users individually undergo the secure
enrollment process.
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Challenge/Question

Solution

LabID module is not an option on my NHSN
Monthly Reporting Plan

Most likely the wrong NHSN Facility Type was selected during NHSN
enrollment. Follow above steps to update the NHSN Facility Type to LTC-
SKILLNURS-SKilled Nursing Facility. Contact the NHSN helpdesk at
nhsn@cdc.gov for additional assistance.

I’m not sure who to contact when I have issues or a
question.

Contact SAMS at sams-no-reply@cdc.gov for:

. SAMS registration questions

. Check your SAMS specific registration status

. SAMS log in trouble

. Forgot your SAMS log in

. Identify proofing questions or concerns

. Grid card status

Contact NHSN at nhsn@cdc.gov for:

. NHSN facility enrollment & reporting questions

. SAMS invitation requests

. User additions to an existing NHSN facility account
. Facility enrollment status

. Guidance for changing your email in NHSN or SAMS
. Facility administrator re-assignments

. NHSN application alerts

I did not receive a SAMS invites or welcome e-
mails from NHSN.

e SAMS invites are auto-generated from the email address the user enters
when agreeing to the NHSN Rules of Behavior, if the email was entered
incorrectly in any way, the user will not receive the welcome emails.

e User email addresses must be the exact same in SAMS and NHSN.
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Challenge/Question

Solution

Nursing home leadership is concerned about the
government having access to records on their
computer system, specifically the Warning message
on SAMS home page.

Choose a login option

SAMS Grid Card PIV Login AMS One Time Password
AMS
4
&
MG
Foanpot SAMS Panna SIS et ikt €
Divisions DG, NIHLF
-

This warning does not give the government permission to access any of the
private or proprietary data on an individual’s or facility’s computer or
network. It does not give the government access to the facility’s internal
network, medical records system or any protected resident information that is
not submitted to NHSN.

The warning language 1s specifically about accessing and use of the
government information system (e.g., SAMS/NHSN) and data which might
be submitted to or stored on the government system, (1.e., NHSN). For
example, if there were evidence that someone unlawfully accessed
SAMS/NHSN in order to see protected information that a facility entered
into NHSN, or if there were any irregular accessing or downloading from
SAMS/NHSN then those activities could be investigated and prosecuted.
This warning is to prevent someone from trying to illegally access
SAMS/NHSN if they are NOT authorized to do so (e.g., using a stolen
SAMS gird card).
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