NHSN Facility Enrollment

NHSN Enrollment
nhsn@cdc.gov




Audience

0 Those who may be assigned as the NHSN Facility

Administrator for a facility interested in enrolling in
NHSN.

a2 NHSN group users who want to understand the
facility enrollment process

= Note: Groups enroll in NHSN differently than facilities, please
see Guides for the Group Function:

http://www.cdc.qgov/nhsn/group-users/index.html



http://www.cdc.gov/nhsn/group-users/index.html

Learning Objectives

0 Where to find resources for NHSN enrollment
0 Define NHSN users roles

0 Explain NHSN Enrollment Steps 1-5




NHSN Enrollment Resources

NHSN Helpdesk email:
nhsn@cdc.gov
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Enrolling Multiple Facilities/Clinics

0 Each facility should enroll separately

*Note* This only applies for Acute Care Hospitals; all other facility types should
consult with CMS or other governing body that may be requiring that you report to
NHSN

o If you have multiple facilities to enroll (for example,
satellite clinics) start by enrolling one facility first

o After the first facility is enrolled, you will begin at
Step 4 of the enrollment process for each additional

facility.




Key Personnel Roles

0 The person the should be enrolling the facility in

NHSN is called the Facility Administrator
*The NHSN Facility Administrator may not be the Administrator at your

facility
The Facility Administrator:
= Manages users and user rights
= Manages locations and patients
= Can add, edit & delete facility data
= Authority to nominate groups (data sharing arrangements)

= An NHSN Facility Administrator will have this role for every
component

o Only the Facility Administrator can reassign their role
to another user




Key Personnel Roles (cont.)

a0 NHSN Patient Safety Primary Contact Person
= |nteracts most closely with CDC for Patient Safety Component

o NHSN User

= Rights are determined by Facility Administrator
* View data
* Data entry
« Data analysis

= May be given administrative rights

* This gives the new user the right to view, enter, and analyze data,
but also to add locations, surgeons, and other users. This person
would essentially be a back up for the Facility Administrator.

= One person may hold multiple roles




1. Enrollment Preparation

NHSN %
Enrollment 2. Complete NHSN Registration

Steps 1-5

3a. Secure Access Management Registration

Receive ‘Invitation to SAMS’ email

\/

3b. Provide ldentity Proofing Documentation
Receive ‘SAMS Access Approved’ email

4. Submit Forms Electronically

Receive ‘NHSN Facility Enrollment Submitted’ email

5. Sign and Send Consent

Receive ‘NHSN Enrollment Approved’ email




Training and Preparation
(Before Step 1 of the Enroliment Process)

0 Review all training materials before beginning
enrollment

a Training requirements are listed on the NHSN
Training Website: http:/www.cdc.gov/nhsn/training/



http://www.cdc.gov/nhsn/training/

1. Enrollment Preparation
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Enrollment 2. Complete NHSN Registration

Steps 1.5
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3a. Secure Access Management Registration

Receive ‘Invitation to SAMS’ email
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3b. Provide ldentity Proofing Documentation
Receive ‘SAMS Access Approved’ email

4. Submit Forms Electronically

Receive ‘NHSN Facility Enrollment Submitted’ email

5. Sign and Send Consent

Receive ‘NHSN Enrollment Approved’ email




To Begin Enrollment Process
http://www.cdc.gov/nhsn/startEnroll.html
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Agree to Rules of Behavior
(Step 1)

0 Read and Agree to the Rules of Behavior
0 Go to http://Inhsn.cdc.gov/RegistrationForm/index.jsp

Department of Health and Human Services

Centers for Disease Control and Prevention
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http://www.cdc.gov/
http://www.cdc.gov/
http://www.cdc.gov/ncidod/dhqp/pdf/nhsn/NHSNFacAdminROB.pdf
http://www.cdc.gov/ncidod/dhqp/pdf/nhsn/NHSNFacAdminROB.pdf
http://nhsn.cdc.gov/RegistrationForm/controller.do?dispatch=regAgree
http://nhsn.cdc.gov/RegistrationForm/controller.do?dispatch=regAgree
http://nhsn.cdc.gov/RegistrationForm/controller.do?dispatch=regDoNotAgree
http://nhsn.cdc.gov/RegistrationForm/controller.do?dispatch=regDoNotAgree

Register (Step 2)
o Facility Administrator
completes this form: *Last name:

* You must use the same *First name:
email address for all
enrollment steps

Personal Informatio

Middle name:

 Please ensure that you “Email address:

enter your email address

correctly, as all subsequent Facility Identifier

emails will come to this

*Please select a facility identifier:

address CCH ID '!EZ' AHA D '!:-_:f' VA Station Code '!::f'
o ”: your F&Cl'lty | dentifier CDC Registration ID Mone 4

does not Validate, yOU can *Selected identifier ID:

request a CDC Registration
ID by emailing

HH5HN Training Date
nhsn@cdc.gov

*| certify that | have completed all of the appropriate,

You are required to indicate
‘ the date you Completed required NHSHN trainings on:
‘ training. CLICK SAVE




Step 2: Register

0 Following
successful
registration, you
will immediately
receive a welcome
to NHSN email and
an Invitation to
register with SAMS
(step 3a)

Hello

You have been invited to register with the U.S. CDC's Secure Access Management Service (SAMS). Registration with SAMS will allow you to access selected
CDC Extranet applications specifically designed and implemented for the Public Health community. A registration account has already been created for you. A
link to this account and a temporary password word are provided below. This invitation is valid for 30 days.

Should you have questions with the SAMS registration process, please contact our Help Desk for assistance
Thank you,

The SAMS Team

SAMS basic registration process inchudes the following steps:

1. Online Registration - Follow the link below and use the included temporary password to log into SAMS' user registration pages. During registration, you
will be asked to supply some basic information about yourself. This information will help CDC Program Administrators provide you with the application
access most appropriate for your role in Public Health. You will also choose your personal SAMS password to help keep vour account private and
secure.

Identity Verification - Once you complete your online registration. you will receive an email with instructions for completing Identity Verification. In order
to provide individuals with access to non-public information, U.S. law requires that the identity of potential users is first verified - this step is critical in
helping to protect people's private data and in helping to prevent information misuse. Please be assured that CDC and its Programs have made every effort
to keep this necessary process as simple and non-intrusive as possible. Also be assured that your registration materials will only be used to help determine
your suitability for infformation access and that these materials will not be shared outside of CDC programs.

Access Approval - Once your Identity Verification is complete, CDC Program Administrators will determine the access level most appropriate for your
role and will te your SAMS account. SAMS will send you an account activation email with a link to the SAMS portal page where you can begin
using your extranet applications.

To register with SAMS, please click the following link or cut and paste it into your brow

When prompted, please enter:

« Your Username:
+ Temporary Password:

and click the Login button.

**%Note: In order to access SAMS, your browser must be configured to use TLS 1.0 encryption. If your computer is not configured for TLS. or if you are
unsure, please contact your local IT System Administrator for assistance




1. Enrollment Preparation

NHSN %
Enrollment 2. Complete NHSN Registration

Steps 1-5

3b. Provide ldentity Proofing Documentation
Receive ‘SAMS Access Approved’ email

4. Submit Forms Electronically

Receive ‘NHSN Facility Enrollment Submitted’ email

5. Sign and Send Consent

Receive ‘NHSN Enrollment Approved’ email




Secure Access Management (SAMS)

SAMS provides secure online access to and exchange of
Information between CDC and public health partners

Users receive an invitation to register with SAMS which
provides instructions for registration and identify
proofing in order to obtain access to CDC applications,
Including NHSN

During registration the user sets a password which
expires every 60 days.

The user is also issued an electronic grid card which
adds an additional level of security when logging in to
the system.




Step 3a: SAMS Registration

0 The Invitation to Register contains

your Username and
Password for SAMS registration

~» SAM

secures access management services
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Step 3a: SAMS Registration

0 After accepting the Rules of Behavior, enter the
required registration information and click Submit.

Secure Access Management Services (SAMS) CDC

* Welcome: Shea Graffo 2 Logout

Registration

Please provide the following information to register with SAMS, and click Submil. Required fields are marked with a red asterisk (). Your registration will be routed to a SANMS
Application Administrator for approval. You will receive an email notification when your registration has been approved and you have been granted access to SAMS

User ID

First Name*
Middle Name
Last Name*

Suffix

Email
Home Address

Address Line 1°
Address Line 2
City*

State*

Postal Code"

Country” Please select a country




NHSN
Enrollment
Steps 1-5

1. Enrollment Preparation

A4
2. Complete NHSN Registration

Receive ‘Welcome to NHSN’ email

3a. Secure Access Management Registratic,

Receive ‘Invitation to SAMS’ email

3b. Provide ldentity Proofing Documentation
Receive ‘SAMS Access Approved’ email

4. Submit Forms Electronically

Receive ‘NHSN Facility Enrollment Submitted’ email

5. Sign and Send Consent

Receive ‘NHSN Enrollment Approved’ email




Step 3b: Identity Proofing

0 Carefully follow the instructions in the email to insure
the enroliment process is not delayed

Hello New NHSN User,

Thank vou for registering with CDC's SAMS Partner Portal. Your registration information has been received and is
currently pending approwval.

In order to provide individuals with access to non-public information, U.S. law reguires the identity of potential users to be
verified - this step is critical in helping to protect people’s private data and in helping to prevent information misuse. Please
be assured that CDC and its Programs have made every effort to keep this necessary process as simple and non-intrusive as
possible. Also be assured that vour identity information will only be used to help determine vour suitability for access and
that this data will not be shared outside of CDC programs.

To complete identity verification, please print the form attached to this email message and follow the instructions provided
below. The required steps are as follows:

1. Complete the Applicant Section in the attached form - part of the information has been pre-filled for vou based on
the information vou supplied during registration.

Take the printed form, along with appropriate photo identity documentation to a Proofing Agent (a person
specifically designated by CDC to conduct identity verification or a Notarv Public). Have them verifv vour identity
and complete the Proofing Agent / Notary Section. Acceptable forms of identification are listed in the table below:

2>

You must provide one (1) unexpired document from List A and one (1) additional unexpired document from List B.

List A - Primary Photo ID List B - Secondary ID

Driver's license or ID card issued by a state Driver's license or ID card issued by a state or outlving possession of




Step 3b: Registration Approval

0 Once your identity documentation has been
processed you will receive confirmation of approval
for SAMS access

0 You will also be issued an electronic grid card which
IS used when logging into the system along with
your username and password.

Note: The option to log in using only your username
and password only provides Level 2 security access. In
order to gain Level 3 access, which is necessary for
NHSN use, you must use your grid card




1. Enrollment Preparation

NHSN 2
Enrollment 2. Complete NHSN Registration

Steps 1-5

3a. Secure Access Management Registration

Receive ‘Invitation to SAMS’ email

\/

3b. Provide Identity Proofing Documentat'_,
Receive ‘SAMS Access Approved’ en "

AV 4

4. Submit Forms Electronically

Receive ‘NHSN Facility Enrollment Submitted’ email

N7
5. Sign and Send Consent

Receive ‘NHSN Enrollment Approved’ email




Access/Complete Enrollment Forms
(Step 4)

0o First, click ‘Access and Print required enrollment
forms’

CDC Department of Health and Human Services
! Centers for Disease Control and Prevention

MNHSN - National Healthcare Safety Network Contact us

Start

Leave Enroll Enl‘0|| FaCiIitv

Please Select Desired Option

Access and print reguired enrollment forms

Enroll a facility

Get Adobe Acrobat Reader for PDF files



http://www.cdc.gov/
http://www.cdc.gov/
http://www.cdc.gov/
http://www.cdc.gov/

Access/Complete Enrollment Forms
(Step 4)

a Print required forms listed under the component you
are enrolling in which will be submitted
electronically in the next step

Facility Enrollment Forms

Patient Safety Component Healthcare Personnel Safety Component

Hospital ap

Dialysis Component
AMB-H




Access/Complete Enroliment Forms
(Step 4)

0 Note: While completing facility enrollment forms please keep in mind
that: The person that you list as the NHSN Facility Administrator
should be the same individual who has completed the previous
enrollment steps (which includes SAMS registration).

a0 The NHSN Facility Administrator is not to be confused with the
facility’s administrator, CEO, COQ, etc. This should be the person who
will be mainly responsible for managing the NHSN facility.

0 The Patient Safety Primary Contact is:
= Person who will be most involved with Patient Safety surveillance
= Can be the same person as the Facility Administrator




Access/Complete Enrollment Forms
(Step 4)

o After accessing, printing and completing required
enrollment forms, select “Enroll a facility”

a From here, complete Enrollment Step 4 in one
session!

= You cannot save work in progress

CDC Department of Health and Human Services

Centers for Disease Control and Prevention

HHSH - National Healthcare Safety Nebwork

Start

Leave Enroll Enrﬂ" FaCiIitv

Please Select Desired Optiop



http://www.cdc.gov/
http://www.cdc.gov/
http://www.cdc.gov/
http://www.cdc.gov/

Access/Complete Enrollment Forms
Step 4)

0 Submit required form information
*Required fields are marked with an asterisk

CDC Department of Health and Human Services
Centers for Disease Control and Prevention
NHSN - i Safety

Start Facility Enrollment

Leave Enroll

Contact us

Mandatory fields marked with =
Tracking #

Facility Information
Facility name™:
Addr line 1*:
line 2:

line 3:

Zip Code

Main telephone number®

For each identifier listed below, enter the number / code, or check Mot Applicable if your facility does not have that identifier
Select [ if AHA ID Not Applicable

AHA ID™:
CMS HCFA ID (not NPI)™: Select [] if CMS HCFA ID Not Applicable

VA station cod Select [ if VA Station Code Mot Applicable

Object Identifier (OID) for CDA

Object Identifier:

Click to verify values provided above before proceeding.




Access/Complete Enrollment Forms
(Step 4)

O Survey cannot be saved in progress, complete paper
form first to be able to submit all survey information
In one session

Add Annual Survey

@nerp
Mandatory fields marked with * Print Patient Safety Facility Survey

Survey Type:® FACSRV-PS - Facllity Survey Data
Survey Year:® 2012

Facility Characteristics:

Facility ownership:*

Hospital Facility:
Mumber of Patient Days:

Number of Admissions:

Is your facility affiliated with a medical school?* 4
If Yes, check type of affiiation: MAJOR GRADUATE LIMITED

Number of beds set up and staffed:

a. ICU beds (including adult, pediatric, and neonatal levels II/11I and III):*



Access/Complete Enrollment Forms
(Step 4)

0 Once survey information has been entered, a green
checkmark displays next to it
= Can print a completed survey for your records

0 Once all required information is entered click “Save
and Submit’

Required survey(s)

As part of the enrollment process, please provide the data requested for the following survey(s). Click on the button to the survey and complete it. When you are
finished, you will return to this page to complete the enrollment process.

i Hospital Survey - Print Completed Surve:




Access/Complete Enrollment Forms
(Step 4)

0 Once required forms are submitted, confirmation
message displays

CDC Department of Health and Human Services
s Centers for Disease Control and Prevention

MHSHN - National Healthcare Safety Network Contact us

Start

Leave Enroll En I'0|| FaCiIity

# The enrollment for facility 'Test Facility' with tracking number 99999 has
been completed. The Facility Administrator will receive an email with

further instructions.

0 Immediately receive an “NHSN Facility Enrolliment
Submitted” email with a link to your consent form

= |f you do not receive this email, contact the NHSN Helpdesk
 nhsn@cdc.gov




NHSN Enrollment
Steps 1 -5

1. Enrollment Preparation

\/

2. Complete NHSN Registration

Receive ‘Welcome to NHSN’ email

3a. Secure Access Management Registration

Receive ‘Invitation to SAMS’ email

3b. Provide Identity Proofing Documentation
Receive ‘SAMS Access Approved’ email

4. Submit Forms Electronically =

Receive ‘NHSN Facility Enrollment Submi

AV 4

5. Sign and Send Consent

Receive ‘NHSN Enrollment Approved’ email




Sign and Send Consent
(Step 5)

2 NHSN email, subject line “NHSN Facility enroliment
submitted” links to your consent form

= Consent forms are facility-specific, you must print the consent
form provided in the email link

2 You have 30 days to open the link and print form

Frorm:
Subject: . ility enrollment submitted

The following fac v has been submitted for enrollment in the NHSN:

Fa A
ITracking Number:

NHSHN Fac

and Consent form at the

to be broken, pl 7 s our browser address line. The compl
must be i access the form.

If wou have as : -act : at hs For information on NHSHN, please
our website at




Sign and Send Consent
(Step 5)

a0 Agreement to
Participate and
Consent includes
= NHSN Purposes _
- Eligibility T m

h
any, of the module:
submitted fora minimum of

. the U edicare a . i
. ¥ Peqan ion of the Eiovigila .
u i e e e et Patient Safety Primary Contact Person
> - Adhers to the selected modul
3 L 1 thew
fe
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ata in a timely manner in
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d

D

reporting requirements e .

= Assurance of
Co nfi d e nti al ity ‘: : 7 7 . N::;EﬂmvigllﬂlI(EPr nary Contact Person

~Da

H’\ NH N.

*Name:

*Title:




Sign and Send Consent
(Step 5)

Agreement to Participate and Consent

articipating in Component

Page3of3

Tracking

*Required Consent

Primary Contact(s)
As the Prima
and accurate

s and report complete

NHSN Patient Safety Primary Contact Person
Name:
i
~Signature: ~Date:
NHSN Healthcare Personnel Safety Primary Contact Person
Name:
(if different from Patient Safety Primary Cantact)
Title:
~Signature:

NHSN Biovigilance Primary Contact Person

Name:

“Signature: “Date:

ms of Thls Agree
ha

|m:|ud g the updated purposes of NHSN,
in MHSMN. I understand that the new NHSN purpo
entered no earlier than January 1, 2011.

elephone Mumber:

0 Must be signed by

= Contact person for each
component

= Facility Leadership

0 Requires signature from a C-
level hospital executive (CEO,
COO, CFO, CNO, etc.)

QO Signature page of the form
(Page 3) must be faxed to
404-929-0131

= Please do not mail the forms



Sign and Send Consent
(Step 5)

0 2-3 business days after NHSN receives signhed
consent form, NHSN will activate your facility

a2 NHSN email notification of facility activation

Subject: NHSN enrollment approved
Welcome to the National Healthcare Safety Network (NHSN)!
Your facility has been approved as a new member of NHSN.

Facility Name: Test Facility
Facility ID: XXXXX

As the Facility Administrator you may now access the SAMS Partner Portal by clicking here.

However, you must receive your SAMS grid card, which will be delivered to your home address via U.S. mail, before you may access NHSN through SAMS.

After you receive your grid card in the mail you can reach the NHSN activity home page directly by clicking https://nhsn2.cdc.gov/nhsn/.
‘When prompted, please enter your SAMS account User Name and Password, then click the Login button.

If you've forgotten your password, you may reset it by following the 'Forgotten Password' link on the SAMS Portal log in page.




Training and Preparation

NHSN Enroliment 1. Accept the Rules of Behavior
Steps 1 -5

Takes you directly to the registration page

2. Register

Receive ‘NHSN Registration’ email

3. Apply for/install Digital Certificate

Receive application confirmation and installation emails

4. Access/Complete Enrollment Forms

Receive ‘NHSN Facility Enrollment Submitted’ email

5. Sign and Send Consent

Receive ‘NHSN Enrollment Approved’ email




Enrollment is complete: Next is NHSN Set-Up

a Set-up training is available on the NHSN Training
Website:

0 Set-up NHSN for your facility
= Add users & assign user rights (optional but recommended)
= Add Locations (required)
= Create Monthly Reporting Plans (required)
= Add Surgeons (optional)

*Set-up is required before you can begin reporting your data.




Questions? Problems?

Contact the NHSN Helpdesk at
nhsn@cdc.gov

For more information please contact Centers for Disease Control and

Prevention
1600 Clifton Road NE, Atlanta, GA 30333
Telephone, 1-800-CDC-INFO (232-4636)/TTY: 1-888-232-6348

E-mail: cdcinfo@cdc.gov Web: www.cdc.gov

The findings and conclusions in this report are those of the authors and do not necessarily represent the official
position of the Centers for Disease Control and Prevention.
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