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Training audience

3 This training is for:

" Any person in a facility already enrolled in NHSN, who wants
to obtain access to the NHSN application

" Any person who may be training other individuals on the

process of getting individual access to the NHSN application

" If your facility is NOT currently enrolled in NHSN, then please
review the NHSN LTCF Enrollment slides first before using
these slides.




Learning objectives

a Identify who in a facility should obtain his/her own
individual access to NHSN

O Describe the Secure Access Management Services (SAMY)

registration process

Q Explain the steps for identity verification and gaining access

to NHSN




Who needs to go through the SAMS
registration process to get access to NHSN?

d The person enrolling a facility into NHSN for the first time
will go through the SAMS registration process

" Once a facility has been enrolled, the NHSN Facility
Administrator can add additional users to help enter the
data for their facility

0 Any person planning to help with NHSN data submission or
analysis will also need to go through the SAMS registration
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What is the Secure Access Management System
(SAMS)?

»» SAMS | (up]e

secure access management services

] SAMS provides secure
online access to CDC s
applications, like NHSN, for
exchange of information

Login Options

between CDC and health
par tners SAMS Grid Card Credentials HHS P1V Card
. . . . SAMS Credentials
D Users receive an invitation .
to register with SAMS
which provides instructions

for registration and identity

proofing

J Modifications to your
computers are not necessary
to access SAMS . s, e con e SIS e D e o0 A 6905 oy




The SAMS Registration Process
‘GETTING SAMIFIED’




SAMS registration process in a snapshot

Step 1: Your NHSN Facility Administrator will add you as a new NHSN user

\Z

Step 2: Receive an email invitation from SAMS

\Z

Step 3: Access SAMS Portal

\Z

Step 4: Accept the SAMS Rules of Behavior & Complete Registration

\Z

Step 5: Receive email confirming SAMS registration

\Z

Step 6: Mail or fax form to SAMS Help Desk at CDC with proofing docs

\Z

Step 7: Receive a letter in the mail confirming that ID verification occurred

AV

Step 8: Receive welcome emails from SAMS; Receive SAMS grid card credential in the mail

N/

Success! Access NHSN Application




Step 1 — Starting the SAMS process

Q If you are the person enrolling your facility into NHSN (often called the
NHSN Facility Administrator):

" You will receive an invitation to register for SAMS access following

successful registration of your facility

" Often, the person enrolling a facility will serve as the NHSN Facility

Administrator

a If you are NOT the NHSN Facility Administrator LTCF:

Your NHSN Facility Administrator will need to add you as a new user in

order for you to receive an invitation to register for SAMS access

Be sure you tell your NHSN Facility Administrator the email address you
would like to use for the SAMS registration and your NHSN access

* Your email address is the primary way SAMS and NHSN will communicate

with you as a user




Step 2: Recelve 1nvitation from SAMS

J You will receive an email Fom Snstoloh @0
. , October 22, 2013 2:58 PM
from: “Sams-No—Reply

Subject: U.S. Centers for Disease Control: SAMS Partner Portal - Invitation to Register

»
( C D C) Hello New User.

You have been invited to register \Lth the \AM\ Puhlu Hc11th Paxtnel Pnnal Tln\ invitation was

J The email will specify that

you are eligible for
accessing NHSN

SAMS Partner Portal Registration

. . . Registration consists of the following steps:
(J The email will also outline

the steps for SAMS

registration

1. Online Registration
2. Identity Verification (if required for your application)

3. Acc

before you begin:

[ You must start the

Your home address - This must match the documentation you intend to use for proofing if

. . . . applicable.
regIStratlon process Wlthln Your organization / employer and their address
.« e . Your telephone number
30-days of receiving this
.1 Should you have questions about the SAMS P toer Pnnal or the registration process, please contact our
cmal Help Desk for assistance or refer to th ' F/

Thank you,

The SAMS Team




Step 2 continued: Recelve invitation from SAMS

] At the bottom of the email you’ll find the link for registration and your
SAMS username and a temporary password.

Should you have questions about the SAMS Partner Portal or the registration process. please contact our
Help Desk for assistance or refer to the SAMS User FAQ.

Thank you,

The SAMS Team

To register with the SAMS Partner Portal. please click the following link or cut and paste it into your
browser:

https://im.cde. gov/iam/1m/'SAMS3 /mi/index.jsp?task.tag=S AMSRegistration

When prompted. please enter:

« Your Email/User Name: new user(@cdc.gov
e Temporary Password: ABCDE

and click the Login button.




Step 3: Register with SAMS
After Clicking on SAMS Link in the E-malil,
Enter Your User Name and Temporary
Password

secure access management services

»» SAMS - DC

Enter the user name and temporary

password provided in the SAMS-no-
reply e-mail

I Login Options

Choose one of the three login options.

SAMS Grid Card Credentials HHS PIV Card

_____________

W (i
-_—



Step 4: Once Logged into SAMS.......
Accept SAMS Rules of Behavior...

Fareoribes "&Seq:u-e ALcess Management Servines { BAMS)

scure Access Managemaent &
|
| T s Saratid

Registration: 3AMS Rules of Behavior

CIDC SALS Thar Eule & Bshavies

Chirvaew

Sarmen Acceus MEenaperiny Sevioe [SAMS) 13 0 Usiosd Sosten Sl poovermsmins DOMOUE FYIET e Pt 1600 EoReal SO 52 Boapuiie CDC epplic e By i ved pebmaoensd . Lo ihaveid ek e har oy
Burve s erpectirson of privacy when 4 SANDS or SANIS-perencred proprem spndsceriors. AT e oo ey meoorded ey e oeviessd by COC oficialy wi b ek PEaen 40 do e an Eatheioed by CDC s OScow of the Chie!
Betherrarsan Sarnriny Oficer. The Silowiag mie of beuvior spply o all SARDE =

RS PrbdNnCE DERSO DOVE! VY LPRCY, TN kRS 10 B0 Bavond tok srated Sl mabng o et odpesens g b e aceicn] suesdendy 0o ol chatr acvices. Thass mole w Dased o Sden ey e pelesicea
= crasaymence by poncomplisscy. Bawad ot seeverioy of ch wioderson nd corvagl Sue poocas of tee beer, cossegmenc: Cen Enchoale, o s e . 1o msspaTnice o lou of
BEDHA P e 2= o Civil b, Tion of TAOME, aed o appliceions dr peeeacey, {u o 30 ey cuas have Bees ppecioaily surkonond mnd preend sooma by CDGC o #11 desipaee 2

SAMS User Acosumi

AL SANS caEr Exror we ridreaty ideredied Iy o ceEmae ared profecisd Tith i PANFRTRY. PEIPTORGS FATEEAtcElly Ecpine ey EECY

0% sarn. SANS =11t proempe Taen o apdate axpioed paarTonds of el next lopin. Fa oer
el et puarmond may have betn compromned. fhey oo chesge = tmmadipehy o addinon. dhe s mrei feport koy woapscied mircae of

r arensibonized aooma 0 e SALME Hdp Dink o guackhy i posmtie

EAME allo=n ueers po mewec o Brpoouen pasrord waing 1w of jecred D qetions they WSCT and Compieor o ) nd e shosld T ey b o Teer o remember b Scloslt e oen 1o o
Sirce gueimon and anrmw commbinanions i proe e BOCHIE 1D L RN MCCOGEE. fha EmTiE B prodecied o _"4 BT r F] |¢u= '\:i!"
§)i cemen rores, thedr acooost =il e lock rome {1) B = may iy g M rhe celr canoon sscull el pasreed, they o fllow e

ot 1 £5 ..j .."\in o mat e i e thar i B ST KCOES TSI T YRS

Rapaauibilsen sad Rules of Behavier

ST G i Seigealy Mentied Srvagl thes DAND Sei ootEs Ouch i G’ vepat By idten hhia b el e thiar aSouaE s ikt B e B ieposaibie Bx i it Gk ing s s Thaber, el
B el b vkl 15 procect e alooond pakrTed and nidted ietaisr inBomation. To Belp prvont! adi ! Soagproaiing, T A
2 ket thair aoooeet privase and not ihane thair piarmond ik mroes
T acartly 19om and prsisdt o= P gy ol TH Glmd S PRIl
T mila rary B 1 grvvsl oSan o S vl
o chodw plarrords dat s ZBoul
o Sraibed o whenaron iy Thair dompeter o
=t aeiens BAMS or Progrm ppiianem wisg an sive thar teienp
ot sitmrgt 19 web ary SAMT sebaty coral meckasivm
li¢ irbr=ation b wain] s in pecboracg T ool and S e ""F'H_lr' =4 1 e Focal Pl Bl petviimh L Al ok poaifien it 1o protict
£ FAMS s=hrmacen s rrisems 1o e SAMS Help Dk




Step 4: ... & Complete SAMSRegistration

(2 Secure Access Management Services (SAMS) - Windows Internet Explorer provided by 1750 QEI

@ i v B hips

Fie Edt View Favades Tock Hebp

[ Favorkes | {8 Serure Access Managsment Services (SAMS)

Secure Access Management Services (SAMS)

You will enter the following " W
during SAMS registration: Regiertion

O Your Name

Your Home Address
Your Facility Name
Your Facility Address

Your Contact Phone £
Number Home Address ‘

Acdsy L 1"

e
Erremed Hame

0000

A Lea 2

Fitsn 3wt a oy

/| Trusted stes



Step 4 continued: ...Key Points

£ Secure Acoessanagemen Services SKHS) - Windows Internet Explarer provided by 150 FER
G0+ i
Fie Edt View Fivortes Took Hep

A It’s important that the oo il
information you enter e
during SAMS registration is
the same information (name,
address) that’s on the
identity documentation you

provide to SAMS

0 During registration you will
create your own password

Q You WILL need this
password again, so
write it down!




Step 5: Receive SAMS Confirmation Email

Within 24 hours of completing SAMS
registration, you should receive a
confirmation email to fulfill the identity
verification requirement

Print the confirmation email and the
attachment at the bottom

Complete the application form and find
the appropriate photo ID and secondary
ID

O Confirm that the photo ID contains
your current home address

Take the completed application and
identity documentation to a notary
public
0 Notary should endorse the
application using their
commission/stamp

From: Sams-No-Reply (CDC)

Sent: Tuesday, November 05, 2013 5:58 PM

To: New User

Subject: U.S. Centers for Disease Control (CDC): SAMS Partner Portal - Identity Verification Request

Hello New User,
s SAMS Partner Portal. Your registrati ation has been
pproval.

he 1dentity of
nd in
ve made every
red that your
that this data will

nuplc md non-intrusive
to help determine y

To complete identity verificatio and follow the

instructions provided below. The required steps are as Inl
1. omplct:: the Applicant Section in the included form - - part of rhc information has been pre-filled

ou based on the 111tu111nno11 you supplied dur

ur 1dc11rm and complete th
are listed i the table below:

Have them ver:
forms of identi;

You must provide one (1) unexpired document from List A and one (1) additional unexpired
document from List B.

List A - Primary Photo ID List B - Secondary ID

nse or ID card 1ssued by a state or outly
of the US

U.S. Passport or U.S. Passport Card
U.S. Military ID

U.S. Permanent Resident Card

U.S. Employment Authorization Card




Step 6: Send Documentation to CDC

O When sending the identity verification form to CDC, two forms of ID must be
presented; one unexpired document from List A and one additional unexpired
document from List B

List A - Primary Photo ID List B - Secondary ID

Driver's license or ID card issued bv a state or outlving possession of the US Driver's license or ID card issued bv a state or outlving possession of the US

U.S. Passport or U.S. Passport Card U.S. Passport or U.S. Passport Card
U.S. Military ID U.S. Military ID
U.S. Permanent Resident Card U.S. Permanent Resident Card
U.S. Employment Authorization Card U.S. Employment Authorization Card
Employee ID Card issued by vour organization that includes
- Your name
- Your organization name
- Your photo

State-issued Voter ID or Registration Card

Certification of Birth Abroad issued by the U.S. Department of State

Original or Certified copy of birth certificate issued by state, county, municipal authority, or territory of the U.S_ bearing an official seal

O Digitally upload, fax, or mail the endorsed identity verification form, copy of
identification provided (e.g., drivers license), and copies of any supporting
documentation to CDC proofing authority

O Fax: Toll Free Number: 877-681-2899

O Mail: Centers for Disease Control, Attn: Proofing Authority
1600 Clifton Road N.E. Mailstop K-94
Atlanta, GA 30333

*You have 60—days from receiving the email to complete and submit the ID verification
application to the CDC proofing authority



TIPS

O The most efficient method to send the endorsed identity verification form,
copy of identification provided (e.g., drivers license), and copies of supporting
documentation to CDC proofing authority is by digital upload. Instructions

for uploading documents is in the SAMS confirmation e-mail.

Q If faxing or mailing documents, it is recommended that you contact SAMS help

desk to verity the receipt and readability of submitted documents.




Step 7: After Submitting Proofing Documents,
You Will be Notified Electronically by E-mail
and by Mail When Approved

Identify Verification may take
anywhere between 2 to 4 weeks

NOTE: If you failed to submit your application within 60-days, then you will be removed

from the process. You will not receive a notification if you are removed in 60 days




Step 8: After Submitting Proofing Documents,
You Will Notified by E-mail When Approved

From: Sams-No-Reply (CDC)

A Sent: Tuesday, November 26, 2013 7:55 AM
To: New User
Subject: U.S. Centers for Disease Control: SAMS Partner Portal - SAMS Account Activation

Welcome!

Your access to the SAMS Partner Portal has been approved. Inside this site you'll find links that provide
access to applications and information designed to assist you in the performance of your role in Public

Health.

The
From: Sams-No-Reply (CDC)

Wi Sent: Tuesday, November 26, 2013 7:55 AM
1¢ To: New User

Subject: U.S. Centers for Disease Control: SAMS Partner Portal - SAMS Activity Authorization
Welcome!

. . . You have been authorized for access to:
You will receive two emails t t

« National Healthcare Safety Network System: NHSN Reporting

upon approval:

You can reach the activity home page directly by clicking https://nhs .gov/nhsn/.

1 Welcome tO SAMS pOI'tal You may also access this activity through the SAMS Partner Portal by clicking here.

When prompted. please enter your SAMS account User Name and Password. Then click the Login

2. Welcome to NHSN . OO

If you've forgotten your password, you may reset it by following the 'Forgotten Password' link on the
SAMS Portal log in page.

***Nore: In order to access the SAMS Partner Portal. your browser must be configured to use TLS 1.0
encryption. If your computer is not configured for TLS, or if you are unsure, please contact your local IT
System Administrator for assistance.

Thank you.

The SAMS Team




Step 8 Continued...

| Approximately 1-2 weeks After
7 Recelving Approval E-mails, You Will
Receive Confirmation and SAMS Grid
Card Via US Postal Service (To Your Home
Address)

SAMS Grid Card Credentials

Note: If you do not receive your SAMS grid card within two weeks after receiving your
SAMS email approval, contact samshelp@cdc.gov or toll-free at 877-681-2901 for

| assistance.




Use your SAMS grid card credentials to
access the NHSN application

Secure access manaqement services
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SAMS registration: Key Points To Remember

O Email is sent from SAMS—NO—Reply (CDC). This is a valid and official email from CDC.
Please do not delete thinking this is spam.

" Check your spam email folder if you haven’t received the email invitation.

O Thereis a 30—day SAMS registration window. A reminder is sent on the 15% and the 25%
day. After 30 days you will be removed and will have to be invited again.

O Itis very important to complete the SAMS registration fields exactly as the information
appears on the form of ID you intend to use
" Failure to do so may result in:
* Requests for more information or clarification

* Approval not being granted
O You will have 60 days to complete ID verification and send all required identity

verification documents to the CDC

" If you have not received any information about your identity review after 14 days,

contact the SAMS Help Desk: Email: samshelp@cdc. gov or Toll-free: 877-681-2901



mailto:samshelp@cdc.gov

Tips

1 Do not use the browser’s Back button. Always use the buttons
provided on a page or use the navigation bar on the left to move
around within the NHSN web pages.

d When you arrive at the SAMS website, you may want to bookmark
the page, either individually or in a special NHSN bookmark folder.

d As you go through the enrollment process, set-up task reminders in
Outlook to stay on track. Use the NHSN Facility Enrollment and Set-Up
for Long-term Care Facilities Weekly Tasks document as a guide.

[ Store e-mails from NHSN in a folder in Outlook or your computer for

easy aCCCSS.




Where can I find more information about
NHSN Enrollment and Tracking Infections in
Long-term Care Facilities?

National Healthcare Safety Network (NHSN)

NHSN Login

o Email questions to the NHSN
— —— Helpdesk: nhsn@cdc.gov

Facilities

Ambulatory Surgery Centers
ctions, they can identify problems and track
Acute Care progre 3 ping infections. On the al le tered into NHSN

Hospitals/Facilities —
clated infection goals

T S V"W 0 Tracking Infections in LTCFs:

onic care facilties, and assisted living and resicential
Long-term Care Facilities

| . http://www.cdc.gov/nhsn/ltc/index.html

MDRO/C.Diff - Surveillance for C. difficile, MRSA, and Report Prevention Process Measures - Hand

other Drug-resistant Infections Hygiene, Gloves and Gown Adherence

Personnel Exposure * Trinkng

R B R E ' | O LTCF enrollment

Personnel Vaccnation
upport Materials

e ‘ http://www.cdc.gov/nhsn/ltc/enroll.html

Inpatient Rehabilitation
Facilities

. ._ o LTCF Training Resources

Facilties
* Protocol

MDRO &CDI LablD Event + Forms

s O ' < | http://www.cdc.gov/nhsn/training/Itc/in

VAE Calculator

FAQs about HCP Influ d eX L] h t m I

Vaccination Summary
Reportingin NHSN

Group Users

UTI - Report Urinary Tract Infections

oalysis Resources

+ Training

* Prot


mailto:nhsn@cdc.gov
http://www.cdc.gov/nhsn/ltc/index.html
http://www.cdc.gov/nhsn/ltc/enroll.html
http://www.cdc.gov/nhsn/training/ltc/index.html
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