How to Add a New User in NHSN

Purpose of Document:

The purpose of this guidance document is to assist facilities with adding users in the CDC’s National
Healthcare Safety Network (NHSN). Facilities are strongly encouraged to have more than one NHSN user
who can view, enter, and analyze data. This will help prevent loss of NHSN access in the event of staff

turnover.
To Add Users:

1. The NHSN Facility Administrator will log into SAMS at https://sams.cdc.gov/ to access NHSN.

2. On the left-hand navigation panel of the NHSN homepage - near the bottom of the screen, select >
Users>>Add.

Analysis »

Facility »

3. When the Add User screen appears, complete all the required fields marked with *.
a. Create a username (ex. first initial and last name - ASmith)
e Can have up to 32 characters or numbers
e Cannot be an email address
e Cannot contain any special characters (i.e. %, $,&, etc.)

* The NHSN User ID is a unique identifier used to identify users in the NHSN application,
that is created by the NHSN Facility Administrator.*

b. The email address entered must be the same one used to request their SAMS invitation.
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https://sams.cdc.gov/

\k» Add User

Mandatory fields marked with *

User ID *: | Up to 32 letters and/or numbers, no spaces or special characters

prefx: |
N —
Middle Name:
LastMame *:| |

Title :| |
User Active

User Type: v

Antimicrobial Use Option Contact: [0 Yes
Antimicrobial Resistance Option Contact: [ ves

A —
Fax Mumber:

E-mail Address *

Address, line 1 :|
Address, line 2:|
Address, line 3:
City <[
State:| "
County:
Zip Code :I:l
Home Phone Mumber : l:l
O

4. Click “Save” to create the user.
—/ Save

5. Once the user has been created, you must assign user rights by selecting the access boxes and
click “Save”.

\2:-; Add User Rights

UUser WITTE (ID 704315) saved successfully. Please add rights for the new user.

User ID: WITTE (ID 704315)

Fac: Decennial Medical Center P8

Facility List:

Rights Patient Safety
Administrator
All Rights
Analyze Data
Add, Edit, Delete
View Data
Staff/Visitor - Add, Edit. Delete
Staff/Visitor - View

Customize Rights ]
Effective Rights Back

ooooo
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The newly added user will receive two emails containing instructions to complete SAMS registration and NHSN
enrollment. Examples are provided below. *The email address used to register for SAMS must be the same
email address as the one entered in step 3.

e After a new user is added to an enrolled facility, NHSN will send the “Welcome to NHSN!” email
(screenshot below) that will have instructions for accessing the NHSN Facility/Group
Administrator Rules of Behavior.

Welcome to the National Healthcare Safety Metwork (NHSN)!
You have been added as the type of user indicated for the following facility or Group:
Facility or Group Name: Decennial Medical Center
User Type:
In order to participate as an NHSN user, you must agree to follow the rules of behavior for safeguarding the system’s security. Click on the URL below to read and

indicate your agreement to abide by the rules.
https://nhsn.cdc.gov/RegistrationForm/User.jsp?user email=emilyelissawitt@gmail.com

Once you have agreed to the Rules of Behavior, you will need to register with the Centers for Disease Control and Prevention’s (CDC) Secure Access Management System
(SAMS) and submit documentation for identity proofing. SAMS is a web portal designed to provide centralized access to public health information and computer
applications operated by the CDC.

If you are already an active NHSN user, you may disregard the instructions in this email. Log in to the Secure Access Management System (SAMS) and access NHSN
Reporting.

If you have already completed the SAMS process for another CDC application but you have not previously had access to NHSN, please contact nhsn@cdc.gov and indicate
that you need the NHSN Reporting Activity in SAMS.

For questions regarding NHSN, please email nhsn@cdc.gov.

Additional NHSN information is also available at http://www.cdc.gov/nhsn.
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Once the newly added user selects the link in th

e email, they will receive the agreement to

review NHSN “Rules of Behavior” (screenshot below):

Facility/Group Administrator Rules of Behavior
In order to participate in the NHSN |, you must read and agree o abide by the following rules of

behavior rding the system's secunty. Scroll throug

Aagree or Do Not Agree button. To print a copy of the rules, click on the Print button.

h the: document below and click on

Introduction
] Safsty 1SM system ofthe C for Disease
Control {COC). allows ies bo enler data
safely. such as use and
. " - Sl mo and vaccinaions.
NHEN provides iz tools orts g data (reparts aboui
comparisons. alc) NHSN also provides Bnks io bast
ana learmad.
MHEM proceccos and Storos 4 vanety of data that provid
This zed diach or
maodilication anit These AEmRules
of Behawiors€ apply to all users of the NHSN web-basad computer system.
Purpose v
Rules of Behavior h

wwARENIRCY

This is @ U5, Sovmemant Compier SySiasm, wich may b Socescec S wsed ooy for official govemm-
trsine by avinurised proenna. Unouinosioed aouss & uss may mGied violales e gimin="

Formanzn e e

https://nhsn.cdc.gov/RegistrationForm/index

After the new user “Agree” to accept the NHSN

Rules of Behavior, the user should allow 3

business days to receive the “Invitation to Register with SAMS” from SAMS-no-reply (screenshot

below) email:

From: sams-a0-seply @ede gov <sateno-reply Bede. gove
Seot: Tuesday, May 5, 2000 11:17 PM

To:

Subject: U 5. Centers for Disease Control: SAMS Partner Portal - Inviaticn to Register
Hello.

‘You luate beea invited 1o registes with the SAMS Public Health Partaer Portal, This invitation

was requested for you 3 Youto access
the foliowing CDC computer applicasionts):

+ National Healthcare Safety Network: NHSN LTC Reporting

A y you A link
passuveed ase provided below. This invitation is valid for 30 days.

SAMS Partaer Portal Registratioa
Regisuation consiss of the folloving steps:
1. Oaline Registation
2. Memtity Verification (if required for your application)
3. Access Agproval

: the SA
available before you begin

+ Your home address - This must match the documenration you iatend to use for proafing
ifagplicable.

« Yous organization / employer 3ad theic 3ddeess

+ Yous telephone rumber

P or the regis . please
contact our Hielp Desk for assistance or e 10 the SAMS Uses FAQ,

Thark you,

The SAMS Team

To repister with the SAMS Partmr Poral please click the following link or ot and paste it nto
Yo beowser

it e ek povizan index jeptask

When prosupted, please eater
« YourEmail User Name: |
- Temporary Passuord - |

a0 chick the Logen bunces.

***Note: In ordkee 10 3ccess the SAMS Parmer Portal, your brovwser amust be configured 10 use

TLS 1.0 encryption. If yous computer is not confighred for TLS, ex if you re unsure, please
coatact your lecal IT System Aduministrator for assistance.

For more lease see the SAMS bere, o contact the
SAMS Help Desk between the hours of $:00 AM and 6:00 PM EST Meaday through Friday
(excluding U 5. Federal bolidays) at the following

Toll Free: (877) 681-2001
Esmail: gonshelpBede gov

***Nog: This ewail has
EMAIL Please dieeet

becu semt from an wnmonitored mailbox. DO NOT REPLY T0 THIS
all inquiries fo the Help Desk as lsted above.

(The HTML versicn of the emil body has béen attached 10 the comespondence as 20 attachasent
aied A ipton bl

The added user must read the email and follow the instructions in its entirety to ensure completion of
process to access NHSN.
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Important Notes:

If you have specific questions regarding “adding additional users” please submit email to the NHSN Helpdesk:
NHSN@cdc.gov with “Adding Additional Users” in the subject line.

If assistance is needed with SAMS: samshelp@cdc.gov

If your facility is without an NHSN Facility Administrator or any NHSN users, please visit
https://www.cdc.gov/nhsn/facadmin/index.html to reassign the role to a different user.
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