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Managing Users
® Add a user
® Remove a user
® Assign user rights
® Reassign users
® NHSN enrollment
® SAMS registration

How To Guides

Activating Components
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® Assign a POC
® NHSN Agreement to
Participate & Consent

® Remove a component

Creating Groups

® Nominate a group

® Assign Group Admin.

® Add group users

® Assign user rights

® Password to join group
® Set up group rights

® Track membership

Joining Groups
® Invite member facilities
¢ Join a group
® Conferrights
® Accept rights

® Review rights






Add a user

The NHSN Facility Administrator can log into SAMS at https://sams.cdc.gov/ to access NHSN.
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https://sams.cdc.gov/

Add a user
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Remove a user

The NHSN Facility Administrator can remove users that are no longer with the facility or serving in the role.
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/1. On the left navigation menu of the NHSN homepage, select
Users. This page will display all existing facility users.

2. To remove a user, search for the desired person based on their
identifiers (email, name, user ID, etc.) and select the checkbox next

to their email.

Q. Click Deactivate.




Assign user rights

Once a user has been created, you must assign user rights.
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Assign user rights

Once a user has been created, you must assign user rights.
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When the Edit User screen appears, click Change Rights in the upper right-hand corner.




Assign user rights
The NHSN Facility Administrator can assign user(s) certain rights within NHSN.
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Reassign users
The NHSN Facility Administrator can reassign user(s) within NHSN.

ZINHSN
| HEALTHCARE
¥ NETWORK

TEST MEMORIAL HOSPITAL (12345)

& TEST@CDC.GOV

@ Biovigilance

4 Alerts Facility Back
B survey | | .
i Adverse Reaction ‘ © Mandatory fields marked withs ,IContact Informationl
o petients Basic Facility Information Audrey Smith
2| Users & Karl Landsteiner
O Locations Facility Name™* Facility ID ';f&%&?gﬁov
|7} Customize Forms TEST MEMORIAL HOSPITAL 12345 Facility Administrator
fZB Facility Info
2 Grous 1. On the left navigation menu of the NHSN homepage, & Audrey Smith
1 select Facility Info. AUSHECDCGOV
4 Logout 2. When the Facility screen appears, under the Contact B?il‘:t: 2
« Information section on the right side, click Reassign o
\_ for the individual of interest. )

& Charles Drew

10




Reassign users

The NHSN Facility Administrator can assign users certain rights within NHSN.
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(1. When the Users screen appears, a list of all registered users at

the facility will populate. Search for the desired new user based
on their identifiers (hame, user ID, email, etc.). Select the check
box next to the user’'s name.

\2. Click Reassign User. )

2 Reassign User Cancel

Confirm

Tip: A confirmation notice will appear if
the selected user’s record isn't complete.
Select Yes OR No to complete the user’s
ves No record.

The selected user record isn't complete. Please complete the record before reassigning the contact and click Save. Do you want to complete the record now?




Reassign users

When the Edit User screen appears, complete all the required fields marked with *.

Y
1 UserID:  JODO Click to copy mailing address from the facility

Address, line 1:
E-mail Address:  JODO@CDC.GOV

Address, line 2:
Contact Type: BV - Biovigilance Contact ¥

Address, line 3:
First Name:  John

City:
Middle Name:
State: v
Last Name: Doe
Zip Code:
Title:
Zip Code Ext:

Phone Number: | (770) 987-6543

Fax Number:

~

If Yes was selected on the confirmation notice to complete
the user’s record, then the Edit User screen will appear.
Complete all the fields.

2. Click Save in the lower right-hand corner.

(1

Save Cancel
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NHSN Enroliment

Welcome to the National Healthcare Safety Network (NHSN)!
You have been added as the type of user indicated for the following facility or Group:

Facility or Group Name: Decennial Medical Center

User Type:

In erder to participate as an NHSN user, you must agree to follow the rules of behavior for safeguarding the system's security. Click on the URL below to read and
indicate your agreement to abide by the rules,
https://nhsn. cdc.gov/RegistrationFor

User.jsp?user_email=testperson

Once you have agreed to the Rules of Behavior, you will need to egister with the Centers for Disease Control and Prevention’s (CDC) Secure Access Management System
(SAMS) and submit documentation for identity proofing. SAMS i a web portal designed to provide centralized access to public health information and computer
applications operated by the CDC.

If you are already an active NHSN user, you may disregard the in tructions in this email. Log in to the Secure Access Management System (SAMS) and access NHSN
Reporting.

If you have already completed the SAMS process for another CO| application but you have not previously had access to NHSN, please contact nhsn@cde gov and indicate
that you need the NHSN Reporting Activity in SAMS.

For questions regarding NHSN, please email nhsn @cdc.gov.

Additional NHSN information is also available at http://www.cdc.gov/nhsn.

Tip: The email address used to register for SAMS must be the same one used to register the user within NHSN.

Newly added users will receive two emails containing instructions to complete NHSN enrollment & SAMS registration.

(After a new user is added to an \
enrolled facility, NHSN will send
the “Welcome to NHSN” email that

will have instructions for accessing
the NHSN Facility/ Group

\Administrator “Rules of Behavior.” /

(Once the user selects the link in
the email, they will receive the
agreement to review NHSN

\. Rules of Behavior.” Click Agree.
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SAMS Registration

Newly added users will receive two emails containing instructions to complete NHSN enrollment & SAMS Registration.
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Tip: The added user must read the email and follow the instructions in its entirety to ensure completion of process to access NHSN.




RESOURCES

The following resources are available to provide additional guidance, support, and
assistance related to the Hemovigilance Module. These services are designed to
help users access reliable information, professional advice, and ongoing support

when needed.
e Secure Access Management Service (SAMS)
* NHSN Websites
o NHSN | CDC
o Newsletters | NHSN | CDC

o FAQs About Agreement to Participate and Consent | NHSN | CDC
« NHSN Hemovigilance Websites

o Hemovigilance Module| BV | NHSN | CDC

o BV Roadmap | NHSN Roadmap | NHSN | CDC

o Biovigilance Component (BV) Training | NHSN | CDC
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https://sams.cdc.gov/samsportal/default.aspx
https://sams.cdc.gov/samsportal/default.aspx
https://www.cdc.gov/nhsn/index.html
https://www.cdc.gov/nhsn/index.html
https://www.cdc.gov/nhsn/newsletters/index.html
https://www.cdc.gov/nhsn/newsletters/index.html
https://www.cdc.gov/nhsn/about-nhsn/faq-agreement-to-participate.html#q1
https://www.cdc.gov/nhsn/about-nhsn/faq-agreement-to-participate.html#q1
https://www.cdc.gov/nhsn/biovigilance/blood-safety/index.html?CDC_AA_refVal=https%3A%2F%2Fwww.cdc.gov%2Fnhsn%2Facute-care-hospital%2Fbio-hemo%2Findex.html
https://www.cdc.gov/nhsn/biovigilance/blood-safety/index.html?CDC_AA_refVal=https%3A%2F%2Fwww.cdc.gov%2Fnhsn%2Facute-care-hospital%2Fbio-hemo%2Findex.html
https://www.cdc.gov/nhsn/training/roadmap/bv-roadmap.html
https://www.cdc.gov/nhsn/training/roadmap/bv-roadmap.html
https://www.cdc.gov/nhsn/training/biovigilance/index.html
https://www.cdc.gov/nhsn/training/biovigilance/index.html

Want more information?

Email our team directly at Hemovigilance@cdc.gov.

For more information, contact CDC
1-800-CDC-INFO (232-46306)

TTY: 1-888-232-6348 https://www.cdc.gov/
Follow us on social @CDCgov

The findings and conclusions in this report are those of the authors and
do not necessarily represent the official position of the U. S. Centers for
Disease Control and Prevention.
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