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How To Guides

Managing Users

• Add a user

• Remove a user

• Assign user rights

• Reassign users

• NHSN enrollment

• SAMS registration 
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Activating Components

• Add a component

• Assign a POC

• NHSN Agreement to 

Participate & Consent

• Remove a component

Creating Groups

• Nominate a group

• Assign Group Admin.

• Add group users

• Assign user rights

• Password to join group

• Set up group rights 

• Track membership

Joining Groups

• Invite member facilities

• Join a group

• Confer rights

• Accept rights

• Review rights



Joining
Groups
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Inviting member facilities

You can add callout information 
in additional text boxes.
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• After creating the rights 
template, the Group 
Administrator will contact 
potential member facilities by 
email with an invitation to join 
the Group.
o The invitation MUST include 

the Group’s NHSN ID and 
Joining Password.

• The Group Administrator may 
wish to include with the 
invitation a summary and 
reasoning for the data elements 
on the rights template.

• The Group Administrator may 
also wish to include any helpful 
information regarding data use 
and security.



Join A Group
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After receiving the Group invitation, an administrative-level user can add their facility to the Group.

1

2

20026 John Doe 800-122-3334Fake test group

AI test group 10001 Jane Doe 800-988-7776JADO@CDC.GOV

JODO@CDC.GOV

1.     On the left-hand navigation panel of the NHSN homepage, 
        select Groups. This page will display all existing groups 
        within NHSN.

2.     To join a group, click Join Group in the upper right-hand 
        corner.



Join A Group

You can add callout information 
in additional text boxes.
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1.   Enter the Group 
      NHSN ID and the 
      Group’s Joining 
      Password.

2.   Click Join Group.

2

1



Confer rights
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After a facility successfully joins a Group, the Group’s template of rights will appear.

1.   On the left navigation menu of the NHSN 
      homepage, select Alerts. This page will display 
      all current action items.

2.   To accept a Group’s template of rights (confer 
      rights), click Go under Confer Rights.



Confer rights
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Risk Reduction 
Roundtable

Health Hackers 
Intelligence Unit

The PPE Posse

Data In Action

The Pathogen Patrol

BioWatch Brigade

Germbusters 
Surveillance Taskforce

770-916-1234UNKN@CDC.GOV

When the Confer Rights Not Accepted List screen 
appears, select the hyperlinked Group ID of the desired 
group that rights should be conferred to.

404-981-6543

678-636-0092

470-206-5714

GERM@CDC.GOV

PPEP@CDC.GOV

DAIA@CDC.GOV



Accept rights
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After a facility successfully joins a Group, the Group’s template of rights will appear.

1.    When the Confer Rights screen appears, 
        select the check box(es) next to the desired 
        rights for the Patient View Options and 
        Basic Data Visibility. 
2.    Click Accept.

1

Practice Test Group



Review rights
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After a facility successfully joins a Group, the Group’s template of rights will appear.

Click Review to view the current rights a facility 
has confered before accepting new rights. 



R ESO U RC ES
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• Secure Access Management Service (SAMS)
• NHSN Websites

o NHSN | CDC
o Newsletters | NHSN | CDC
o FAQs About Agreement to Participate and Consent | NHSN | CDC   

• NHSN Hemovigilance Websites
o Hemovigilance Module| BV | NHSN | CDC
o BV Roadmap | NHSN Roadmap | NHSN | CDC
o Biovigilance Component (BV) Training | NHSN | CDC 

The following resources are available to provide additional guidance, support, and 
assistance related to the Hemovigilance Module. These services are designed to 
help users access reliable information, professional advice, and ongoing support 
when needed. 

https://sams.cdc.gov/samsportal/default.aspx
https://sams.cdc.gov/samsportal/default.aspx
https://www.cdc.gov/nhsn/index.html
https://www.cdc.gov/nhsn/index.html
https://www.cdc.gov/nhsn/newsletters/index.html
https://www.cdc.gov/nhsn/newsletters/index.html
https://www.cdc.gov/nhsn/about-nhsn/faq-agreement-to-participate.html#q1
https://www.cdc.gov/nhsn/about-nhsn/faq-agreement-to-participate.html#q1
https://www.cdc.gov/nhsn/biovigilance/blood-safety/index.html?CDC_AA_refVal=https%3A%2F%2Fwww.cdc.gov%2Fnhsn%2Facute-care-hospital%2Fbio-hemo%2Findex.html
https://www.cdc.gov/nhsn/biovigilance/blood-safety/index.html?CDC_AA_refVal=https%3A%2F%2Fwww.cdc.gov%2Fnhsn%2Facute-care-hospital%2Fbio-hemo%2Findex.html
https://www.cdc.gov/nhsn/training/roadmap/bv-roadmap.html
https://www.cdc.gov/nhsn/training/roadmap/bv-roadmap.html
https://www.cdc.gov/nhsn/training/biovigilance/index.html
https://www.cdc.gov/nhsn/training/biovigilance/index.html


https://www.cdc.gov/

For more information, contact CDC
1-800-CDC-INFO (232-4636)
TTY:  1-888-232-6348  https://www.cdc.gov/
Follow us on social @CDCgov

The findings and conclusions in this report are those of the authors and 
do not necessarily represent the official position of the U. S. Centers for 
Disease Control and Prevention.

Want more information?

Email our team directly at Hemovigilance@cdc.gov.  

https://www.cdc.gov/
mailto:Hemovigilance@cdc.gov
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