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Step 1. Receive Email from NHSN 

 

 
Once an NHSN Facility Administrator has nominated you as a Group Administrator in 
NHSN, you will receive the following email: 

 
You have been designated as the Group Administrator for the following NHSN 
group. 

 
Group Name: 
Group ID:  
Group Type: 

 
This group nomination was performed 

by 
 

Name: 
Phone: 

 
In order to participate as a Group Administrator in NHSN, you must agree to follow the rules of 
behavior for safeguarding the system’s security. Click on the URL below to read and indicate your 
agreement to abide by the rules. 
 
http://nhsn.cdc.gov/RegistrationForm/GroupAdmin.jsp?ga_email=you@company.com 
 
Once you have agreed to the Rules of Behavior, you will need to register with the Centers for 
Disease Control and Prevention’s (CDC) Secure Access Management System (SAMS) and submit 
documentation for identity proofing. SAMS is a web portal designed to provide centralized access to 
public health information and computer applications operated by the CDC. 
 
If you are already an active NHSN user, you may disregard the instructions in this email. Log in to 
the Secure Access Management System (SAMS) and access NHSN Reporting. 
 
If you have already completed the SAMS process for another CDC application but you have not 
previously had access to NHSN, please contact nhsn@cdc.gov and indicate that you need the NHSN 
Reporting Activity in SAMS. 
 
For questions regarding NHSN, please email nhsn@cdc.gov. 
 
Additional NHSN information is also available at http://www.cdc.gov/nhsn. 
 
 
 

  

http://nhsn.cdc.gov/RegistrationForm/GroupAdmin.jsp?ga_email=you@company.com
http://www.cdc.gov/nhsn
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Step 2. Read the NHSN Rules of Behavior 

 
The next step in the NHSN Group Administrator Start-up is for the Group Administrator to 
access and read the NHSN Facility/Group Administrator Rules of Behavior following the link 
provided in the email. 

 
 
A copy of the NHSN Rules of Behavior may be printed by clicking the NHSN Group Admin 
ROB (SAMS) link at the bottom of the screen. 
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To indicate agreement with the terms and conditions as stated in the NHSN Rules of Behavior, 
click Agree. Otherwise, click Do Not Agree and discontinue the process. If you click Agree, 
you will be asked to enter a training completion date: 
 
 

 
 

 
NOTE: If you have participated in a face-to-face NHSN training session endorsed by the CDC 
(i.e., from State groups or CDC day training), we recommend that you also review our training 
sessions, especially for those protocols and topics which may not have been covered during 
CDC-endorsed trainings. When registering as a user of NHSN, you may enter the date of the 
CDC-endorsed training you attended as the training completion date. 
 
NOTE: If you have registered with SAMS, you may skip to Step 4. Otherwise, continue on to 
Step 3. 
 
 

  



 

  Updated: 03/25/2015 6 
 
 

 
Step 3. Register with SAMS 

 
After CDC receives your completed registration, you will receive an email similar to the 
following: 
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• In the Invitation to Register email you received, click the link to SAMS, or cut and paste 

the following link into your browser: 
https://sams.cdc.gov/idm/SAMS/ca/index.jsp?task.tag=SAMSRegistration 
 
The screen shown below displays: 
 

 
 

• On the Log In screen, enter the user name and password provided in the email, and click the 
Login button.  The SAMS Rules of Behavior screen displays. 
 

• Read the SAMS Rules of Behavior and click the Accept button. 
  

https://sams.cdc.gov/idm/SAMS/ca/index.jsp?task.tag=SAMSRegistration
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The SAMS registration page displays. 
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• Enter information in the fields displayed.  Fields marked with an asterisk are required. 

 
• Change your password.  Ensure that your password meets the requirements displayed on 

the screen. 
 

• In the Question section, select a question from the list displayed in line 1. 
 

• In the Answer section in line 1, type your answer to the question you selected. 
 

• Repeat steps 6 and 7 until all five questions are answered.  
Note: Be sure that the questions you select have answers you are sure to remember. 
 

• Click the Submit button to complete your registration.  The registration confirmation 
message displays. 

 

 
 
• Click the OK button to acknowledge the message and display the screen below.  Notice 

that no tasks appear in the left-hand portion of the screen.  Once you have registered, you 
cannot perform any tasks in SAMS until you are approved for an activity. 
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• Click the Logout link. 

 
• Follow the Identity Verification instructions included in the SAMS Registration Email 

Notification.  
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Step 4. Begin Using the NHSN Reporting Application  
 
Once you have successfully registered with SAMS and provided your identify verification 
documentation, you will receive an email indicating your registration is approved.  You can 
then access NHSN by going to the SAMS website at https://sams.cdc.gov.  You will also 
receive your SAMS Grid Card Credentials by U.S. mail at the address provided during 
registration. 
 

NOTE: You are given the option of logging in with only a Username and 
Password. If you choose this method, the system will grant Level 2 access. In order 
to log in with the Level 3 access required to utilize NHSN, you must log in using 
your SAMS Grid Card Credentials. 

 
REMEMBER: You must use Internet Explorer when accessing NHSN. 

 
When you arrive at the SAMS website, you may want to bookmark the page, either individually 
or in a special NHSN bookmark folder.  If you are unsure how to bookmark a web page, please 
contact your IT department for assistance. 
 
• Enter your user name, password and the requested grid card information and click Log In. 
 
• You will then be brought to the SAMS homepage.  In the middle of the page, you should see 

a link to the National Healthcare Safety Network labeled NHSN Reporting. 
 

       
 
• Clicking on the NHSN Reporting link will take you to the NHSN Landing page.    

https://sams.cdc.gov/
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• On the NHSN Landing page, select your Group, select “All Facilities”, and click Submit. 
 

       
 
• Once on the NHSN Home page, go to the navigation bar on the left and select Group. From 

the menu that appears, select Joining Password. You will be taken to the Memberships 
page: 
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• The joining password can be any combination of 10 letters and/or numbers. Enter the 

joining password twice and click Set Password. Once the password is set, it is the 
responsibility of the Group Administrator to distribute the group ID (a 5-digit number 
assigned by NHSN) and the group joining password to potential member facilities. NOTE: 
In order for a facility to join a group, it must be a member of NHSN first. 

 
• At this point, the group administrator can refer to the “Guide to Setting Up the Confer 

Rights Template” found on the NHSN website at http://www.cdc.gov/nhsn/group-
users/index.html for help creating a template. 

 
• The administrator can also add users at the group level, by clicking Users > Add.  as well 

as verify that the Group Contact information is by clicking Group > Edit Group Info. 
 

       
  

http://www.cdc.gov/nhsn/group-users/index.html
http://www.cdc.gov/nhsn/group-users/index.html
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• The administrator can verify that the Group Contact information is by clicking Group > 

Edit Group Info. 
 

       
 
If you have any questions, please contact NHSN at:  
 
Email address: nhsn@cdc.gov 
 
Website: http://www.cdc.gov/nhsn 
 

mailto:nhsn@cdc.gov
http://www.cdc.gov/nhsn

