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Presenter
Presentation Notes
Welcome to the Biovigilance Component, Hemovigilance Module, Data Sharing in NHSN – Creating and Maintaining a Group training session. 



Objectives

0 Describe the Group function
0 Outline the steps in creating a Group
0 Describe how to maintain a Group
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Presentation Notes
The objectives of this session are to describe the Group function in NHSN, outline the steps in creating a Group, and describe how to maintain a Group.


Data Sharing in NHSN

Only healthcare facilities can enter data into NHSN, but
facilities in NHSN may choose to share all or some of
their data with organizations using the Group function.

Healthcare facilities may join multiple Groups in NHSN.
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Presentation Notes
Only healthcare facilities can enter data into NHSN, but facilities in NHSN may choose to share all or some of their data with organizations using the Group function. Healthcare facilities may also join multiple Groups in NHSN.


A Group is a collection of facilities in NHSN that have
agreed to share specified data with other organizations.
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Presentation Notes
A Group is a collection of facilities in NHSN that have agreed to share specified data with other organizations.


What Kind of Organizations can Maintain a
Group in NHSN?

0 Any organization can maintain a Group in NHSN.
= State health departments
= Hospital systems
= Quality improvement organizations
= Patient safety organizations
= Federal agencies
= Blood collectors

0 Organizations can have more than one Group in NHSN.
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Presentation Notes
Any organization can maintain a Group (for example, state health departments, hospital systems, quality improvement organizations, patient safety organizations, federal agencies, and blood collectors) and can have more than one Group in NHSN. 


Who Has Access to the Group Function?

0 On the Facility Side:

= Only users with Administrator rights can nominate, join, leave, or
confer rights to a Group.

= All other facility users do not have rights to the Group function.

0 On the Group Side:

= Group users with Administrator rights can add other Group users,
invite facilities to join the Group, and request access to data from
facilities.

= Group users without Administrator rights can only view and
analyze facility data.
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Presentation Notes
On the facility side, only users with Administrator rights can nominate, join, leave, or confer rights to a Group. All other facility users do not have rights to the Group function. On the group side, Group users with Administrator rights can add other Group users, invite facilities to join the Group, and request access to data from facilities. Group users without Administrator rights can only view and analyze facility data. 


What'’s the Difference Between a Facility User and
a Group User?

Facility Administrator Group Administrator
(GADMIN)*

(FADMIN)*

o EEN o
User* /\ User

User User*

A facility that joins a Group is not a Group user.

* Users with Administrator rights
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Facilities and Groups have their own set of users and administrators. A facility that joins a Group is not a Group user.  


Do Facilities have Access to Data from other
Facilities in the Group?

A facility that joins a Group does not have access to data
from other facilities in the group.
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A facility that joins a Group does not have access to data from other facilities in the group. 


What Level of Data can be Shared by Facilities to

Groups?

0 Groups can have access to aggregate data and record-
level data (i.e., forms entered into NHSN).

0 For example, a State Health Department can look at:
= AIITRALI or TACO from all facilities in the Group
= Al TRALI or TACO from Hospital A
= ATACO from a specific patient in Hospital A

Dept.

\State Epi

Group users:

(" State Health )

J

All Adverse
Reaction from
all hospltals Hospital A
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Groups can have access to aggregate data or individual forms that are entered into NHSN. 


Is Data Protected When Sharing with a Group?

Message from webpage

The decision to confer rights to a group is a decision made by a facility
% administrator. Existence of a group organization in NH5N should not

be construed as a recommmendation from CDC to join the group. CDC

cannot be held accountable for how group users use data access

granted to the group by a facility.

0 Data is NOT protected by CDC when sharing with a
Group.

0 Itis the responsibility of the Group to protect Group
data.

0 CDC cannot be held accountable for how a Group uses
a facility’s data.
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Data is not protected by CDC when sharing with Groups and it is the responsibility of the Group to protect Group data. CDC cannot be held accountable for how a Group uses a facility’s data. 


Who completes the step?
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How is a Group Created?

1.1dentify a GADMIN

Vv

2a.Seek a Nomination from a

2b. Nominating a Group

4

3.Read Rules of Behavior and
Obtain a Digital Certificate

VvV

4.Set a Joining Password

V

5.Create Define Rights Template

Vv

6. Invite Facilities to Join the Group
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This is the 6-step process for creating a Group in NHSN. 


Step 1 - Identify a GADMIN

0 The organization seeking to become a Group selects a
person to be the GADMIN.

= This person should be someone who will work regularly with the
facilities that join the Group and manage the Group’s users.

0 A Group can only have one GADMIN.

= The GADMIN can add other Group users and grant user rights
(including Administrator rights), invite facilities to join the Group,
and request access to data from facilities.

= The GADMIN role can be reassigned as needed.
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The organization seeking to become a Group selects a person to be the GADMIN. A Group can only have one GADMIN and should be a person who works regularly with the facilities that join the Group. The GADMIN can add other Group users and grant user rights, including Administrator rights. The GADMIN can invite facilities to join the Group and request access to data from facilities. The GADMIN role can be reassigned as needed by the current GADMIN.  



Step 1 - Identify a GADMIN

0 The GADMIN must read:
= The NHSN Group Administrator

Guide
o . . Nationa'l I-!ee_althcare Safety Network
= The Biovigilance Component Biovigilance Companent
. Surveillance Protocol
Surveillance Protocol

0 Both are available at
http://www.cdc.gov/nhsn/gr
oup-users/index.html

NHSN Group
Administrator Guide
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The GADMIN must read the NHSN Group Administrator Guide and the Biovigilance Component Manual. Both documents can be found on the NHSN website at http://www.cdc.gov/nhsn/group-users/index.html. 

http://www.cdc.gov/nhsn/group-users/index.html
http://www.cdc.gov/nhsn/group-users/index.html

Step 2a - Seek a Nomination from a Facility

0 The GADMIN contacts a facility current/y participating
in NHSN to nominate the Group.

= Only facility users with Administrator rights can nominate a Group.

0 The GADMIN provides the facility user with
Administrator rights with:

= the Group’s name and organization type
= the GADMIN’s contact information
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The GADMIN identifies a facility currently participating in NHSN and contacts the Facility Administrator or other user with Administrator rights to ask the facility to nominate the Group. The GADMIN provides the Facility Administrator with the Group’s name, type, and the GADMINs contact information. 


Step 2b - Nominating a Group

0 The Nominate Group page is completed by the facility.
= Only ONE facility should nominate the Group.
= The nominating facility does not automatically join the Group.

a0 A facility user with Administrator rights selects
“Group,” then “Nominate.”

el

Department of Health and Human Services

Centers for Disease Control and Prevention

‘8° NHSN Home
Alerts
Reporting Plan
Patient
Incident
Reaction
Summary Data
Analysis
sSurveys

Users

Facili

onfer Rights
1 Join
-

0qQ Ou

NHSHN - Mational Healthcare Safety Metwork (apt-v-nhsn-test:8081)
Logged into Hospital (ID 1 ,
Facility KW pital (ID 1097 i e BV compenent.

Nominate Group

Note: This form should be used for nominating organizations that serve as groups. If tH

system, check the Use Existing NHSN User option below. For that case you will be prog

If the proposed administrator does not already exist, check the Create New NHSN Use
that user along with the persons name, email address, and phone number.

Enter group data

Mandatory fields marked with *

Group Name™:

Type of Group™: HCSP - Healthcare system. Private, for profit

If group type is Other, enter type here:
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Next, the Facility Administrator logs into NHSN and begins the nominating process. It is important to note that the facility that nominates the Group does not automatically become a member of that Group and only one facility should nominate the Group. From the home page, the FADMIN will select Group from the left-hand navigation bar, then select Nominate.


Step 3 - Read Rules of Behavior and Obtain a
Digital Certificate

After the nomination has been submitted to NHSN, the
GADMIN will receive an“NHSN group nominated” email
containing information on:

sent: Thu
CEZID) (CTR)

Group information

Subject: NHSH §roup nominated
You have been fl=signated as the Group Administrator for the following NHSN group.
Group Name:
Group ID:
Group Tvpe:

This group nomination was performed by:

Name: Koo C

Rules of Behavior Phone: 404

1. In order to participate as a Group Administrator in the NHSN, yvou must agree to follow the rules of behavior for
safeguarding the system's security. Click on the URL below to read and indicate vour agreement to abide by the rules

http:/nhsn_cdc gov/RegistrationForm/GroupAdmin jsp?ga

9 C °Le Once vou have agreed to the rules of behavior, you will need to obtain and install a digital certificate onto the comput
Digital certificate * ;
[ ] [ ]
Instructions

use for connecting to the NHSN. If you already have a digital certificate, please follow the instructions in Step 2a of this email,
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After the nomination has been submitted to NHSN, the GADMIN will receive an email containing the Group’s 5-digit NHSN ID number. The email will also contain a link to obtain a digital certificate (only apply for one if the GADMIN is new to NHSN). 


Step 4 - Set a Joining Password

0 Once the GADMIN has obtained a digital certificate and
accessed NHSN, the GADMIN creates the joining
password.

= The joining password is case sensitive and special characters are
not recommended.

= The GADMIN can change the password at any time.
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Groups in NHSN are protected with a joining password that is controlled by the GADMIN. The joining password is case sensitive and special characters are not recommended.




Step 4 - Set a Joining Password

0 The GADMIN selects “Group,” then “Joining Password.”

0 Enter and verify the new password, then select “Set
Password.”

CDC Department of Health and Human Services
s Centers for Disease Control and Prevention

| NHSN Hom-

NHSN - National Healthcare Safety Network

--e’-- NHSN Home Logged into Koo's Test Group (ID 28553) as KWC,
All Facilities Selected.

Reporting Plan =
Incident Memberships
Reaction
Summary Data
Analysis
Surveys = |

||ii_ ii Mernber(s]

I Find Facility

-

I3 Joining Password Set joining password for this group

2 Evict Members
. MNew Password:
I Send Email W rassi
[0 Define Rights Verify New Password:
1 Rights Acceptance Report
Log Out

Facilities whose data can be accessed by this group

MHSM Test KWC Memorial (24976)
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From the home screen, the GADMIN selects Group from the left-hand navigation bar, then selects Joining Password. The GADMIN then enters and verifies the new password and selects Set Password. 



Step 5 - Create a Define Rights Template

0 GADMIN selects “Group,” then “Define Rights.”

0 The GADMIN uses the “Define Rights - Biovigilance”
screen to specify the data the Group is requesting.

)

Department of Health and Human Services

Centers for Disease Contrel and Prevention

‘§ NHSN Home
Reporting Plan
Incident
Reaction
Summary Data
Analysis
Surveys

ind Facility
I Edit Group Info
2 Joining Password
I Evict Members

MNH5HM - National Healthcare Safety Network | NHSM Home | My Info | Contact us | Help | Log Out

st Group (ID 28553) as KWC.

NHSN Biovigilance Component Home Page

Assurance of Confidentiality: The v
that would permit identifi o F
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Using the “Define Rights – Biovigilance” screen, the GADMIN specifies which facility-level data the Group is requesting access to. 


Step 5 - Create a Define Rights Template

/4

The“General” section of the “Define Rights -Biovigilance
page contains five options.

CDC Department of Health and Human Services
Virkrrde Centers for Disease Control and Prevention

NHSH - National Healthcare Safety Network (1SD-CLFT-NHSN1:8081) | NHSN Home | My Ir

a NHSN Home Logged into Alexis Test Group 2 (ID 10556) as KOO.

All Facilities Selected.

Reporting Plan Define Rights-Biovigilance

Incident
Reaction
Summary Data
Analysis
Surveys

Users

Group

I Please select the rights that facilities joining Alexis Test Group 2 will confer
Biovigilance

General
View Options

Find Facility Patient With All Identifiers

Edit Group Info @ Without Any Identifiers
Joining Password , . - -
Evict Members With Specified Identifiers Gender DOB Ethnicity

Send Email Monthly Reporting Plan
Define Rights
Rights Acceptance Repo

Log Out Data Analysis

Annual Hemovigilance Facility Survey

Facility Information
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Under the “General” section of the “Define Rights – Biovigilance” page, there are five selectable options; Patient, Monthly Reporting Plan, Annual Hemovigilance Facility Survey, Data Analysis, and Facility Information. 


Step 5 - Create a Define Rights Template

0 General section

= Patient - Three options for sharing patient information are
available:

* With All Identifiers — All patient information entered on the Adverse
Reaction form will be shared with the Group.

* Without Any Identifiers - None of the patient information entered on
the Adverse Reaction form will be shared with the Group (except the
underlying reason for transfusion).

» With Specified Identifiers — Only specified identifiers (gender, DOB,
Ethnicity, and Race) will be shared with the Group.

General

View Options

Patient With All Identifiers
@ Without Any Identifiers
With Specified Identifiers Gender DOB Ethnicity Race
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The Group can choose the types of patient-level data it would like access to. The three options are with all identifiers, without any identifiers, or with specified identifiers. 


Step 5 - Create a Define Rights Template

0 General section, cont.

= Monthly Reporting Plan - This option will share all reporting plans
with the Group.

= Annual Hemovigilance Facility Survey - This option will share all
surveys with the Group.

= Data Analysis — This option allows the Group to use the analysis
functions that are built into NHSN to view facilities data.

= Facility Information - This option will share all facility identifiers
found on the Facility Information screen (facility-side) with the
Group.
 Facility name, address, CCN, AHA ID, contact information, etc.

Monthly Reporting Plan

Annual Hemovigilance Facility
Survey

Data Analysis

Facility Information
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Checking the box for Monthly Reporting Plan and Annual Hemovigilance Facility Survey gives the Group access to those records. Checking the Data Analysis box allows Groups use the Analysis features on the Analysis tab. Checking the Facility Information box allows Groups to see information available on the Edit Facility Information page on the facility side.  


Step 5 - Create a Define Rights Template

0 Incident and Adverse Reactions

= This section allows Groups to request Incident and/or Adverse
Reaction records using the Event drop-down menu.

= All'Plan options will give Groups access to all records.’In’ Plan
options will allow Groups to specify time periods.

= Groups can add additional rows using the Add Row button.

Incidents and Adverse Reactions
Month Year Month Year Event

-

| Add Row || Clear All Rows | (Al
e —— Adverse Reaction
Incident

Summary Data for Events
P’ i aF " ‘ear
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The Incident and Adverse Reactions section gives Groups access to the incidents and adverse reactions records. Additional rows can be added using the Add Row button. 


Step 5 - Create a Define Rights Template

0 Summary Data for Events

= This section allows Groups to request Monthly Incident Summary
records.

0 Denominator Data for Events

= This section allows Groups to request Monthly Reporting
Denominators records.

ks,

Summary Data for Events
Plan Month Year Month Year

- - - to - L4

| AddRow || ClearAllRows |

Denominator Data for Events
Plan Month Year Month Year
o amn - to

|Addﬁuw || Clear All Rows |
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The Summary Data for Events allows Groups to request Monthly Incident Summary records. The Denominator Data for Events allows Groups to request Monthly Reporting Denominators records. Also, don’t forget to save the form before navigating away from the page. 


Example of a Define Rights Template

0 General Section

= Patient with all identifiers — All patient information entered on the
Adverse Reaction form by the facility will be shared with the
Group.

= Monthly Reporting Plan and Annual Facility Survey records will be
shared with the Group.

= Data Analysis allows the Group to use the Analysis features in
NHSN to view facility data.

= Facility Information - Facility information will be shared with the
Group.

General

View Options

Patient @ With All Identifiers
Without Any Identifiers

With Specified Identifiers Gender DOB Ethnicity Race
Monthhy Reporting Plan v

Annual Hemovigilance Facility Survey |/

Data Analysis ]

Facility Information ]
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In this example of a Define Rights-Biovigilance template, a Group has chosen to request patient information with all identifiers, the Monthly Reporting Plan, the Annual Hemovigilance Facility Survey, Data Analysis rights, and Facility Information. 


Example of a Define Rights Template

0 Incidents and Adverse Reactions

= First line — Adverse reaction records from 1/2011 to current will be
requested.

= Second line - Incident records from 1/2011 to 12/2012 will be
requested.

= We recommend selecting “In” for Plan option.This allows Groups to
filter data by time period.

Incidents and Adverse Reactions
Plan Month Year Month Year Event
T In A 1 = 200101 - to - A Adverse Reaction -

W In - * 200101 * to 12 + 2012 *  Incident -
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The Group has requested Incident and Adverse Reaction data, but has decided only ask for some Incident data. Adverse Reaction records from January 2011 to current and Incident records from January 2011 through December 2012 are being requested. 


Example of a Define Rights Template

0 Summary Data for Events

= Monthly Incident Summary records from 1/2011 to 12/2012 will be
requested.

0 Denominator Data for Events

= All Monthly Denominators data will be requested.

= Selecting “All” Plan option does not allow the group to filter data
by time period.
Summary Data for Events

Plan Month Year Month Year
@nh = 1 = 2011~ to 12~ 2012 ~

| AddRow || ClearAllRows |

Denominator Data for Events
Plan Month Year Month Year
o (A - to

| AddRow || ClearAllRows |
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The Group has also requested Monthly Incident Summary and Monthly Reporting Denominators records. Incident summary records from January 2011 through December 2012 and all denominators records entered by the facilities are being requested.  


Step 6 -Invite Facilities to Join the Group

0 The Group should contact (call, email, etc.) interested
facilities and provide them with:

1. The five-digit Group ID number

The Group ID can be found on the “NHSN group nominated” email

(step 3) or on the top-left corner of the Biovigilance Component
homepage.

CDC

Department of Health and Human Services

Centers for Disease Control and Prevention

MNHSHN - National Healthcare Safeby Metwessh (opt-v-nhsn-test: 2081)

a NHSN Home Logged inte Alexis Test Group  [ID 10556 &s KOO,

Reporting Plan

Incident NHSN Biﬂ“igil C

All Facilities Selected.

Reaction

2. The joining password
- The password was created by the GADMIN in step 4.
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The Group should contact interested facilities and provide them with the Group’s five-digit NHSN ID number and the Group’s joining password. 


Maintaining a Group

A Group user with Administrator rights has access to
features on the navigation bar (i.e., the User and Group
tab) to help keep track of facilities and users within the

Group.

i

| D Department of Health and Human Services ‘}
C c Centers for Disease Control and Prevention /r’
NHS5N - National Healthcare Safety Nebwork T

‘g NHSN Home
Reporting Plan
Incident
Reaction
Summary Data
Analysis

Users
Group

I Find Facility

[ Edit Group Info

[ Joining Password

[ Evict Members

o Send Email

I Define Rights

7 Rights Acceptance Report
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A Group user with Administrator rights has access to features on the navigation bar (i.e., the User and Group tab) to help keep track of facilities and users within the Group.


Maintaining a Group

Find Facility - Groups can search for the contact
information of a facility within the Group.

= The Group must have rights to ‘Facility Information’on the ‘Define
Rights-Biovigilance’ page to see facility contact information.

Edit Group Info - Groups can update their contact
information.

Joining Password - Groups can reset the password.

Evict Members - Groups can remove facilities from the
Group.

Send Email - Groups can email facilities directly
through NHSN.

Define Rights - Groups can set-up or make changes to
the ‘Define Rights-Biovigilance’ page.
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The Group tab contains links to the Find Facility, Edit Group Info, Joining Password, Evict Members, Send Email, and Define Rights pages for the Group. Group users without Administrator rights will not have access to the Group tab on the left-hand navigation bar. 


Maintaining a Group

0 The GADMIN selects “Users,” then“Add.”

0 The GADMIN should add additional Group users.

Once a Group user is added, the user will receive an email with

instructions on obtaining a digital certificate.

Only apply for a digital certificate if the user does not already have
one.

cC|

Department of Health and Human Services
Centers for Disease Control and Prevention

‘8 NHSN Home
Reporting Plan
Incident
Reaction
Summary Data
Analysis

NHSN - National Healthcare Safety Network [ISD-CLFT-NHSN1:2081)
exis Test Group 2 (ID 10556) as KOOQ.
ad.

Add User

EHELP
Mandatory fields marked with *

User ID*: Up to 32 letters and/or numbers, no spaces or spg

Prefix:

First Name™:

Middle Name:

Last Name™:
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A Group can have up to 30 Group users. To add Group users, A Group user with Administrator rights selects Users on the left-hand navigation bar, then selects Add. From the Add Users screen, a Group user with Administrator rights enters the contact information for the new user. The new Group user will receive an email with instructions on obtaining a digital certificate, but should only apply for one if they don’t already have one.


Maintaining a Group

0 The GADMIN selects “Group,” then “Rights Acceptance

Report.”

= Groups can view which facilities have accepted the ‘Confer Rights-
Biovigilance’ page.

= Groups will not have access to data from facilities that recently
joined the Group until the facility accepts the ‘Confer Rights-
Biovigilance’ page.

CbC

Department of Health and Human Services
Centers for Disease Control and Prevention

‘@ NHSN Home
Reporting Plan
Incident
Reaction
summary Data
Analysis
Surveys

O Edit Group Info
3 Joining Password

3 Evict Members
0 Send Email

O Rights Ac%eptaﬂce Report

acility

NHSN - National Healthcare Safety Network | NHSN Home | My Info | Contact us | Help | Leg Out

Rights Acceptance Report

First | Previous | Mext | Last Displaying 1 - 2 of 2
Facility name Facility ID Accepted Date Defined Date Status
MHSM Harvey Test Memorial 15709 Sep 6 2012 1:49PM Jun 13 2013 12:23PM  MNot Accepted
MHSM Test KWC Memaorial 24976 Jun 13 2012 12:24PM  Jun 13 2013 12:23PM Accepted
First | Previous | Mext | Last Displaying 1 - 2 of 2

Back
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The Rights Acceptance Report is found on the left-hand navigation bar under the Group tab and the GADMIN or Group user with Administrator rights can use the report to view which facilities have accepted the ‘Confer Rights – Biovigilance’ page. Groups will not have access to data from facilities that recently joined the Group until the facility accepts the ‘Confer Rights – Biovigilance’ page. However, if a facility had previously accepted a ‘Confer Rights – Biovigilance’ page, the data shared under the previous confer rights template will still be available to the Group. 


Summary

Any organization can become a Group in NHSN.

Groups can only be nominated by an active NHSN
facility.

GADMIN sets the joining password and the‘Define
Rights-Biovigilance’ template for the Group.

Facilities join a Group using the Groups ID number and
joining password.

Facilities can join multiple Groups.

A facility that joins a Group does not have access to
data from other facilities in the Group.
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In summary, Any organization can become a Group in NHSN. Groups can only be nominated by an active NHSN facility. The GADMIN sets the joining password and the ‘Define Rights-Biovigilance’ template for the Group. Facilities can join a Group using the Groups ID number and joining password. Facilities can join multiple Groups. Lastly, a facility that joins a Group does not have access to data from other facilities in the Group. 


| | National Healthcare
i Safety Network

Questions or Need Help?
Contact User Support
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You have completed the Biovigilance Component, Hemovigilance Module, Data Sharing in NHSN – Creating and Maintaining a Group training session. If you have any questions about NHSN, email user support at nhsn@cdc.gov. 
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