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	Sequencing Data Retention and Storage Best Practices



1.0 Purpose
This document provides general information and best practices to implement a Next Generation Sequencing (NGS) data management policy. An effective data management policy facilitates the easy location and retrieval of data and metadata for analysis and record keeping in both the short and long term.  Additionally, considerations regarding existing QC practices and policies involving NGS data should be made while determining a compatible data management policy. The information provided in this document takes into consideration applicable federal laws and regulations as well as best practices put forth by various professional organizations.

2.0 Scope
This document provides guidance for laboratories performing NGS. The guidance is applicable to laboratories performing NGS for surveillance, research, or clinical purposes. Practices specific to Clinical Laboratory Improvement Amendments (CLIA) certified laboratories that are not necessary for non-CLIA laboratories are noted throughout the document. Please see section 6.4 for additional information on regulatory compliance measures.

3.0 Related Documents
	Title
	Document Control Number

	SanitizeMe SOP
	




4.0 Responsibilities
	Position
	Responsibility

	
	



5.0 Definitions
	Term
	Definition
	Examples

	Primary Data
	Initial raw data produced by sequencing instrument
	FASTQ*
Fast5
TIFF

	Processed Data
	After trimming, assembly, cleaned, merging assemblies, phylogeny

	BAM
uBAM
SAM
FASTA
Trimmed FASTQ
Config
Newick
VCF
TXT
CSV

	Reports
	Post analysis of processed data to include interpretation of results
	PDF
HTML

	PII
	Personally identifiable information (PII) is any data that could potentially be used to identify a specific individual.
	Name, Date of Birth, Unique Identifiers



*FASTQ files will be a sufficient starting point for data retention in many situations. Depending on the variables in one’s process (including algorithms employed for demultiplexing with tools such as bcl2fastq), there may be instances where retention of TIFF and other Pre-FASTQ files could be beneficial for tracking 

6.0 Process Overview
Because available resources and the required minimum degree of retention (i.e., duration, amount and types of files) may vary among labs based on factors such as quality requirements and project scope, a one-size-fits-all approach to data retention may not be ideal. To address this, outlined below are different approaches to data retention policies and discussion of the benefits and costs associated with each. It is important to consider these factors when selecting the best model for your group.
6.1 Data Compression – Data compression should be applied wherever appropriate, especially for large data sets that may not need to be accessed frequently. Furthermore, application of compression to both local and archived data can be an effective way to conserve space given limited resources. There are specialized compression tools that cater to NGS data sets. CRAM, a compressed columnar file format for storage of biological sequences aligned to a reference sequence, is one of the more popular options due to support from EMBL-EBI1, and it reduces storage requirements by 30% to 60% for a BAM file.
6.2 Host DNA Filtering / Dealing with Contamination – In use cases that are not inclusive of human genomics, sequencing projects should avoid the inadvertent capture of human host sequences. In cases where it is unavoidable, such as metagenomic applications, human host sequences may be present and it is important that proper procedures are followed to filter out human read data prior to retaining sequence files in any other format. This is crucial to ensure regulatory compliance while providing the additional benefit of reduced storage requirements of the sequencing data. While there are various tools and approaches to address this, one such tool for your consideration with metagenomics sequencing (SanitizeMe) is outlined here with both command-line and GUI options. Other options are also available (e.g., CLC Microbial Genomics Module – Data QC and Clean Host DNA).
*For instructions on installation and use, review the SanitizeMe SOP document referenced in the “Related Documents” table above*
6.3 Data Backup - To ensure that important data are protected in the case of a component hardware or system-level failure, a retention of two backups for project data is recommended. Ideally, one of the backups would be stored in the cloud or secondary environment. When determining the number of required backup data sets, consider the criticality of the data. Critical data sets should have a minimum of two backups for a total of three copies of the data. Noncritical data sets may have a minimum of one backup for a total of two copies if storage costs outweigh the benefit of additional backups.
6.4 Regulatory Compliance  
a. CLIA Certification - The majority of data generated by Bioinformatic processes should fall in the “Analytical Systems Records” category under CLIA specifications. CLIA Laboratory Record Retention Requirements specify two years of retention time for these data. SOPs for Bioinformatic processes fall under the “Test Procedures” category and should be retained for two years after the procedure has been discontinued. (Complete table of categories shown in Appendix A)
b. CAP Accreditation – College of American Pathologists (CAP) specifies that laboratories should retain NGS data necessary to support primary results generated and reanalysis for a minimum of two years or as required by local, state or federal laws. Evidence of this compliance should be shown through a written policy that describes the files, type of data to be retained and the length of retention.
c. FISMA Compliance - The Federal Information Security Management Act (FISMA) is a piece of United States legislation, enacted as part of the Electronic Government Act of 2002. FISMA’s intent is to protect government information and assets from unauthorized access, use, disclosure, disruption, modification, or destruction of information and information systems. Determine which of the three FISMA compliance levels (Low Impact, Moderate Impact, or High Impact) applies to your data, select, implement, and assess security controls, authorize the information system, and monitor security controls. (FISMA Impact Levels shown in Appendix B)
6.5 File Nomenclature 
a. Benefits  - Establishing a naming convention of files can benefit groups by providing them a straightforward way to easily identify and organize the files. An example of this would be by including certain metadata associated with lab processes or sample information, making it easier to automate storage procedures. While these names provide utility, precautions should be taken to ensure that information is not leaked or exposed externally as a result.
b. Risks – Including certain PII or metadata within file names that could be used to infer or identify identities can present a risk for this information to be exposed in ways not originally intended by the file creator. Whenever these files or any mention of these file names is shared externally or with a party that is not privy to this information, it is important that any potentially sensitive metadata is scrubbed and removed from within these filenames as well as from anywhere they are mentioned prior to sharing. 
7.0 Data Retention Approaches 
Consider the following approaches and select the approach which would most closely fit your laboratory’s requirements around quality control, processes, compliance and available resources. These approaches are intended to serve as starting points, and the implementations of these approaches should be tailored to the specific needs of your lab. If it is difficult to select a starting point, it is recommended that approach 7.1 be taken, as it is the scenario that is applicable to the most use cases.
7.1 Retain raw FASTQ (Primary Data) and other key files and reports generated from analytical runs while omitting other intermediary files (processed data deemed unnecessary to retain from a compliance, quality or process review perspective)
a. Benefits
i. Less storage occupied; only important data linked to biologically significant results are kept
b. Costs
i. Certain files that are not considered “key” may need to be reproduced or will be not readily available (also these files would not be the originally produced files, which introduces the potential for discrepancy or error in the future)
Example Retention Template for Approach 7.1:
	Analysis Type
	Files to remove or keep
	Retention periods
	Environments in which to be Retained
	Point of Contact Responsible for Data
	Exceptions

	Variant Calling Pipeline
	· Remove reads - raw and shuffled 
	 When final/closed out

	Local or Cloud
	
	(1) Difficult clusters being examined for research
(2) Latest Complete Run Folder


	
	· Keep cleaned reads, reference, log and msa folders 

	Indefinite

	Local or Cloud
	
	

	
	· Remove bam and vcf files
	1 year
	N/A
	
	

	Genome assembly (e.g., SPAdes)
	· Keep the scaffolds.fasta file 
· Delete the intermediate assembly directory
	Immediately remove the directory
	Local or Cloud
	
	In-depth assembly projects 

	Taxonomic Classification (e.g., Kraken)
	· Delete the Kraken.out file
	Immediately remove the file
	N/A
	
	Difficult clusters or in-depth projects



7.2 Retain all data* (Primary & Processed data as well as Reports) generated from analytical run 
a. Benefits
i. Ability to access all originally generated data and files from initial analysis
b. Costs
i. Largest amount of storage space is necessary to facilitate this
*Starting with sequence data from which PII and Host sequence data have been removed
Example Retention Template for Approach 7.2:
	Analysis Type
	Files to remove or keep
	Retention periods
	Environments in which to be Retained
	Point of Contact Responsible for Data
	Exceptions

	Variant Calling Pipeline
	· Move reads to archive - raw and shuffled 
	 When final/closed out

	Local or Cloud
	
	(1) Difficult clusters being examined for research
(2) Latest Complete Run Folder


	
	· Keep cleaned reads, reference, log and msa folders 

	Indefinite

	Local or Cloud
	
	

	
	· Maintain bam and vcf files
· Note: compress bam and vcf files 
	Indefinite
	Local or Cloud
	
	

	Genome assembly (e.g., SPAdes)
	· Keep the scaffolds.fasta file 
· Keep the intermediate assembly directory

	Indefinite
	Local or Cloud
	
	In-depth assembly projects 

	Taxonomic Classification (e.g., Kraken)
	· Keep the Kraken.out file
	Indefinite
	Local or Cloud
	
	Difficult clusters or in-depth projects



7.3 Retain only original files (e.g., FASTQ and other raw Primary Data) and containerized pipeline (with all parameters and software versions recorded) such that needed files can be reproduced. Reference the Metadata Standardization and Best Practice guidance for more information.
a. Benefits
i. Least amount of storage space needed for this approach
b. Costs
i. Most data and results would not be readily available and would need to be reproduced (these would theoretically be identical to those produced originally but there is potential risk of additional discrepancy or error from rerunning the analytical processes)
Example Retention Template for Approach 7.3:
	Analysis Type
	Files to remove or keep
	Retention periods
	Environments in which to be Retained
	Point of Contact Responsible for the Data
	Exceptions

	Variant Calling Pipeline
	· Retain reads - raw & shuffled 
	 When project is finalized /closed out

	Local or Cloud
	
	(1) Difficult clusters being examined for research
(2) Latest Complete Run Folder


	
	· Delete cleaned reads, reference, log and msa folders 
	Immediately remove the directory 
	N/A
	
	

	
	· Remove bam and vcf files
	Immediately remove the directory
	N/A
	
	

	Genome assembly (e.g., SPAdes)
	· Delete the scaffolds.fasta file 
· Delete the intermediate assembly directory

	Immediately remove the directory
	N/A
	
	In-depth assembly projects 

	Taxonomic Classification (e.g., Kraken)
	· Delete the Kraken.out file
	Immediately remove the file
	N/A
	
	Difficult clusters or in-depth projects



8.0  Securing Data to Protect Privacy
Although the focus of this document is pathogen studies, such research may still use or produce human biomedical data. These may include host metadata, such as location and ancestry, host sequences not completely filtered from broad genomic surveys, and/or host genomic variations correlated with susceptibility and outcomes. Cross-referencing other public data sets, such as consumer ancestry services, DNA fingerprint registries, and even voting rolls, can lead to powerful inferences about the identity and unreported genomic information of individuals, especially for rare infections and mutations. However, not sharing data is usually not an option; data must often be sent to scientific collaborators, and funding, publication, and/or government entities may require these data be made public. Below is a list of questions to ask before securing and sharing data, and following is a matrix to assist in making data security decisions. [5,6 7]. Additionally, it is recommended to perform a review with privacy and legal experts within your organization prior to sharing data.
8.1 Questions
a. Sharing obligations: Was the study funded by an outside granting agency, and/or will the data be part of a published study? If so, what are the data-sharing requirements of the funding agency or publishing platform?
b. Degrees of sharing: What are the levels of storage, transport, and sharing the data set (or pieces of it) will require? This could vary between short-term storage on a local machine, to being emailed to colleagues or uploaded to a cloud computing platform, to being part of a publicly accessible archive.
c. Human component: Do the raw data contain human metadata and/or sequences? Will any of those data need to be retained for the study to be replicated?
d. Data disposal: How is unneeded Personally Identifiable Information (PII) or Protected Health Information (PHI) being disposed?
e. Data Management: Do you have a data management plan in place to ensure necessary security and privacy controls are adhered to?
i. Types of Data Produced
· What data will be collected? What file formats?
· Will it be reproducible? What would happen if it got lost or became unusable later?
· How much data will it be, and at what growth rate? How often will it change?
· Are there tools or software needed to create/process/visualize the data?
· Storage and back up strategy?
ii. Data and Metadata Standards
· How to document data collection?
· Is there good project and data documentation format/standard?
· What directory and file naming convention will be used?
· What project and data identifiers will be assigned?
· Is there a community standard for metadata sharing/integration?
iii. Policies for Access and Sharing
· Does your data have any access concerns?
· Who controls it?
· Any special privacy or security requirements?
· Any embargo periods to uphold?
iv. Policies for Re-use, Distribution
· Any sharing requirements?
· Audience? Who will use it now? Who will use it later?
· When will it be published and where?
· Tools/software needed to work with data?
v. Plans for Archiving and Preservation
· How long should it be retained?
· Are the file formats long-lived or will they be accessible in the future?
· Are there data archives that the data is appropriate for?
· Who will maintain the data for the long-term?
8.2 Cost, Benefits, and Considerations of Security Approaches [8]
	Security Method
	Advantages
	Disadvantages
	Considerations

	Deidentification (removal of PII and individual metadata)
	· Easy to execute
· Low-tech
	· Vulnerable to re-identification attacks
· Some metadata integral to research design (e.g., locations in epidemiological studies)

	· At what stage are PII removed? 
· Are copies before deidentification being retained? Where?

	Access Control (password or key card protection)
	· Data remain whole and unmodified
· Pre-approved users known and recorded
	· Data lack internal security if leaked
· Can take months to review access applications and enroll participants
	· To what degree will access control hamper research?
· What damage could result from data leakage?
· Will any copies of the data need to be destroyed after the end of the study?

	Encryption (cryptographic approaches)
	· Effective in preventing access by those outside of collaboration networks
· Automated and can be applied even during computational processes
	· Individuals still identifiable in some final analyses
· Encryption comes with memory and computation costs that increase considerably with cryptographic sophistication and data set and analysis scale
	· Data encryption should utilize Advanced Encryption Standards with 256-bit keys (i.e. AES-256) and be compliant with Federal Information Processing Standards (i.e., FIPS 197, 140-2) established by NIST (National Institute of Standards and Technology)



9.0 Local vs. Cloud Approaches for Data Storage and Retention
9.1  Options
a. Store and retain data on local environments alone
b. Utilize cloud storage (e.g., AWS, Microsoft Azure) to store and retain some quantity of data generated from analytical processes (either partially or entirely). With the option for cloud migration on the horizon, many state and local public health labs should review section 9.3. Public health technical staff may benefit from reviewing this information for future use cases, even if considerations for cloud technology are not an immediate concern.
i. Archival / Glacial storage can serve as a cheaper option for certain data that will not need to be accessed frequently and result in reduced overall storage costs.
ii. When leveraging multiple environments (cloud, local, or hybrid) for data storage and retention, ensure that mechanisms for maintaining relationships and mappings between data sets from specific runs or for specific samples and experiments are in place.
9.2 Considerations to be made prior to cloud migration
a. Organizational Support - Before it is viable for individual labs to use the cloud, the following is a non-comprehensive list of organizational processes and controls that must be in place
i. Enterprise Connectivity – All communications between the cloud and the enterprise network should occur over an encrypted channel via Virtual Private Network (VPN) or Direct Connect / ExpressRoute. When properly connected, the cloud environment will be an extension of the enterprise network.
ii. Network Segmentation – The organization need to account for how it will segment resources different departments/teams as well as isolate internal subnets from external/DMZ subnets. For example, the IT department may serve as the primary Virtual Private Cloud (VPC) with the dedicated VPN connection back to the enterprise, with secondary VPCs peered to each department.
iii. Least Privilege Access – Ensure systems and processes are in place to appropriately grant access to hosted web resources (e.g., applications, APIs, data stores), cloud services, virtual machines, monitoring and audit functions, and billing information.
iv. Cost Accounting – Segment the cloud environment so individual departments and/or teams can track and monitor their individual usage and cost. For example, in AWS you can create linked accounts that have their own usage and cost metrics but are centrally managed and secured.
v. Monitoring and Auditing – Establish a strategy for centralized monitoring and audit functions, integrating to existing Network Operations Center (NOC)/Security Operations Center (SOC) operations as capabilities allow. Each cloud provider also provides their own capabilities (e.g., AWS CloudWatch and CloudTrail) that can be unified into a single dashboard and alert system
b. Storage Requirements 
i. What is the quantity of data to be stored?
ii. Can these data be readily stored in the cloud as-is, or will they need to be placed in a structured data store (e.g., Database)?
c.  Bandwidth / Access Requirements
i. How often will this these need to be accessed?
ii. Who will require access to these data?
d.  Cloud Security Requirements (Please consider general security guidance in Section 8.0 as well)
i. What considerations should be made around privacy and security of these data? (e.g., Do the data have PII, human metadata, and/or human sequences? What are your organization’s policies about data security and PII? Will the data need to be encrypted? What is the required level of encryption and how does this add to storage costs?)
ii. Encryption should be considered for data at rest (i.e., data not actively being utilized) and data in motion (i.e., data being transported between locations whether stored locally, remote or to cloud). 
iii. Various cloud services offer encryption and key support (e.g., AWS Key Management Service).
e. Cost / Benefit / Value
i. How much will it cost to store this data in a cloud or combined environment? 
ii. What are the benefits gained through such a transition?
iii. Considering both the cost and benefits, what is the net value achieved?
10.0 Appendices
10.1 Appendix A – CLIA Laboratory Record Retention Requirements
10.2 Appendix B – CAP Molecular Pathology Checklist NGS Data Storage Guidance
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Appendices
Appendix A – CLIA Laboratory Record Retention Requirements
	Type of Record
	Subspecialty
	Retention Time

	Test Requisitions and Authorizations
	All
	2 years

	Test Procedures
	All
	2 years after the procedure has been discontinued

	Analytic Systems Records
	Immunohematology
	10 years

	
	All others
	2 years

	Proficiency Testing Records
	All
	2 years

	Laboratory Quality System Assessment
	All
	2 years

	Test Reports
	Pathology and Immunohematology
	10 years

	
	All others
	2 years
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“Any loss of confidentiality, integrity, or availability
would have negligible adverse effect, which means
‘the loss of confidentiality, integrity, or availability
might: (i) cause a degradation in mission capability to
an extent and duration that the organization is able to
perform its primary functions, but the effectiveness
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minar damage to organizational assets; (iii) result in
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Medium

“Any loss of confidentiality, integrity or availability
would have medium adverse effect, which, according
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reduced; (i) result in significant damage to organizational
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