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Ce of the National Coordinator for Health IT (ONC) and the Centers for Disease Control & Prevention (CDC) jointly sponsor this initiative, which

Meaningful Use (MU) Public

eatures monthly webinars to foster collaboration amongst the public health jurisdictions across the nation, in response to the widespread adoption of

€
Requirements Task Force electronic health records (EHRs) for Meaningful Use.
Community of Practice The objectives for this initiative include:

(CoP)

o |dentify common questions and concerns around meaningful use
ELR Task Force + ¢ Provide updates on federal partner activities in preparing for meaningful use

e I e eI s Allow public health jurisdictions to share useful practices and current progress

Websites o |dentify technical assistance needs and priorities
S &1 Framework Note: Webinar pre-registration is required and the instructions to register are provided in the Monthly Webinar Registration section below.
Reportable Conditions Please send in your feedback, questions, and/or suggestions for these Joint Public Health Forum & CDC Nationwide Webinars to the Meaningful Use
Knowledge Management Mailbox (meaningfuluse@cdc.gov).
System
. Meeting Schedule and Webinar Information
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" ¥ Why do we need

¥ > the Trusted Exchange
', Framework and the
Common Agreement?




Current Complexity

CURRENT PROLIFERATION
OF AGREEMENTS

Many organizations
have to join multiple Health
Information Networks (HINSs),
and most HINs do not share
data with each other.

Trusted exchange must be
simplified in order to scale.

The Dffice of the Mational Coordinabor for
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Current Costs

Healthcare organizations are currently burdened with creating
many costly, point-to-point interfaces between organizations.

The Trusted Exchange Framework and the Common Agreement
would reduce the need for duplicative network connectivity
interfaces, which are costly, complex to create and maintain, and
an inefficient use of provider and health IT developer resources.

Proliferation of

nte ro p era b| I Ity Few hospitals used only one interoperability method.
e 78% of hospitals use more than one electronic method
Methods

to send records

A nationally representative survey by * 61% of hospitals use more than one electronic method
the American Hospital Association to receive records
found® that: e About 40% used five or more methods to send records

https://www.healthit.gov/sites/default/files/page/2018-12/Methods-Used-to-Enable-Interoperability-among-U.S.-NonFederal-Acute-Care-Hospitals-in-2017_0.pdf



https://www.healthit.gov/sites/default/files/page/2018-12/Methods-Used-to-Enable-Interoperability-among-U.S.-NonFederal-Acute-Care-Hospitals-in-2017_0.pdf

Cures Act Language

215t Century Cures Act - Section 4003(b)

“[Tlhe National Coordinator shall convene appropriate public and private stakeholders to develop or
support a trusted exchange framework for trust policies and practices and for a common agreement for
exchange between health information networks. The common agreement may include—

“(1) a common method for authenticating trusted health information network participants;
“(ll) a common set of rules for trusted exchange;

“(lll) organizational and operational policies to enable the exchange of health information among networks,
including minimum conditions for such exchange to occur; and

“(IV) a process for filing and adjudicating noncompliance with the terms of the common agreement.”

The Dffice of the Mational Coordinabor for
Health Information Technology 9
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Provide a single
“on-ramp” to
nationwide
connectivity

§ GOALZ_

Electronic Health

Information (EHI)
securely follows
you when and

where it is needed

o coas

Support
nationwide
scalability
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Timeline

TEF and MRTCs
Draft 2 and QTF
Draft 1 released for
public comment

Public comment closes
on TEF and MRTCs
Draft 2 and
QTF Draft 1

RCE Notice of
Funding

Opportunity
released

The Office of the Mational Coordinator for ™
Health Information Technology

RCE Awarded

RCE NOFO
applications
are due

Agreement Version
1 released for
production

Common Agreement

Draft 1 released for
public comment
(includes MRTCs, ARTCs
and QTF)

11
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What is the Trusted Exchange Framework?

The Trusted Exchange Framework is a set of common
principles that are designed to facilitate trust
between Health Information Networks (HINs).

The Trusted
Exchange

Framework

The Office of the National Coord ﬁ:t:l‘-::\
Health Information Technology

Principle 1 — Standardization

Principle 2 — Transparency

Principle 3 — Cooperation & Non-Discrimination
Principle 4 — Privacy, Security, & Safety
Principle 5 — Access

Principle 6 — Population-Level Data

13



What is the Common Agreement?

The Common Agreement will provide the
governance necessary to scale a functioning system of
connected HINs that will grow over time to meet the
demands of individuals, clinicians, and payers.

Common
Agreement

Minimum Required
Terms & Conditions

Additional Required
Terms & Conditions

Office of the Mational Coordinator for

The Dfti e |
Health Information Technology 14
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Stakeholders

HEALTH INFORMATION NETWORKS

GOVERNMENT AGENCIES

lHl PUBLIC HEALTH

=i

Stakeholders

INDIVIDUALS é o
PAYERS

5%
PROVIDERS O
ad N TECHNOLOGY DEVELOPERS

The Dffice of the Mational Coordinabor for
Health Information Technology
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Health Information Network (HIN)

&

Health Information Network (HIN): D
an individual or an entity that satisfies
one or both of the following-

1) Determines, oversees, administers, controls, or substantially
influences policies or agreements that define business,
operational, technical, or other conditions or requirements for
enabling or facilitating access, exchange, or use of electronic
health information between or among two or more unaffiliated
individuals or entities; or

2) Provides, manages, controls, or substantially influences any
technology or service that enables or facilitates the access,
exchange, or use of electronic health information between or
among two or more unaffiliated individuals or entities.

. N
Coordinabor for

The Dffice of the Mational Coordinabor f
Health Information Technalogy



How Will the Common Agreement Work?

The Office of the National Coordinator for ;

Health Information Technology

Qualified Health Information
Networks (QHINs) connect directly
to each other to facilitate
nationwide interoperability.

PARTICIPANTS

sgir100200022000
PARTICIPANT MEMBERS AND INDIVIDUAL USERS




Structure of a Qualified Health Information Network

A QHIN is a health information network with the technical capabilities
to connect health information networks on a nationwide scale.

. Participant
. Participant Member
- J J 1
2 gesessss e

1 1 x Individual User

The Oftic f the Mational Coordinabor for
Health Information Technology e



How Will the Common Agreement Work?

The Office of the National Coordinator for ;

Health Information Technology

____________________________________

Each QHIN represents a variety of
PARTICIPANTS < \ Participants that they connect
[ | [ | | | | together, serving a wide range of

"YS IV PN YT Participant Members and Individual
PARTICIPANT MEMBERS AND INDIVIDUAL USERS

Users.




QHIN Example: Network of Health IT Developers

In this example, the QHIN supports a broad range of different health IT developer Participants.
The users of the health IT developers’ products are Participant Members. Individual Users
connect directly to the QHIN, Participants, and Participant Members.

Analytics Health Health IT Consumer
I Product System EHR Module App

Individual
“ 29900080 2§
Consumer App Provider Pharmacy
Individual
User
Individual
- User

The Office of the Mational Coordinator for
Health Information Technology o1



QHIN Example: Various Participants

In this example, the QHIN directly supports federal agencies, state agencies,
health systems, and HIEs as Participants. The members of the federal/state
agencies, health systems, and HIEs are Participant Members and Individual Users.

Federal Public Health Health Medicaid
Agency Agency System Agency

Social Services Immunization Paver  Indivi Benefits Ambulator
. . ndividual Y  Payer
Coordinator Registry Y User Coordinator Provider Y

The Office of the Mational Coordinator for
Health Information Technology >



How Will the Common Agreement Work?

The Office of the National Coordinator for {

Health Information Technology
Recognized Coordinating Entity
\ (RCE) provides oversight and

.L_I_.I. RCE @ governance for Qualified Health

Information Networks (QHINSs).

PARTICIPANTS

oL002L200022000

PARTICIPANT MEMBERS AND INDIVIDUAL USERS




Recognized Coordinating Entity (RCE)

e Develop, update, implement, and maintain the Common Agreement.

e |dentify, designate, and monitor QHINs.

e Modify and update the QHIN Technical Framework.

* Virtually convene public listening sessions.

e Develop and maintain a process for adjudicating QHIN noncompliance.

* Propose strategies to sustain the Common Agreement at a national level after
the initial cooperative agreement period.

The Office of the National Coordunabor for
Health Information Technology 24



How the RCE is Selected

e ONC s releasing an open, competitive Notice of Funding Opportunity to award
a single four-year cooperative agreement to a private sector organization to
become the RCE.

e A successful applicant would be a non-profit entity based in the United States.
If awarded, the RCE may not be affiliated with a QHIN.

* The Notice of Funding Opportunity is posted to Grants.gov.

The Office of the National Coordunabor for
Health Information Technology 25
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, Agreement be used for?




Exchange Purposes

Business
Planning and
Development*

Quality
Assessment &
Improvement*

Utilization
Review*

Benefits : .
Determination Exc h ange Public Health
Purposes
Individual
Access Treatment*
Services
The Office o the National Cuord _'H‘“ *Only applies to HIPAA covered entities and business associates

Health Information Technology 27



Exchange Modalities

((.)) QHIN Broadcast Query
A QHIN’s electronic request for a patient’s EHI from all QHINs.

@ QHIN Targeted Query
A QHIN’s electronic request for a patient’s EHI from specific QHINs.

f QHIN Message Delivery (Push)
.J The electronic action of a QHIN to deliver a patient’s EHI to one or
more specific QHINs.

)

The Dffice of the Mational Coordinabor for

Health Information Technalogy 28



N ES

Exchange Purpose Example Determination

QHIN Broadcast Query

QHIN 2 QHIN
A (5 ) B
()
A B o G 9
AC CssA Jiy 8 B

29



Quality
Exchange Purpose Example 6 e

QHIN Targeted Query

QHIN 2 QHIN
A ® B

e T T T 1
; 99 @ )] 890 80

Dr. Smith

*Only.applies.to . HIPAA covered entities and business associates 20



Exchange Purpose Example @ Treatment*

QHIN Message Delivery

QHIN QHIN
A © B

() ©
fegtt g ¥ ] i-o
S 5998 S ] 880 8 0

PCP Dermatologist

*Only applies to HIPAA covered entities and business associates 31
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security requirements
are included in the
Common Agreement?




Trusted Exchange Breakdown

Others Terms
& Conditions

Framework
Agreements

Common

Agreement
(MRTCs + ARTCs)

.................................................................................................... App"cable Law
- (HIPAA + State Law)

The O af the Mational Coondinator |l:l-'
Health Information Technology 33



Minimum Privacy/Security Requirements - QHINs

QHINs must abide by the HIPAA Privacy and
Security Rule as if it applies to EHI.

They must also evaluate their security programs
on an annual basis in accordance with NIST
Special Publication 800-171.

The Office of the Mational Coordinabor for -
Health Information Technology



iVilnimumpPrivacy/Security Requirements -
Participants and Participant Members

Participants and Participant Members, regardless
of whether or not they are a Covered Entity or
Business Associate, must take reasonable steps to
promote the confidentiality, integrity, and
availability of EHI.

The Office of the Mational Coordinator for ™~
Health Information Technology



Privacy/Security: Identity Proofing

* |dentity proofing is the process of verifying a
person is who they claim to be.

e The Common Agreement requires identity
proofing (referred to as the Identity Assurance
Level (IAL) in NIST SP 800-63A).

e TEFCA entities shall require proof of identity at
a minimum of IAL2 prior to issuance of
credentials.

The Office of the Mational Coordinabor for -
Health Information Technology



Privacy/Security: User Authentication

Digital authentication is the process of establishing confidence in a remote user identity
communicating electronically to an information system. NIST draft SP 800-63B refers to the
level of assurance in authentication as the Authenticator Assurance Level (AAL). Federation
Assurance Level (FAL) refers to the strength of an assertion in a federated environment, used

to communicate authentication and attribute information (if applicable) to a relying party (RP).

QHIN Participants

Each QHIN shall require Each Participant shall require
Participants be authenticated at Participant Members be authenticated
a minimum of AAL2 and provide at a minimum of AAL2 and provide
support for at least FAL2 prior to support for at least FAL2 prior to the
the issuance of credential. issuance of credential.

Individual User
QHINS, Participants, and Participant Members shall require Individual Users
be authenticated at a minimum of AAL2 prior to issuance of credentials.

L

The Office of the Mational Coordinator for ™
Health Information Technology
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Other Privacy/Security Requirements

o Breach Notification Regulations

TEFCA entities shall comply with Breach notification requirements
pursuant to 45 CFR 164.400-414 of the HIPAA Rules regardless of
whether or not they are a covered entity or business associate.

No EHI Used or Disclosed Outside the United States

QHINs prohibited from Using or Disclosing EHI outside the United
States, except to the extent that an Individual User requires his or her
EHI to be Used or Disclosed outside of the United States.

38



Other Privacy/Security Requirements

g Meaningful Choice

TEFCA entities must provide Individuals with the opportunity to
exercise Meaningful Choice, which is a request that their EHI not be
used or disclosed via the Common Agreement.

Written Privacy Summary

TEFCA entities must publish and make publically available a written
notice describing their privacy practices regarding the access,
exchange, Use, and Disclosure of EHI.

39
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Summary of Key Changes

Exchange
Purposes

Exchange Purposes Updated
Adopted a subset of payment and health care operations purposes, as
defined in HIPAA.

QHIN Message Delivery (Push) Added

Included sending a patient’s electronic health information (EHI) to a
specific Qualified Health Information Network (QHIN) for delivery.

QHIN Technical Framework Added

Addressed the technical requirements for exchange among QHINs
through development of the QHIN Technical Framework — Draft 1.

QHIN Definition Broadened

Application process added that allows a broader set of HINs to apply to
be a QHIN.

Timelines Extended

When a new version of the Common Agreement is published,
entities that have signed a Framework Agreement would have
18 months to implement updates instead of 12.

41
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The Office of the National Coordinator for

Health Information Technology

John.Rancourt@hhs.gov
Zoe.Barber@hhs.gov
Alex.Kontur@hhs.gov

Please submit comments and apply to the
NOFO at


http://www.healthit.gov/TEFCA
mailto:Alex.Kontur@hhs.gov
mailto:Zoe.Barber@hhs.gov
mailto:John.Rancourt@hhs.gov

Appendices

The Dffice of the Mational Coordinabor for

Health Information Technalogy 43



f‘ﬁ\*
The Office of the National Coordinator for

Health Information Technology

c

» How do you
| become a QHIN?




QHIN Applicant Checklist

A HIN applying
to be a QHIN must:

ﬁ’ Operate an existing network

with participants
exchanging data in a live
clinical environment

ﬁ’ Meet applicable
federal/state law

& Submit a plan to meet
all QHIN requirements




QHIN Application Process

7' Provisional
:@w&‘/ QHIN ™ © =) (QHIN

a4

HIN submits RCE approves If approved, RCE assigns RCE provides
QHIN or rejects HIN Designated Provisional QHIN written notice of
Application HIN’s QHIN as Provisional to a Cohort where QHIN Designation
to RCE Application QHIN Provisional QHIN to both HIN

must implement and ONC

all requirements

of the Common

Agreement
Phe Office o the Nations! Cordinate o e

Health Information Technalogy



Exchange Purposes Definitions cnties and husiness assocates

Treatment*

Benefits
Determination

Quality Assessment
& Improvement*

Business Planning
and Development*

Public Health*

Utilization Review*

Individual

Access Services

Treatment means the provision, coordination, or management of health care and related services by
one or more health care providers, including the coordination or management of health care by a
health care provider with a third party; consultation between health care providers relating to a patient;
or the referral of a patient for health care from one health care provider to another.

A determination made by any federal or state agency as to whether an Individual qualifies for federal or
state benefits for any purpose other than healthcare.

Conducting quality assessment and improvement activities, including outcomes evaluation and
development of clinical guidelines, patient safety activities; population-based activities relating to
improving health or reducing health care costs, protocol development, case management and care
coordination, contacting of health care providers and patients with information about treatment
alternatives; and related functions that do not include treatment.

Business planning and development, such as conducting cost-management and planning-related
analyses related to managing and operating the entity, including formulary development and
administration, development or improvement of methods of payment or coverage policies.

A Use or Disclosure permitted under the HIPAA Rules and any other Applicable Law for public health
activities and purposes.

The conduct of utilization review activities by a 1) a health plan to obtain premiums or to determine
or fulfill its responsibility for coverage under the health plan; or 2) health plan or provider to obtain or
provide reimbursement for the provision of care. Utilization review activities include precertification
and preauthorization of services, concurrent and retrospective review of services.

The services provided to satisfy an Individual’s right to access pursuant to Applicable Law or any of the
Framework Agreements, including the right of an Individual to: 1) obtain a copy of their EHI, and 2)

direct that a copy of their EHI be transmitted to another person or entity designated by the Individual.
47



Privacy/Security: Security Labeling

Currently, security labels can be placed on data to enable an entity to perform
access control decisions on EHI such that only those appropriately authorized
to access the EHI are able to access the EHI.

ONC is considering the inclusion in TEFCA of a new requirement regarding
security labeling.

L

The Office of the Mational Coordinator for ™
Health Information Technology 48



QHIN Example: Network of HIEs

In this example, the QHIN directly supports HIEs as Participants.
Members of the HIEs are Participant Members and Individual Users.

EFES @y £y iy
S 82 80880 82

Technology Provider Individual Public Payer Health Pharmacy Health Individual
Developer User Health System System User
Agency

The Dffice of the Mational Coordinabor for

Health Information Technology 49



Closing Notes

» | would also like to remind everyone that our next Joint pubic
health webinars WILL be held on June 20, 2019 from 3:00-
4:00pm Eastern Time.

» Please send, suggestions for future topics, your feedback,
comments, and/or questions to the Meaningful Use Mailbox:
that is meaningfuluse@-cdc.gov

Slides can be found at:

https://www.cdc.gov/ehrmeaningfuluse/Joint-Public-Health-Forum--
CDC-Nationwide.html

The Office of the MNational Coonrdinal
ealth Information Technology 50
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