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Secure Access Management Services
(SAMS)
Electronic Authentication Process for the
Inventory Management and Tracking System
(IMATS)

IMATS - SAMS User Registration Webinar
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Objective

e To provide information on registering with SAMS
for identity proofing of all users accessing IMATS
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Electronic Authentication Terminology

e Electronic authentication is the CDC’s web-based
process of becoming identity proofed

e Secure Access Management Services (SAMS)

e |dentity verification = Identity proofing = ID
proofing

— These terms are used interchangeably
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Electronic Authentication Terminology

e Candidate is someone who is invited by SAMS to
register in SAMS

e Applicant is someone who is registered in SAMS
but has not yet been approved for access to
their requested activity, such as IMATS

e User is someone who has completed identity
verification and has been approved for their
requested activity by the respective Activity
Administrator




Electronic Authentication Terminology

e Activity Administrator (AA) — CDC person who
authorizes a user for access to IMATS, after a user has
been successfully identity proofed

e CDC Proofing Authority (PA) — group within the CDC
that checks your identification verification form and
any supporting documentation for completeness and
accuracy with respect to the actual ID that was used for
verification by the proofing agent

e Proofing Agent — individual authorized to conduct in-
person identity verification (proofing); at this time,
authorized proofing agents are limited to notaries
public or badged CDC workers (FTEs or contractors W’;}’ﬂ
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Registration Process and
Access to IMATS

Secure Access Management Services (SAMS)




SAMS

SAMS is the next generation replacement for CDC’s
legacy SDN portal. SAMS does not use digital
certificates

SAMS is a United States federal government IT system

that provides secure external access to non-public CDC
applications for use by authorized personnel for public
health use

To be a SAMS user, you must receive an invitation by
email to start the registration process

You are receiving this invitation because you have been
identified as needing access to the IMATS application

prapem g
h]e




SAMS Registration Process Steps Overview

Candidate receives an email invitation from SAMS
inviting them to register in SAMS

Candidate logs in to SAMS with their username (email
address) and the temporary password that was
provided in the SAMS invitation email

Candidate changes password, accepts the SAMS Rules
of Behavior and enters responses to the registration
guestions
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SAMS Registration Process Steps
IMATS User Steps

Applicant (formerly known as candidate) receives
email confirming their registration with SAMS. A
partially pre-populated identity verification form is
included as part of this email notification

Applicant prints out the identity verification form and
takes it to a Proofing Agent with an appropriate form
of ID for verification
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SAMS Registration Process Steps
IMATS User Steps

6. Applicant mails or faxes endorsed identity verification
form, copy of identity (i.e. drivers license), and copies

of any supporting documentation to CDC proofing
authority

7. CDC proofing authority notifies applicant of receipt of
documentation. If any additional information is

needed, CDC proofing authority notifies applicant for
clarification
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SAMS Registration Process Steps
IMATS User Steps

Once approved, user (formerly known as applicant)
receives two welcome emails from SAMS and IMATS
each with its own login instructions

CDC proofing authority notifies applicant via US Postal
Service mail
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Receive Invitation by SAMS (Step 1)

e The email you receive from “Sams-No-Reply (CDC)” contains a
link to the SAMS website, on which you will register for access to

SAMS
e This email will provide you with a user name and temporary

password to use to start registration process in SAMS
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Start by Wednesday, February 2 Due by Wednesday, February 23, 2011
/23/2011 9:37 AM

Sams-No-Reply (CDC)
John Doe

Subject U.S. Centers for Disease Control: SAMS Partner Portal - Invitation to Register

HelloJohnDoe,

d to register with the SAMS Public Health Parmer Portal. This mvitation was requested £

Youlk been mv
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SAMS Invitation Email (Step 1 Continued)
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Follow up. Start by Wednesday, February 23, 2011, Due by Wednesday, February 23, 2011,
From: Sams-No-Reply (CDC) Sent: Wed 2/23/2011 9:37 AM

To: John Doe
Cc

Subject: U.S. Centers for Disease Control: SAMS Partner Portal - Invitation to Register
Should vou have questions about the SAMS Parter Portal or the registration process, please contact our Help Desk for assistance or refer to the SAMS User FAQ,

Thank you,

The SAMS Team

To register with the SAMS Partmer Portal, please click the followimng link or cut and paste it into your browser:

hitps:'m cdc govidm SAMS 'mdex jspitask tag=S AMSRegistration

When prompted, please enter:

+ Your Usemame: johmdoe@state gov
o Temporary Password: 41 1+v20

and click the Login button.

“**Note: In order to access the SAMS Partmer Portal, your browser must be configured to use TLS 1.0 encryption. If vour computer 15 not configured for TLS, or if you are unsure, please contact your
local IT System Admmistrator for assistance.

For more mformation and assistance, please see the SAMS FAQ located here, or contact the SAMS Help Desk between the hours of 8:00 AM and 8:00 PM EST Monday through Friday (exceptmg U.S.
Federal holidays) at the following:

- 877-681-2901
Emal: samshelp@cde
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Key Points (Step 1)

e Email is sent from Sams-No-Reply (CDC). This is
a valid and official email from CDC. Please do
not delete thinking this is spam. Also please
check your spam email folder if you haven’t
received the email invitation

e Candidate has a 30 day SAMS registration
window - Reminders sent on 15th & 25th day

e After 30 days, candidate will be removed and
will have to be invited again




Candidate log in to SAMS (Step 2)

2 SAMS Login - Windows Internet Explorer provided by ITSO

e

File Edt View Favorites Tools Help

Favorites | @@ 5AMS Login v | Safety v

Welcome to the SAMS Partner Portal

Warning: This is a US. Federal Govemment system and shall be used only by authonzed persons for
authonzed purposes. Users do not have a night to privacy in their use of this govemment system. System
access, activity, and information stored or transmitted may be monitored for adherence to acceptable use
policy. Users of this system hereby consent to such monitoring. Improper or illegal use detected may result in
further investigation for possible disciplinary action, civil penalties, or referral to law enforcement for criminal
prosecution. This system contains non-public information that must be protected from unauthonzed access,
disclosure, shanng, and transmission, violation of which can result in disciplinary action, fines, and/or cnminal
prosecution.

Username: = john
Password:

[Logn]

Forgot your password? Click here.
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Candidate accepts Rules of
Behavior (Step 3)

{2 Secure Access Management Services (SAMS) - Windows Internet Explorer provided by ITSO
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Candidate completes
Registration (Step 3)

ﬁ_éecure Access Management Services (SAMS) - Windows Internet Explorer provided by ITSO

File Edit View Favorites Tools Help

Favorites | (& Secure Access Management Services (SAMS) 3 1 v Page~ Safety~

are marked with a red asterisk (
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johndoe@state. gow

John
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Ema johndoe@state. gov
Home Address

Address Line 1°

Fleaze select

Organization Name®
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Candidate completes
Registration Continued (Step 3)

{2 Secure Access Management Services (SAMS) - Windows Internet Explorer provided by ITSO

G- e
File Edt View Favorites Tools Help

Favorites | @ Secure Access Management Services (SAMS) | om -~ Page~v Safety~

Organization Address
Address Line 1°

Address Line 2

Primary Phone”

Alternate Phone

You must specify 3 new password. Yo

Fassword® eesesece Confirm Password*

Your answers to the following questio

Name of the
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of the city/town where you w
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Key Points (Step 3)

e |t is very important that the applicant fill out
the SAMS registration fields exactly as the
information appears on the form of ID that
they intend to use for verification.

e Failure to do so may result in:
— requests for more information or clarification

— approval not being granted




Applicant receives confirmation email to
fulfill identity verification (Step 4)
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Respond Actions Junk E-mail Options 7] Find

Sams-No-Reply (CDC) Wed 2/23/2011 12:38 PM
To: John Doe
Coc
Subject: U.S. Centers for Disease Control: SAMS Partner Portal - [dentity Verification Request

HelloJohnDoe,
Thank you for registermg with CDC's SAMS Partmer Portal. Your registration information has been received and is currently pending approval.

In order to provide mdividuals with access to non-public mformation, U.S. law requires the identity of potential users to be verified - this step is critical in helping to protect people’s private data and m

ste
helpmg to prevent mformation misuse. Please be assured that CDC and its Programs have made every effort to keep this necessary process as smple and non-mtrusive as possible. Also be assured that
your wdentity mformation will only be used to help determme your sustability for access and that this data will not be shared outside of CDC programs.

To complete identity verification, please prmt the form attached to this email message and follow the mstructions provided below. The required steps are as follows:

. Complete the Applicant Sechion m the attached form - part of the mformation has been pre-filled for you based on the mformation you supplied durmg registration.
. Take the printed form, along with appropriate photo identity documentation to a Proofing Agent (a person specifically designated by CDC to conduct identity verification or a Notary Public). Have
them verify your identity and complete the Proofmg Agent/ Notary Section. Acceptable forms of photo ID are:
o State Issued Driver's License or ID Card
o U.5. Passport or Passport Card
U.S. Military ID card
3. Fax or Mail the completed form, along with photocopies of vour identity documentation, to the fax number or address supplied below:

To Fax:
Toll Free: §77-681-2899

To Mail:

Centers for Disease Control and Prevention
Am: Proofng Authority

1600 Clifton Roa

MS K-94

Atlanta, GA 30333

Once the completed form has been processed, you will recerve 2 confirmation letter and further mformation regardmg your access to CDC applications.

Thank you, ’.. "' ’

CDC Proofmg Authority ’ (’[y,,
e it
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Applicant visits proofing agent for
identity verification (Step 5)

e Applicant prints out the confirmation email and
the pre-populated identity verification form
(found at bottom of the email) and takes it to a
proofing agent

e Proofing agent may be any of the following:
— Notary Public with valid commission
— Badged CDC employee or contractor
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Key Points (Step 5)

e Applicant has 60 days to complete ID
verification and send all required identity
verification documentation to CDC

e Proofing agent may be any of the following:
— Notary Public with valid commission
— Badged CDC employee or contractor




Key Points (Step 5)

e Valid forms of ID include (one required):
— State Issued Photo ID card (i.e. Driver’s License)
— U.S. Passport or Passport Card
— U.S. Military ID
— U.S. Permanent Resident Card
— U.S. Employment Authorization Card
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Applicant sends Identity Verification
Information (Step 6)

Fax or mail the completed form, along with photocopies
of your notarized/verified identity documentation, to
the address or fax number below:

Fax: \YETLE
877-681-2899 (toll free)  Centers for Disease Control
or Attn: Proofing Authority
404-248-4183 1600 Clifton Road N.E.
Mailstop K-94

Atlanta, GA 30333

Once the completed form has been processed, you will

receive a confirmation email and further information _____

regarding your access to SAMS ’ll/[’?’@‘
Wit
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CDC Proofing Authority
notifies applicant (Step 7)

e Applicant receives confirmation email of all
documents received

e |f necessary, CDC proofing authority contacts
applicant for clarification or additional
information

T

N
bc

SAFER+HEALTHIER+ PEOPLE



Email confirmation of ID documents
received (Step 7)

From: CDC NCPHI Service Center Mailbox
Sent: Tuesday, January 12, 2010 12:22 PM
To: APPLICANT

Subject: CDC - PHIN SAMS Ticket # SD77429 has been Opened
CDC - PHIN SAMS Ticket # SD77429 has been Opened

Please DO NOT reply to this email, as it is an automated system-generated message.
Thank you for contacting the PHIN Service Desk. Ticket # SD77429 has been created for
your issue. The Service Desk will manage your ticket through to resolution.

Please, contact the PHIN Service Desk with any questions about your ticket, referring
to the ticket number on the email's subject line.

Thank You,

PHIN Service Desk

(800) 532-9929

Email: PHINTech@cdc.gov

[TTTT 7
o 'y"

Description: ID Proofing paperwork received, review in process
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User receives two welcome
emails from SAMS and IMATS with
login instructions (Step 8)

e User (formerly known as applicant) receives two

emails when they are approved:
— Welcome to SAMS portal

— Welcome to activity (IMATS)
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Example of the welcome to
SAMS email (Step 8)

H& « ¢ =
Message

" a7 o : =] Y’ By 33 Find
< A4 | ] ditem R -
| '; x il |,_| ‘ é ’ &l Safe Lists ) Related -

Reply Reply Forward @ Delete Moveto Create Other Block Categorize Follow Mark as
to All Folder~ Rule Actions~ @ Sender v Up~ Unread | W Select~
Actions Junk E-mail 7] Options 7] Find

Sams-MNo-Reply (CDC) Sent: Wed 2/23/2011 2:46 PM
John Doe

Subject: U.S. Centers for Disease Control: SAMS Partner Portal - SAMS Account Activation
Welcome!

Your access to the SAMS Partner Portal has been approved. Inside this site you'll find links that provide access to applications and information designed to assist you in
the performance of your role in Public Health.

The SAMS Partner Portal may be reached by clicking here.

When prompted, please enter:

Your username: johndoe@state goyy  and the password you chose during registration. Then click the Login button.

If you've forgotten your password, you may reset it by following the "Forgotten Password" link on the SAMS log in page.
Thank you,

The SAMS Team

***Note: In order to access the SAMS Partner Portal, your browser must be configured to use TLS 1.0 encryption. If your computer is not configured for TLS, or if you
are unsure, please contact vour local IT System Administrator for assistance.

For more information and assistance, please see the SAMS User FAQ located here, or contact the SAMS Help Desk between the hours of 8:00 AM and 8:00 PM EST
Monday through Friday (excepting U.S. Federal holidays) at the following:

Toll Free: 877-681-2901

Email: samshelp@cdc.gov
’.. ",’

***Note: This email has been sent from an unmonitored mailbox. DO NOT REPLY TO THIS EMAIL. Please direct all inquires to the Help Desk as listed above. ' (’ l'y ,
litozs
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Example of the welcome to
IMATS activity email (Step 8)

[ =N
Message

==t x _“") Y J_I Q@ &, Safe Lists ~ _]_J YV ¥ & Find

2y Related ~
Reply Reply Forward | Delete Moveto Create Other Block Categorize Follow Mark as
to All Folder~ Rule Actions~ | Sender - Up~ Unread Wy Select ~
Respond Actions Junk E-mail Options a Find
Sams-No-Reply (CDC) : Wed 2/23/2011 2:46 PM

To: John Doe
Cc

Subject: U.S. Centers for Disease Control: SAMS Partner Portal - SAMS Activity Authorization
Welcome!
You have been authorized for access to:
+ Inventory Management and Tracking System
You canreach the activity home page directly by chicking http://imats.cdc.gov.
Youmay also access this activity through the SAMS Partner Portal pages by clicking here.
When prompted, please enter yvour SAMS' account Usemame and Password. Then click the Login button
If you've forgotten your password, you may reset it by following the Forgotten Password’ link on the SAMS Portal login page.
Thank vou,
The SAMS Team

***Note: In order to access the SAMS Partner Portal, your browser must be configured to use TLS 1.0 encryption. If vour computer is not configured for TLS, or if you are unsure,
please contact your local IT System Administrator for assistance.

For more mformation or assistance, please contact the SAMS Help Desk between the hours of 8:00 AM and 8:00 PM EST Monday through Friday (excepting U.S. Federal
holidays) at the following:

Toll Free: 877-681-2901
Email: samshelp@cdc.gov

***Note: This email has been sent from an unmonitored mailbox. DO NOT REPLY IO THIS EMAIL. Please direct all inquires to the Help Desk as listed above. ”(.,7"",,’
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CDC Proofing Authority
approves applicant (Step 9)

e Applicant receives notification via US Postal
Service that their identity has been
successfully verified

T

N
bc

SAFER+HEALTHIER+ PEOPLE



Frequently Asked Questions (FAQs)




Why do | need to present identity documents
to a Proofing Agent or Notary Public?

e |In order to provide individuals with access
to non-public information, U.S. law requires
the identity of potential users to be verified

e The process requirements followed by CDC
have been defined by the National Institute
of Standards and Technology and are
required for access to all CDC non-public
applications
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Is the identity verification process
similar to a background check?

 No, identity verification is only used to confirm
that you have registered using your true
identity and that no one else is attempting to
Impersonate you




The name | entered on the SAMS registration
form does not match my photo ID.
What do | do?

e You must supply, as appropriate, a legal change of
name certification, marriage certificate, etc.

— Please photocopy all required supporting
materials along with your photo ID and send
them with your completed form

e Questions regarding acceptable supporting
documentation may be directed to CDC’s
Proofing Authority Help Desk at

idproofing@cdc.gov

i "',,’
bc

SAFER+HEALTHIER+ PEOPLE




The address | entered on the SAMS
registration form does not match my photo ID

(or photo ID doesn’t contain address).
What do | do?

e You must supply additional supporting
documentation in your name such as a utility
bill or voter registration card

— Please photocopy all required supporting materials
along with your photo ID and send them with your
completed form

e Questions regarding acceptable supporting
documentation may be directed to CDC’s
Proofing Authority at idproofing@cdc.gov
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How can | change my profile
(e.g. phone number, address) in SAMS?

(= Security Access Management Services - Windows Internet Explorer provided by ITSO
‘;, v & https:/jsams.c
File Edt View Favorites Tools Help & Convert ~ f'\:‘»:-!r:-ct

»
~ {3 Employee Communications P... | 4 Tuberculosis Genotyping Info... | € Security Access Manage. .. - " Page ~ Tools ~

Secure Access Management Services (SAMS)

My Applications

Iy

o

» IMATS

For more information or assistance, please contact the SAMS Help Desk between the hours of 8:00 AM and 8:00 PM EST Monday through
Friday (excepting U.S. Federal holidays) at the following:
oll Free: 877-681-2901
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Can | get deactivated in IMATS?

 Because IMATS is dependant on SAMS for its end user
authentication and access control maintaining your
SAMS account is critical. SAMS will enforce 60 day
mandatory password resets and should be accessed, at
least once, in every 12 month period. If you have not
logged in to SAMS for over 365 days from the last
successful login, your SAMS account will be terminated

* If you are terminated in SAMS but still require access
to IMATS you will be required to go through the full
registration process including identity proofing
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| registered with SAMS a week ago but have
not received an email containing the identity
verification form. Why not?

e Your SPAM filter may have blocked the email.
Check with you state/local IT system.

e |f you have not received the identity
verification email, request it be resent to you
by contacting the SAMS Help Desk:

— Toll Free SAMS Helpdesk Phone: 800-532-9929
— SAMS Helpdesk email: samshelp@cdc.gov
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If | am in SAMS, can | automatically access
other Secure Data Network (SDN) applications
that require digital certificates?

e SAMS is the next generation replacement for
CDC's legacy SDN portal. Applications currently
operating under SDN will begin to transition over
to SAMS

e Current SDN users cannot access SAMS protected
applications without completing SAMS Identity
Proofing

e Fortunately, due to SAMS’ role as a common
enterprise portal, users will only be required to
complete each process once, regardless of the [fFF
number of applications they use

XL~
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Can | access multiple applications protected by
SAMS without having to re-register/proof?

e Yes, you will have access to multiple applications via a single
SAMS account

e |f 3 user requires access to an application with an equal or
lower security rating than their currently approved SAMS
security access level, they can be immediately granted access

e User's requiring access to a protected application with a higher
security rating than is currently assigned will have to satisfy the
associated Identity Verifications requirements mandated by
the application with the higher security level before being
granted access.

— IMATS is an E-Auth Level 2 application. As a result, if you
require access to another applications protected by SAMS
with an E-Auth rating of 1 or 2 you do not need to repeat
the registration process. If you require access to a Level 3
rated application some additional Identity Proofing
requirements will need to be satisfied before access is

granted.




IMATS User Registration Webinar

Recorded Webinars and slide set
will be available soon

Thank you for your time!

IMATS Questions?

Email: ctshelp@cdc.gov




