How to use your Smart Card to access CDCVPN

Requirements e CDC GovernmentFurnished Equipment (GFE) workstation
e Internetconnectionthatisoutside of the CDC network(i.e., yourhome DSL, a CDC public

guest wireless connection, etc.)
e Smart Card Reader

Note: If youare not a currentuser of CDC VPN, please submitarequestat
http://itsotools.cdc.gov/vpn/Default.aspx.

1 Insertyour Smart Card into your Smart Card Readerandloginto Windows.

Note: This guide includesimages for a Windows 7 workstation. If you are usinga Windows XP
workstation, the steps are identical butthe look and feel of the pop-ups willbe slightly
different.

2 Go to http://access.cdc.gov and click the Log On button located underthe Smart Card image.

Conditions of Use and Logon

You are accessing a US. Government information system, which includes (1) this computer, (2) this computer network. (3) all computers connected to this network. and (4) all devices and storage media attached to this network or to a computer on this.
network This information system is provided for US. Government-authorized use only.

Unauthorized or improper use of this system may result in disciplinary action, as well as civil and criminal penalties.

By using this information system, you understand and consent to the following

You have no reasonable expectation of privacy regarding any communication or data transiting or stored on this information system. At any time, and for any lawful govemnment purpose, the government may monitor, intercept, and search and seize
any communication or data transiting or stored on this information system.

Any communication or data transiting or stored on this information system may be disclosed or used for any lawful Government purpose

Login with your usemame and password or login with your Smart Card

User name(D Onyy |
Password

Passcode: w

Insert your Smart Card in your smart card reader before you try to login

=

For login Instructions using your Smart Card piease read the following document: VPN Login Instructions.
For more Information please visit the

i
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3 A certificate pop-up window appears listing two certificatesinyour name. If oneis labeled as
“US Government PIV Authentication Key” when hovering overyourname, choose thisone. If
you do not see thislabel, choose the first one and then click OK.

Windows Security @

Select a Certificate

[—==mg)| <Your Name Appears Here>
| Issuer: HHS-55P-CA-B7
Valid From: 3/17/2011 to 8/8/2013

iClick here to view certificate prope...;

<Your Name Appears Here>
| Issuer: HHS-SSP-CA-E7
. Valid From: 3/17/2011 to 8/8/2013

4 When prompted, enteryour 6-8 digit PIN and click OK.

ActivClient Login @

Actividentity

ActivClient

Please enter your PIN,

Note: If youlog into yourworkstation using your Smart Card you may not be prompted to
enteryourPIN again.
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5 A certificate pop-up window appears again listing two or more certificates: oneinyour
name and the otherin youruserID. Selectthe first certificate listingyour name, and then
click OK.

Windows Security @

Select a Certificate

I 1| <Your Name Appears here>
| Issuer: HHS5-55P-CA-BY

Valid From: 3/17,/2011 to 8/8/2013
!

iClick here to view certificate prope...;

<Your ID Appears here>
| & Issuen Communications Server
|| Valid From: 3/2/2012 to 8/29/2012

[ ok || Cancel

When the following screen appears, you are logged into CDCVPN.

Welcome to the CDC Virtual Private Network (VPN).

For technical support wi FAQ bfors contaciing the ITSO Sarvics Dask via phons st 4046388000 (Atlants) 1-888-847-2375 (outside Allants), vis mail st [TSOServicaDes@edegov, o via

Logging Off Whenyouare finished usingthe VPN, right-click the CitrixAccess Gatewayiconinyour
Windows system tray and select Logoff.

J Trusted sites | Protected Mode: Off - &S

O 2
i @ |L'| il 'o 31
Note: If you have removed yourSmart Card from the reader aftersigninginto VPN, a pop-
up will appearaskingyoutore-insertit before logging off.
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