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The Basics 



   

ObjectivesObjectives 

• Outline the steps of forming a group in NHSN 
• Discuss facility-level enrollment procedures Discuss facility level enrollment procedures 
• Describe digital certificates used to access 

NHSNNHSN 
• Define CDC locations 

f f S• Demonstrate key functions of the NHSN 
application 



Data Sharing in NHSN: Groups 

• CDC does not send NHSN data to state health 
departments or other entitiesp

• Health departments or others obtain data directly from 
NHSN facilities 
– By becoming a group in NHSN 
– Facilities join the group and confer rights to certain 

data 
• The group can analyze the data of its member facilities 
• Facilities within the group cannot see each other’s data 
• Facilities may join multiple groups 



Data Sharing in NHSN: Groups 
• Any entity can enroll as a group in NHSN (e.g., 


state health department, quality improvement 
i ti  h it  l  t )organization, hospital system) 

• NHSN facilities join the group using a group ID 
number and password provided by the Group 
AdAdmiiniisttrattor 

• Facility gives access rights to certain data to the 
group (“Conferring Rights”) 



    Forming a Group in NHSNForming a Group in NHSN 
1. Complete required reading and training for the 

Group Administrator or Group User 
2. An NHSN facility nominates the group 
3. The Group Administrator obtains a digital 

certificate 
4. The Group Administrator adds additional users to 

the group and sets a joining password. 
5. The Group Administrator sends the Group ID and 

group joining password to facilitiesg j g 
6. Facilities join the group and confer some or all 

rights to data g



1. Materials and Training for 
G UGroup Users 

� The NHSN Group Administrator Guide 

� The NHSN Patient Safety Component 
Manual and accompanying materials: 

- Tables of Instructions 
- Data Collection Forms 

http://www.cdc.gov/nhsng
Follow link to “Resource Library” 



       

    

        Nominating a group does not automatically join the

2. An NHSN Facility Nominates 
th Gthe Group 

• A current NHSN facility selects “Nominate” from the • A current NHSN facility selects Nominate from the 
“Group” section of the NHSN Navigation Bar 

• Nominating facility enters group informationNominating facility enters group information 

Nominating a group does not automatically join the 
facility to the group – the facility must join itself 

Only ONE facility should nominate the group 

Provide the nominator with your correct e-mail 
address, it MUST match your digital certificate 







3. The Nominated Group 
Ad i i t t 

• Receives email from NHSN with Group ID number 

Administrator: 
p 

(5 digits) and digital certificate instructions 

• If Group Administrator already has a digital
certificate, do not get a new one 
– Request a new program/activity on SDN home page: 

• Program: National Healthcare Safety Network 
(NHSN)(NHSN) 

• Activity: NHSN Reporting 

Groups do not “enroll” in NHSN and do not need an 
enrollment number 





 
       

    

  

– Add additional users at the group level (other state 
health department personnel) 

Reporting, he or she will: 
– Set the group joining passwordSet the group joining password 

4. Group Administrator Adds 
U  d  S  t  P  d  

• When the Group Administrator logs into NHSN 

Users and Sets Password 
When the Group Administrator logs into NHSN 

p p ) 

The Group ID is a 5 digit number assigned byp g g y 
NHSN, not the Group Name. 
The Group joining password is case sensitive 
and special characters are not recommended. 
 



Settingg  the Groupp Joinin gg Password
 



dd G Use s  Addingg Group Users
oup 



5. Group Administrator Invites 
Facilities to Join 

• Group Administrator contacts facilities with group 
ID and joining password 

• Facility Administrator logs in to NHSN and clicks on 
“Group” Æ “Join” in left hand navigation bar 

• Facility Administrator enters group ID and joining 
password to join group 

• A facility can join as many groups as it wants or 
needs to 
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6. Facilities Confer Rights to 
the Group 

• 	 Facility gives access rights to certain pieces of its 
data to the group 

•	 GGroup can anallyze thhe ddata off  i  its membber 


facilities 
 

• NHSN facilities in the group cannot see each NHSN facilities in the group cannot see each 
other’s data 

•• Facilities can confer rights in a variety of ways Facilities can confer rights in a variety of ways, 
including: 
–	 By eventBy event 
– By location 
–	 By dateBy date 



 

      

      

Groups will need to provide guidance to member 
facilities about what data they need to share: 

E ents (CLABSI? SSI? MDRO? Others?) 

Many states with mandated reporting have 
produced step by step guides on conferring rights 
(text screenshots) 

6. Facilities Confer Rights to 
the Group 

G ill d t id id t b• 

– Events (CLABSI? SSI? MDRO? Others?) 
– Locations (ICUs? Specialty care?  Med floors?) 

Ti i d– Time period 

Many states with mandated reporting have • 

(text, screenshots) 



           

Conferring Rights to a Group
 

• Confer rights to patient data, with or without identifiers 
•• Conferring rights to the facility survey will allow the Group to Conferring rights to the facility survey will allow the Group to 

see the Facility’s name, address, phone, and facility type 



Conferring Rights to a Group
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After Facilities Join Group
 

• G d f ll b f ilitiGroup users can access data from all member facilities 
or select a single facility. 



t t

Group Level Analysis
 

• MMany anallysiis optiions are avail  ilabl  ble to group users 
from within NHSN 



         

Group Level Analysis
 

•• NHSN data can be exported to various other programs 
 NHSN data can be exported to various other programs 
for review and analysis. 



Consultation on from other states     

       

     

CDC Support for the Group-
Level User 

• Consultation on experience from other statesexperience 
• Presentations to advisory groups 
• Collaboration with CSTE, SHEA, APIC, IDSA, otherCollaboration with CSTE, SHEA, APIC, IDSA, other 

federal agencies including CMS and AHRQ 
• Access to test facilities and ggroupps 
• “State Users of NHSN” support: 

– Conference calls monthlyy between CDC and states 
– Web Board to share materials 

Consultation on analysis, HAI comparison metrics
• NHSN Help Desk – nhsn@cdc.gov 
• Consultation on analysis, HAI comparison metrics



ts to data
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Summary of the NHSN 
G  F  ti  Group Function 

• Any entity can form a group in NHSNAny entity can form a group in NHSN 
• An enrolled NHSN facility “nominates” the 


group 
group 
• Facilities join the group and confer some or all 

rigghts to data 
• The group can analyze the data of its member 

facilities 
• Facilities within the group cannot see each 


other’s data 
 

• Facilities can join as many groups as they like 



     

NHSN Facility Administrator 

• Only one Facility Administrator per facility 
• Facility administrator must complete required 

training 
• Only person who can enroll a facility 

– NOTE: Facility Administrator must completey p 
required NHSN training prior to enrolling 

• Responsible for initial set-up 
– Adding locations and surgeons 
– Adding users and assigning user rightsAdding users and assigning user rights 
– Joining and conferring rights to groups 
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What is a Digital Certificate?g
• A digital certificate provides an electronic 

means of proving your identity in order tomeans of proving your identity in order to 
securely conduct business with NHSN. 
Digital certificates provide the followingDigital certificates provide the following 
benefits: 

D t b i t t NHSN i t d th t– Data being sent to NHSN is encrypted so that 
only NHSN can read it 
Provides assurance to NHSN that the data has – Provides assurance to NHSN that the data has 
not been changed in transit 

– Authenticates that the certificate owner actuallyAuthenticates that the certificate owner actually 
sent the transmission 
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Additional information about 
Digital Certificates 

• User specific – do not share your • User specific do not share your
digital certificate with another user! 

• Installed on your computer (you may 
need the assistance of yyour IT 
department) 

•• Make a copy as soon as it is installed Make a copy as soon as it is installed
 

• CDC pays for the digital certificate 
• Can be installed on additional computers
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IMPORTANT!!! 
• You must use the same email address 

throughout NHSN. This includes your 
application for a digital certificate. 

• Allow nhsn@cdc.gov and 
PHINTech@cdc.gov to come through your@ g g y  
organization’s email spam blockers. 

• Make sure the following site is listed as aMake sure the following site is listed as a 
trusted site in your browser and pop-ups are 
allowed:allowed: 

*.cdc.gov 
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CDC Locations 
• A list of standard descriptions for patient care 

and other areas of healthcare facilitiesand other areas of healthcare facilities 
– List can be found in the NHSN Manual: Patient 

S f t  C  t  P  t  lSafety Component Protocol 

• Each location under surveillance must be 
“mapped” to one standard CDC Location 
description 

• The correct mapping to a CDC Location is 
determined by the type of patients receivingdetermined by the type of patients receiving 
care 
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CDC Location 

80% R l80% Rule 
80% of the patients must be of a consistent type to
classify the location as that specific type. 

Example:
If 80% f i d d lt ti ith If 80% of patients on a ward are adult patients with 
orthopedic problems, the location is designated as
an Inpatient Orthopedic Ward.p p 

EXCEPTION: 
For patient care areas where the mix of medical andp
surgical patients is approximately equal, use the
combined medical/surgical location designation. 



Highlights of the NHSN Application 

Group User 



















Highlights of the NHSN Application 

Facility User 













  

Contact Information: 

nhsn@cdc.gov 
Important web addresses:Important web addresses: 

http://www.cdc.gov/nhsn/index.html 

http://www.cdc.gov/nhsn/library.html 

http://www cdc gov/nhsn/training htmlhttp://www.cdc.gov/nhsn/training.html 


