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Important Reminders

= On December 31, 2022, the TeleTracking contract will expire, and reporting
will transition to NHSN

= Transition webpage and resources:
https://www.cdc.gov/nhsn/covid19/transition.html

= Transition preparation will be ongoing with additional webinars, standing
meetings, and frequent webpage updates



https://www.cdc.gov/nhsn/covid19/transition.html

I Important Reminders continued

= Reminder that reporting activities will not change until mid-December
2022

— Continue reporting as usual

= There will be no impact or changes to reporting for the LTCF, Dialysis, and
Healthcare Personnel Vaccination COVID-19 modules in NHSN

= There will be no significant changes to the reporting questions as result of
this transition

= Process for reporting will remain the same

= Reporting capabilities for web interface, CSV upload, and APl will remain
the same

= Data will still be aggregated into HHS Protect



Timeline and Important Dates

= October 1, 2022 (recommended)
— Obtain access/active user in NHSN
= | ate October 2022 — mid-December 2022

— Module available in NHSN for data submission testing
= Mid-December 2022

— Reporting transition




Key Information




I What is a Bulk Uploader?

= Jurisdictions, hospital associations, healthcare systems, and third party

vendors who submit data on behalf of multiple hospitals are bulk
uploaders

= There are three different scenarios for bulk upload reporting of hospital
COVID-19 data



Bulk Upload Scenarios for Reporting COVID-19
Hospital Data

= Jurisdiction Reporting on Behalf of Facilities (Jurisdiction submits to HHS)

= Jurisdiction Reporting on Behalf of Facilities (Jurisdiction submits to Juvare
to submit to HHS)

= Hospital Systems Reporting at an Enterprise Level or on Behalf of Multiple
Facilities

= Jurisdictions who are NOT bulk uploaders will still have supergroups
created for them



I NHSN Groups

= Hospital systems will be able to report data for multiple facilities using
NHSN Groups

= Group-level users can submit data on behalf of facilities within the Group

= Any entity can maintain a Group in NHSN (health departments, corporate
health systems, and/or third-party vendors)

= A facility that joins a Group does not have access to any data from other
facilities in the Group

= Facilities may join multiple Groups




Supergroups versus Standard NHSN Groups

= You may have heard “Supergroups” mentioned in previous
communications. These differ from standard or regular NHSN groups:
— Standard groups
* Created and managed by health system/other reporting entity

* Used by hospital system reporting at the enterprise level or on behalf of
multiple facilities

— Supergroups
e Created by NHSN; managed by Group Administrator from the jurisdiction
e Used by states reporting on behalf of facilities




Hospital Systems Reporting at an
Enterprise Level or on Behalf of
Multiple Facilities




Overview: Hospital Systems Reporting at an Enterprise
Level or on Behalf of Multiple Facilities

= Will use standard groups (not supergroups)
— Group will be managed by the hospital system

— System will set up (or tweak) the Group, add facilities to the Group,
and the facilities will need to confer rights

* Right conferral: grant permission for reporting entity to report on the
facility’s behalf




I Hospital Systems Reporting at an Enterprise Level or
on Behalf of Multiple Facilities

Identify the NHSN facility administrator for facilities
Ensure all reporting facilities are enrolled

Determine plan for reporting
—  Leverage existing Group (if available)

—  Create new Group
4. Setup reporting method (CSV, API)
5. Data submission testing




I Step 1: Identify NHSN Facility Administrator

= The NHSN Facility Administrator will:
— Add a facility to a Group

— Nominate a Group to initiate creation of a new Group
= Contact facility infection prevention and control department

= |f unable to identify an NHSN user at the facility or there is no longer an
NHSN user at the facility:

— Email NHSN@cdc.gov and provide the following
* Email subject line: “COVID-19 Hospital”

* Facility name

* Facility address (including zip code)

e CCN (if applicable)



mailto:NHSN@cdc.gov

I Step 2: Facility Enrollment

= Important: Most hospitals are already enrolled in NHSN

= Facilities must be enrolled in NHSN to be added to a Group

= Please do not begin enrolling a facility without confirmation from NHSN
that enroliment is needed




Step 2: Facility Enrollment continued

= How do | know if my facility is enrolled?

— NHSN will be able to identify facilities that are not currently enrolled through
the process of reviewing the NHSN orglID files

e Jurisdictions will receive communication on facilities that need to enroll
and enrollment steps in the coming weeks

— Reach out to infection prevention and control department
= |f a facility cannot identify if they are enrolled contact:

— NHSN@cdc.gov for next steps on enrollment

— Subject line: COVID-19 Hospital



mailto:NHSN@cdc.gov

Step 3: Determining Plan for Reporting — Leverage existing
Group — How do | know if my system has an existing Group?

= Log into an NHSN facility within your hospital system

= |f you do not have access to an NHSN facility, reach out to
a facility within your hospital system enrolled in NHSN

— Remember, the infection prevention and control
department can help identify NHSN users for a facility

Users » I

Facility »

= When logged in to the facility, select Group and then
Confer Rights on the Left-Hand Navigational Panel

Group Confer Rights

Logout Join
Leave

Nominate I_

I Incompled




Step 3: Determining Plan for Reporting — Leverage existing
Group — How do | know if my system has an existing Group?

= At the top of the Confer Rights page, you will see

the section “Groups that have access to the (. Memberships /
Facility’s data.”

Groups that have access to this facility's data

. .. Maggie's Best Group (21928) onfer Rights

] If your fac”lty has JOInEd a NHSN Group and QIO Test Group-Hospital IQR Program (22924)
conferred rights, the Group will be listed in the
“Groups that have access to the Facility’s data” Eter D and Pasyord for s ity ojina newroup
box . Group Joining Password: \:l

= |f still unable to determine if your system has =]

an existing Group, reach out to
NHSN@cdc.gov



mailto:NHSN@cdc.gov

I Step 3: Determining Plan for Reporting — Leverage
existing Group
= Once an existing Group has been identified:

— Communicate with Group Administrator to add additional users
to the Group for COVID-19 hospital reporting (if needed)

— Add additional facilities to the Group (if needed)




I Step 3: Determining Plan for Reporting — Leverage
existing Group, Adding a Facility to a Group

= Group step: The Group Administrator will provide joining
facilities:

— The Group’s 5-digit NHSN ID number

— The Group’s joining password Facility ]

Confer Rights
= Facility step: NHSN Facility Administrator Logout ‘ _

will select Group and then Join on the
NHSN navigation bar to join a Group

Leave




I Step 3: Determining Plan for Reporting — Leverage
existing Group, Adding a Facility to a Group continued

= Facility step: From the

Memberships page \4\/ Memberships
— 1. Enter the 5-digit NHSN ID
Groups that have access to this facility's data
— 2. Enter the joining password
(case sensitive)

— 3. Select Join Group

Enter ID and Password for this facility to join a new group

# Group Joining Password: :




Step 3: Determining Plan for Reporting — Leverage
existing Group, Adding a Facility to a Group continued

= Facility step: Accept the confer -

Confer Rights - Patient Safet
Alerts \"-3 - 2

.
right template o o - .
1 Please review the data rights that "Andrew Test Group” is requesting from your facility:
Reporting Plan » = Verify locations
- Press "accept” button to confer rights or review current rights before accepting new rights
. ) Patient "
— Immediately after joining the %%
of e . View Options
G rou p, th e fa Cl I Ity Wi I I be ta ke n sl ; Patient With All identifiers
. . Summary Data » Without Any Identifiers
to a screen listing the datathe s . Wit Specfed ceniers
Gender DOB Ethnicity Race
L s Medicare # Name || SSN Patient ID Birthweight (NICU only)

Group is requesting access to
(the rights template) s

Users

Surveys Monthly Reporting Plan

Data Analysis

Facilitz Information

4 COVID-17 View Data
COVID-19 €SV Data Upload

* w w ¥ ¥

Facility

— Select the fields for COVID-19

— You will be redirected back to the Member page and confirm the
rights to the group have been conferred




I Step 3: Determining Plan for Reporting — Create New
Group

= |f your system does not currently have a NHSN Group or you would
like to have one specifically for the COVID-19 hospital reporting, you
can create a new Group in NHSN

= Steps to create a Group:

Identify the Group Administrator
Nominate the Group

Create Joining Password

Define Rights

Adding Facilities

Add Additional Users

o Uk wWwh e




Identify the Group Administrator

" The individual who will work regularly with the Group’s member
facilities

= Only one person can be made the Group Administrator, but other
users can be given administrative rights in the group

= The role of Group Administrator can also be reassigned to other users
in NHSN as needed

= Group Administrator Guide and manuals are available at:
https://www.cdc.gov/nhsn/pdfs/groups-
startup/groupadminstartupguidecurrent.pdf



https://www.cdc.gov/nhsn/pdfs/groups-startup/groupadminstartupguidecurrent.pdf

I Nominate the Group -

Facility ]

= A facility that is currently enrolled in

Join
NHSN must be identified by the Group i e

Administrator to nominate the Group. 'i_
= The user nominating the group must be —

the NHSN Facility Administrator for the
facility.

I Incomplet

= Only one facility should nominate the Group.

= The nominating facility NHSN user must log into NHSN and
navigate to the left-hand menu and select Group and Nominate.




I Nominate the Group continued

= On the Nominate Group page, the nominating facility will complete the
information provided by the Group Administrator

— Group’s name
— Group type
— Group Administrator Information

* Will need to create a new user in NHSN if the Group Administrator is not a
current user

= The Group Administrator will receive an email containing the Group’s 5-
digit NHSN ID number and SAMS invite (if needed).




Note: This form should be used for nominating organizations that serve as groups. If the proposed administrator for the group is already a user in the NHSN system, check the Use Existing NHSN User option
below. For that case you will be prompted to enter the unique e-mail address of that person.

If the proposed administrator does not already exist, check the Create New NHSN User option. For that case you will be prompted to provide a User |D for that user along with the persons name, email addres:
and phone number.

Enter group data

Mandatory fields marked with *
Group Name *: |

Type of Group *: | HCSP - Healthcare system, Private, for profit v|

If group type is Other, enter type here: |

Group Administrator Information *
O UseexistingNHSN user O Create new NHSN user

Note: To specify a new user as the administrator of this group, enter that persons name, email address, and phone number, and then hit the Submit button. The new group administrator will be notified when tt
group has been added, and will supply potential member facilities with the information necessary to join the group including the joining password.

Create new NHSN user

Administrator User |D *: ‘ | Up to 32 letters and/or numbers, no spaces or special characters
First Name *:‘ | Middle Name:‘ |
Last Name *: ‘ | Title:‘ |
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Logging in to the Group

(=] SAMS Admin Adobe Analytics
= Once the Group Administrator is i cocTRAw

Links

added to the nominate Group and

completes SAMS registration, they can Bl T

access the Group_ Overview « CDC Single Point Sign On- CITI Courses
— Log in to SAMS and select NHSN

Reporting

= CDCTRAIN

National Healthcare Safety Network System

'\‘5‘3 Welcome to the NHSN Landing Page + NHSN Reporting *
2 « NHSN Enrallment *

— Select Patient Safety Component @
- SElect the GrOUp Select component:

Biovigilance

Dialysis

Healthcare Personnel Safety
Long Term Care Facility
Neonatal

Qutpatient Procedure

Patient Safety
—




Logging in to the Group continued

®
O

Select component:

Biovigilance

Dialysis

Healthcare Personnel Safety
Long Term Care Facility
Meonatal

Qutpatient Procedure

Patient Safety
I

\?&3 Welcome to the NHSN Landing Page

Select component:

Patient Safety -

Select facility/group:

-

Facility/Group Name + Facility 1D
Grp: CDC 0
Grp: Maggie's Test Group 11933
Fac: Craggette LTAC- Test Facility 28003
Fac: Decennial Medical Center 15331

999999
N/A
999999

City
ATLANTA
ATLANTA
Hampton
Atlanta

State
GA
GA
WA
GA



Create Joining Password

= When a new group is created, a Joining Password

must be set up in order for facilities to join the Find Facility
group and allow the group user to view the data. =0 | Edit Group Info

= Select Group and then Joining Password

| Evict Members
= Enter a password in the text box. Remember that
this password will be shared to all facilities
joining the group.

~ e

Set joining password for this group

* New Password: |

Verify New Password: | Set Password
¥




Define Rights

= Select Group and then Define Rights to access the Define Rights Template
(DRT)

 Select COVID-19 options

NHSN H g
U Define Rights-Patient Safety

Dashboard »

Users » | Reporting Plan >

ind Facility Event »
e

dit Group Info

View Options
Logout Summary Data » > .
Joini P d Patient @® with All Identifiers
CHRENE hessmal CovID-19 O Without Any Identifiers
i Surveys » O with Specified Identifiers
Evict Members Gender DOB Ethnicity Race
Analysis 4 . . . .
Send Ema_" eare , Medicare # Name 55N Patient ID Birthweight (NICU only)
O Menthly Reporting Plan
Define Rights Group 4 [J Data Analysis
- = Logout | () Facility Information
Rights Acceptance Report COVID-19 View Data

COVID-19 CSV Data Upload




Adding Facilities to the Group

= Once the Group and Joining Password have been created and Define
Rights Template complete, facilities can be added to the Group.

— The Group Administrator will provide the 5-digit NHSN ID
number Group’s joining password to the facilities that need to
join the Group.

Refer back to the section beginning on slide 21 of this
presentation for instructions on joining a Group.




I Adding Additional Users to the Groups

= The Group Administrator can add NHSN users at the
Group level

= Steps to add a new user:
https://www.cdc.gov/nhsn/pdfs/Add-User-508.pdf

Analysis 3
Facility p | Find



https://www.cdc.gov/nhsn/pdfs/Add-User-508.pdf

I Final Steps: Hospital Systems Reporting at an
Enterprise Level or on Behalf of Multiple Facilities

= Set up reporting method
- CSV
— API

= Data submission testing — late October 2022 — mid-December 2022
— More details to come




I Overview of API Steps (High-level)

= Register with SAMS
— Reach out to NHSN@cdc.gov to request a SAMS invite

= Reach out to let NHSN know you will need account for API activity
— One contact/steward for account

* Receive emails from SAMS, updates passwords, etc.

= Receive emails with the System Account Name and the web service(s)
you've received access to and set up password



mailto:NHSN@cdc.gov

I Overview of API Steps (High-level) continued

= User will use username and password to request bearer token from SAMS
= Use token to call the NHSN COVID-19 API




Resources and Q&A




I Resources

= Transition Webpage https://www.cdc.gov/nhsn/covid19/transition.html

= Replay of today’s webinar:
— Thursday, September 29t from 3:00 - 4:00 ET (Replay)

Questions

= NHSN@cdc.gov
— Subject line: “COVID-19 Hospital”



https://www.cdc.gov/nhsn/covid19/transition.html
mailto:NHSN@cdc.gov

Thank you!

For more information, contact CDC
1-800-CDC-INFO (232-4636)
TTY: 1-888-232-6348 www.cdc.gov

The findings and conclusions in this report are those of the authors and do not necessarily represent the
official position of the Centers for Disease Control and Prevention.
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