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EXECUTIVE SUMMARY

Public health involves many organizations throughout the PHIN (Public Health Information Network),
working together to protect and advance the public's health. These organizations need to use the Internet
to securely exchange sensitive data between varieties of different public health information systems. The
exchange of data, also known as "messaging" is enabled through messages created using special file
formats and a standard vocabulary. The exchange uses a common approach to security and encryption,
methods for dealing with a variety of firewalls, and Internet protection schemes. The system provides a
standard way for addressing and routing content, a standard and consistent way for information systems
to confirm an exchange.

The PHINMS (Public Health Information Network Messaging System) is the software which makes this
work. The system securely sends and receives sensitive data over the Internet to the public health
information systems using Electronic Business Extensible Markup Language (ebxml) technology.

The PHINMS Implementation Guide provides instructions for installing and configuring the PHINMS
software.
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1.0 INTRODUCTION

The Public Health Information Network Messaging System (PHINMS) Implementation Guide will assist
with the installation, configuration, and upgrade of the software. Documentation is continually updated.
Ensure the most recent versions are referenced from the PHINMS website at www.cdc.gov/phin/phinms.

The PHINMS Implementation Guide focuses on using PHINMS to send/receive messages from the CDC.
When PHINMS is used to send/receive messages from other organizations, then some of the CDC-
specific information may not apply (like how to obtain a Digital certificate and PartyID from the CDC).

1.1 PHINMS Topics

= Quick How Tos: A streamlined list and details used to install and run the PHINMS software.
Navigate to the PHINMS website, click the PHINMS Installation link, and then click on the Quick
How Tos link. The steps are listed in order and should be reviewed prior to using the other
topics.

= Release Notes: The Release Notes corresponds with the version of software being installed.
Proceed to the Release Notes and Installation Guide section on the PHINMS website, click the
PHINMS Support link, and then click on the Release Notes and Installation Guide link.

= Implementation Guide: The Implementation Guide is continually updated. Ensure the
latest copy is referenced by retrieving it from the PHINMS website, click the PHINMS Support
link, click on the Release Notes, and Installation Guides link.

= Online Help: The PHINMS online help along with the Implementation Guide provides screen
shots and step-by-step instructions for configuring and using the PHINMS software. Navigate to
PHINMS website, click the PHINMS Support link, and click on the PHINMS Software Online Help
link. The online help launches in a new browser. The Contents navigation provides procedures
needed.

= FAQs: The list of Frequently Asked Questions (FAQs) stored on the PHINMS website answers
many questions users have submitted. The PHINMS team welcomes questions, suggestions,
and/or comments.

Note: Additional information on all Sections within the PHINMS Implementation Guide can be found on
the PHINMS website. The interactive, multimedia online help offers a convenient step-by-step
instructions, vivid graphics, and screen captures to speed the training time. Detailed information about
PHINMS can be located on the web site in the PHINMS Technical Reference Guide.

1.2 Communiqués

The PHINMS team responds to user’'s communiqués. Send questions, suggestions, and/or comments
concerning PHINMS support or documentation to the PHINMS website using the Contact PHINMS email
link located at the top of the home page.

PHINMS Implementation Guide v2-6-00_8 16 _06.doc Page 1 of 69
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2.0 INSTALL PHINMS 2.6.00

The installation of PHINMS Version 2.6.00 requires the following:

= aJava application server used for all three web-based PHINMS components, the sender, receive,
and console,

= one of the following operating systems:

— Windows 2000,

— Windows XP,

—  Windows 2003,

— Linux Red Hat 8.0 or above,
— or Solaris 8 or above,

= 250M of disk space,
= 512M of memory, and

= Jocal administrator privileges.

Ensure all the correct ports, which may be 5088, 443, and 389 are open on the local host and on the
firewall.

Once the requirements above have been met, proceed to Section 2.1. Section 2.1 and Section 2.2 can
be accomplished simultaneously.

2.1 Request PartylD

A Party Identifier (PartyID) is required for each organization and every organization sending and receiving
messages. A PartylD uniquely identifies a PHINMS installation, also called an instance or node. The
PartyID is included with every message informing the recipient of the originator.

Complete the PHINMS software request located at http://www.cdc.gov/phin/software-
solutions/phinms/how.html#h-12.2. Information is required about the organization(s) sending and
receiving messages. When complete, the Public Health Information Network (PHIN) Deployment Team
will email the PartylID to the requestor. Contact the PHIN Help Desk regarding any issues encountered
with the PartyID, sending an email to PHINTech@cdc.gov or calling 1-800-532-9929, option 2.

Setting up the PHINMS software requires the PartylD which is permanent and not required to be stored
for later use. The PartylD is stored as long as the PHINMS instance for sending messages to partners is
being used by the PHINMS application.

Note: If there is a need to install PHINMS at more than one site or to install more than one PHINMS
installation at the same site, a PartyID is required for each installation. This is not the case with DPIT
where only one instance will be sending to the CDC at a time, but two instances are installed during
deployment.

The recommended way to install PHINMS 2.6.00 is to download the application from the File Transport
Site (FTP) site. If however, problems are encountered with the download, an install disk may be
requested from the PHINMS Deployment Team.

2.2 Request Digital ID Certificate

Administrative privileges are required on the personal computer (PC) before applying for the Digital ID
Certificate. Administrative privileges are automatic for Windows 98 users. Determine administrative
privileges for Windows XP, 2000, or NT by completing the following steps:
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1
2.
3

4,

select Start > Control Panel > Administrative Tools > Computer Management,
expand Local Users and Groups, select Groups,
open Administrators Group, and

verify the user ID appears in the Members panel under the General tab.

Contact IT Support to provide privileges if the user ID does not appear. Centers for Disease Control and
Prevention (CDC) users should contact IT Support at http://itsupport/oaa/login.jsp.

The following system requirements must be met before downloading the Digital ID Certificate:

221

Intel-based system with a 486 CPU or greater,

Windows 98, Windows NT 4.0, or greater,

internet connectivity,

Internet Explorer 5.x, Netscape Communicator 6.x, or greater, and

browser cipher strength - 128 bit or greater.

Apply for Digital ID Certificate

Contact the PHIN helpdesk at 1-800-532-9929, option 6, to obtain a password.

When requesting a Digital ID Certificate, complete the following steps:

5.

8.
9.

navigate to http:/ca.cdc.gov displaying Figure 2.1,

Please enter the password for CDC's Digital ID Services
and click Accept.

Password: (esssessssssssss

“Accept |

Figure 2.1. Enter Enrollment Password

enter the enrollment password, click Accept, displaying system requirements and Digital ID
Certificate background information,

select the here link at the bottom of the screen which provides complete terms for the VeriSign
Certification Practice Statement (CPS) and the Digital ID Subscriber Agreement,

click on Subscriber Agreements, Digital ID Subscriber Agreement, read the Client ID Subscriber,

click the browser’s Back button three (3) times to return to the CDC Digital ID Enrollment page,

10. click Enroll located at the bottom of the screen displaying Figure 2.2,

PHINMS Implementation Guide v2-6-00_8 16 _06.doc Page 3 of 69



T T Peo‘“ PHINMS 2.6.00 Implementation Guide

(where applicable)

*

* Employer Type |Academichesearch arganization V|

* Job Type | Biomedical Research Vl
Work Address * U.S. State | pick 3 State v
(130 characters (required for US)

masimum}

U.S. County | Pick a County v
e [ ] “zipcode | |
* Country | United States v

* Alternate Contact :

Figure 2.2. Personal Information Screen

11. complete the required fields, click Next displaying Figure 2.3,

TRIAD 1
LMNEX

Yaccine Management Business Improvement Project
Yaccine Supply
WA MAN

|

LRM Adrinistrataor
LEMStage Test
Phindir Test
PHIMMS 2.0

|3

Staging Test
System Administrator

||

Figure 2.3. Select a Program and Activities

12. select Test, PHINMS 2.0 (linked to Version 2.6.00), click Next displaying Figure 2.4, and

Challenge Phrase |-------------------|

cﬂnfirm |||l|||.|lll|||.|||ll|

Figure 2.4. Digital ID Certificate Challenge Phrase

13. enter a challenge phrase (guidelines below), click Next displaying Figure 2.5.
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Note: The Secure Data Network (SDN) environment will indicate special characters are required in the
challenge phrase during the enrollment process. However, the PHINMS software requires the user to
refrain from using special characters in the challenge phrase.

Create the challenge phrase using the following guidelines:

= contains at least eight (8) characters in length,

= contains only English letters and numbers,

= contains at least four (4) different numbers or letters,

= can not contain any part of the user name or email address,

= can not spell a word unless the word has three (3) or more numbers or symbols before, after, or
within the word,

= can not contain more than two consecutive characters, and

= can not contain special characters such as “+, <, &, @, etc” which prevents the user access to
the software.

Note: The challenge phrase is case-sensitive. Safely store the challenge phrase for security purposes.
The challenge phrase is required each time the SDN is accessed and is different from the password used
to log onto the SDN enrollment site. The challenge phrase along with the Digital ID Certificate is used to
authenticate a SDN user.

Your request for a digital certificate has been received.

You will receive an e-mail when your request is approved,
which includes instructions far installing your digital
certificate,

Please note that processing tirme may vary, depending upon
the nature of the enrollment request, If you do not receive
an e-mail notification within 72 hours, you may inquire about
the status of your request by contacting the program
adrinistratar,

Figure 2.5. Digital ID Certificate Request Received

2.2.2 Approved Digital ID Certificate

Approval notification may take anywhere from 12 to 72 hours via email with instructions similar to those
shown in Figure 2.6. Follow the instructions sent in the email before proceeding to Section 2.2.3.
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From: CDC SDN Support
sent: Friday, HMay 12, 2006 4:36 PH

To: equestor's Name
SJubhject: 3DN Enrollment Fedquest

The administrator has approved your 3DN enrollimment recquest, Please rewview
these instructions with wour local IT staff to insure yvour certificate is
installed properly.

1) Check to werify that the wersion of Internet Explorer i=s 5.5 or higher
(6.0 recommended), or that the wversion of Netscape is 6.0 or higher and that
the cipher strength iz 125-bit.

2] For Windows 2000 or XP svystems using Internet Explorer, whoever installs
the certificate MUIT have administrative rights on the computer to which the
certificate iz being installed. If Netscape is the browser, admwinistratiwve
rights mway not be necessary, but the certificate must be downloaded and
installed manhually using "Import®™.

3] To retriewe the certificate, wvou will be asked to enter the challenge
phrase set during the most recent application process. If the the phrase
cannot be remembered or iz not working, vou may need Lo request a new
certificate.

4] During installation, & box mway pop up asking for permission to install
and ruh Verisign's Iwport Control. Select ¥Yez, as this iz a wital plug-in
Verisign needs to install the certificate.

If wou do not have local IT support, or & problem occurs during the
installation process, reply to this email to contact CDC 3DKN 3upport or call
1-800-532-9929, option 1 for assistance and further instructions. If there
are any cquestions about the installation procedure, please contact CDC 3DN
SJupport BEFORE attempting the installation.

It iz strongly recomoended that users make a backup copy of the certificate
on a diskette or network drive that iz separate from the comwputer on which
the certificate iz installed. It is also recomnended that this be done while
the user or adwinistrator is logged in during the =ession in which the
certificate iz installed. For instructions, contact CDC 3DN Support before
attempting the installation.

To obtain vour digital certificate go to the following URL:

https://ca.cde.gov/ sdncode/ sdnapp/ servlet/CertServlet Pusertoken=1ddc 0396940k
Jec2726095eb6l18el15dn

Figure 2.6. Digital ID Certificate Approval Email

2.2.3 Download Digital ID Certificate

In order for a successful download of the Digital ID Certificate insure the following:
= Active X is enabled,

= all “Pop-Up blockers are turned off, including blockers similar to Yahoo or Google,

PHINMS Implementation Guide v2-6-00_8 16 _06.doc Page 6 of 69



PHINMS 2.6.00 Implementation Guide

HEALTHIER + PEOPLE™

= enable Transport Layer Security (TLS) 1.0, and

= the user downloading the Digital ID Certificate has administrative rights.

Note: Proceed to Section 2.2.3.1 to download the Digital ID Certificate using Internet Explorer and
Section 2.2.3.2 using Netscape.

Complete the following steps before proceeding to Section 2.2.3.1 or 2.2.3.2,

14. open Browser, select Tools, Internet Options displaying Figure 2.7,

Internet Options

General | Security | Privacy | Content | Connections | Programs | Advanced

Select a'web content zone to zpecily it secuity settings.

® ©@ 0 @

[rterret Local intranet  Trusted sites Restricted
zites

Local intranet
"."] Thiz zone containg all Web sites that
S are on your organization's intranet.
3 e
Security level for thiz zone

Custom

Custaorn settings.
- To change the settingz, click Custom Lesvel.
- To uze the recommended zettingz, click Default Level.

[ Cuztom Lewvel... l [ Default Level ]

[ ]9 H Cancel ]

Figure 2.7. Internet Options

15. select the Security tab, click Custom Level, displaying Figure 2.8,
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PX

Security Settings

Settings:

Cﬁl Prompk ~
@ ActiveX controls and plug-ins
@ Aukomatic prompting for Ackivex controls
lf-:il Disable
@Zl Enable
@ Binary and script behaviors
lf-:il Administrator approved
Cﬁl Disable
@Zl Enable
@ Download signed ActiveX controls
() Disable
C&:Zl Enable
Cﬁl Prompk
[ T PR R S [ S TR ¥ SR T P

< >

Reseft custom setkings

Resettor | Medium-low i

[ OF l ’ Cancel ]

Figure 2.8. Security Settings

16. expand ActiveX controls and plug-ins, select Enable Automatic prompting for ActiveX controls,
select Enable Download signed ActiveX controls, click OK, returning to the Browser,

17. select the Advanced tab, displaying Figure 2.9,

Internet Options

General | Security | Privacy | Content | Connections | Frograms | Advanced

Seltings:

é Securty -~
[ ] Allaw active content from CD= ta run on dy Computer

Allow active content to run in files on My Computer

Allaw zoftware ta run of install even if the signature iz imvalid
Check for publisher's certificate revocation

Check for server certificate revocation [requires restart]

Check for signatures on downloaded programs

Do not save encrypted pages to disk

Empty Temporary Intermet Files folder when browser iz clozed
Enable Integrated Windows Authentication [requires restart]
Enable Profile Azzistant

Uze 55L 20

Uze 55L 3.0

[<TI=T T

“Wwarn about invalid site certificates
"W arn if changing between secure and not zecure mode hd

< ?

Restore Defaults

IRIRKIKISIRIKS]

[ Ok H Cancel ][ Apply ]

Figure 2.9. Advanced Internet Options

18. scroll down to Security, select Use TLS 1.0, click Apply, click OK, returning to the Browser, and
19. select Tools, Pop-up Blocker, Turn Off Pop-up Blocker,
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2.2.3.1 Internet Explorer Download

When the Digital ID Certificate approved has been given, complete the following steps:

Note: The steps below have been documented using Internet Explorer version 6.0.

20. navigate to the link provided in the email displaying Figure 2.10,

Confirm Personal Information

@ revigw your information. If it is comect, click Cornfirm and wait for instructions to install
digital contificate.

il

1f you need to make thanges dick Lpdate.

Prefix : Preferred Name :
First Name : Weondy Middle Name @
Last beame : Fama Degres

€OC User 10 :

Emall Address @ waflcdo goy {whers appicable) waf
Employer: SAIC
F Bision MeFHl
Emplover Type : COC, all campuses
Jab Type : Techrical Info/Ulbrary Stience
Phone : 4044986437 Fax
Work Address © zs00 cortury Conter U5, State : Goorgia
(130 characters {raquired far LS}
masimum)
LS. County :
Clty = Adanta Zip Code : 30094
Country : United States
Alternate Contact ;
Name : Tom Brinks Phone : 4044005505

[confirm] [Updata ]

Figure 2.10. Internet Explorer Confirm Personal Information

21. confirm personal information is correct. If correct, click Confirm, if not click Update displaying
Figure 2.11,

Downlaad Dlgltal 10

Plaase nate the folowing requinemants must be met to matall a carbficate on your maching,
I you cannct meet any of these requirements, you should not proceed with the certificate
installation,

1. Th current user
2. The Vorisign [mp
to install the import conéral duri

ol
actve on your maching, or you have any guestons about thewr use, please contact
your local IT support.

The certicate mstallation may ke Several seconds 1o Complets. You must rat dick your
browser's StopsfReload fRack button during the inszallation process

Download

Figure 2.11. Internet Explorer Download Digital 1D

22. click Download displaying Figure 2.12,
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x]

F

Do pou want boinstall and ron "eriSign Import Control
zigned on 24222002 .08 P and distributed by

WerSigh, Ihe.

Publishier authenticity verified by WenSign Cormmerzial
Software Publizhers Ca

Caution: YeriSign, Inc. agserts that this content iz safe.
r'ou should only ingtallfview this content if you trust
WeriSign, Inc. to make that aszertion.

T

[ &hways trust content from WerSign, Inc.

[ es ][ Mo ” Mare Info l

Figure 2.12. Internet Explorer Security Warning

23. click Yes displaying Figure 2.13, and

Congratulations!

Your Digital ID has been successfully generated and installed.

Your Digital ID Information.

Serial Number: XXXXXXXXXXXXXXXXXXXXXXXXXXXX

Figure 2.13. Internet Explorer Successful Digital ID Certification Download

24. proceed to Section 2.3.

2.2.3.2 Netscape Download

The Netscape Digital ID Certificate master password needs to be changed before the installation can
occur. It is recommended to change the master password to be exactly the same as the challenge
phrase. Complete the steps listed below to change the master password.

25. select Tools, Options from the Netscape browser, select Advanced displaying Figure 2.14,
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Browser Options Security and Privacy
General | site Controls
¥ Customize basic browser settings Manage your site security settings

Profiles ‘P’H' ID Theft Protection

%) Give users their own controlled space Suspicious site notification settings

G:\—‘ Screen Name nﬁ Spyware Protection
7 Stay logged in to Metscape sites Keep your systern free of spyware

Browser Update
Adjust your software update settings

{,_L Downloads

Setup haw downloads are handled

@ Tabbed Browsing Privacy

Tuveak the way tabs open and dlose e
'O‘ﬁ Advanced 7 nautoFill
i Get under the browser's hood Manage and protect your saved data

Figure 2.14. Netscape Options

26. select Advanced displaying Figure 2.15,

& O [ sown

Use 55L 2.0 o |
Use 55L 3.0
Use TLS 1.0

Certificates
Client Certificate Selection

Decide haw Metscape selecks a security certificate to present ko web sites that
require one:

&) Select Automatically ) Ask Every Time

Manage Certificates —

Use the Certificate Manager to manage your personal certificates, as well as
those of ather people and certificate autharities,

[Manage Certificates. ..

- Manage Security Devices

Use this buttan ko manage vour security devices, such as smart cards,

Manage Security Devices. ..

#  validation

<l

Figure 2.15. Netscape Options - Advanced

27. scroll down and click Manage Certificates...displaying Figure 2.16,

PHINMS Implementation Guide v2-6-00_8 16 _06.doc Page 11 of 69



W00s .l -t PHINMS 2.6.00 Implementation Guide

@ Certificate Manager :||E| [g|

Your Certificates |Other People's || ‘Web Sites " Autharities |

ou have certificates from these organizations that identify you:

Certificate M... | Security De... | Purpo... Serial Mum... Expires... B

Backup.ﬂll] ’ Import: ]

ox J [ e |

Figure 2.16. Netscape Certificate Manager

28. click Import from the Your Certificates tab displaying Figure 2.17,

Loak in: |v:') Metscape Certificate V| + :? » [

D

My Recent
Documents

=
@
Diesklop

My Documents

My Computer

‘P_ File hame: | V‘ [ Open ]
MyMotwor | Flesofyps: | PRCST2 Files v| [ Cancal |

Figure 2.17. Netscape File Name to Restore

29. navigate to the file through Look in, select sdncert, click Open displaying Prompt, enter the
master password (the challenge phrase is recommended) displaying Figure 2.18,

Password Entry Dialog

“  Please enter the master password For the Software Security Device, Please enter the passwoard that was used to encrypt this
4 certificate backup.

(i
L—

Password: | |

[ e | [ Cancel ] I Ok l [ Cancel ] [ Help ]

Figure 2.18. Netscape Prompt and Password Entry Dialog

30. enter the master password, click OK displaying Figure 2.19, and
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3 ﬂi

Successfully reskored wour security certificatels) and private keyi(s),

.

Figure 2.19. Netscape Alert

31. select OK, OK, close the browser.

When the Digital ID Certificate approved has been given, complete the following steps:

Note: The steps below have been documented using Netscape version 8.1.

32. navigate to the link provided in the email displaying Figure 2.20,

Confirm Personal Information

Please review your information, If it is correct, click Cenfirm and wait for instructions to install
your digital certificate.

If vou need to make changes cdlick Update.

Prefix : Preferred Name :
First Name : Wendy Middle Name :
Last Name : Fama Degree :

CDC User ID

Email Address : wefl®@cdc.goy (where applmah\e; wefl
Employer: SAIC
T istan' NCPHI
Employer Type : CDC, all campuses
Job Type : Technical Info/Library Science
Phone : 404-498-6437 Fax:
Work Address : 2500 Century Center U.S. State : Georgia
(130 characters (required for US)
mazimurm)
U.S. County :
City : atlanta Zip Code : 30084
Country : United States
Alternate Contact :
Name : Tom Brinks Phone : 404-495-6595

Figure 2.20. Netscape Confirm Personal Information

33. click Confirm if correct displaying Figure 2.21, Update if not,
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Download Digital 1D

FEARNIN G

Please note the following requirements must be met to install a certificate on your machine.

If you canncot meet any of these requirements, you should not proceed with the certificate
installation.

1. The current user must have local administrative privileges on this machine.

2, The ¥erisign Import Control must be installed {please click Yes button when prompted
toinstall the import control during download),

3. Pop-up and script blocker software may interfere with your ahility to install a digital

certificate. If pop-up and script blocker software has been installed on your machine

(e.3., via Windows XP Service Pack 2 and third-party antivirus software), you must

disable them or allow them for the "COC.GOW" domain while installing your digital

certificate. If you are unsure of whether or not pop-up and script blocker software is

active on your machine, or you have any questions about their use, please contact
your local 1T support.

The certificate installation may take several seconds to complete, You must not click your
browser's Stop/Reload fBack button during the installation process

Download

Figure 2.21. Netscape Download Digital ID

34. click Download displaying Figure 2.22,

Note: Store the Digital ID Certificate information which will be used for installation. It is extremely

important to verify the information captured is correct, remembering the password is lengthy and case
sensitive.

35. capture the following information:
= Located in this directory,
®= In the file named, and

®  The password is.

Your Digital ID has been created and is ready to be installed.
Next step...
Install the Encryption Digital ID

sl ocated in this directory:
Lofpley

sIn the file named:
MIZ_JAXS0NGest 1077724745 pl2

Download F12 File

*The password is:
SJTDEVHSPDJHTRRD

WARNING

The digital certificate cannot be loaded automatically inte Netscape, and requires that you download the
certificate file and install it inte your browser. The password prouided aboue will allow you to perfarm the

certificate installation, and should be provided when prompted. If you lose this passward, you must
contact CDC SDM Suppart.

Figure 2.22. Netscape Install the Encryption Digital ID

36. click Download P12 File displaying Figure 2.23,
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Downloading MIZ_JAXSONtest 1077734 745.p12

Wou have chosen to downlaad a file of bype: applications-msdownload From
https:/fra.cde.govisdnoodefsdnapp/servlet |

‘Wwhat should Metscape do with this file?

O Cpen using an application [:]

(®) save this file ko disk

Always ask before opening this bype of file

Figure 2.23. Netscape Downloading MIZ_JAXSONtest_1077734745.p12

37. select Save this file to disk, Always ask before opening this type of file, click OK displaying Figure

2.24, and
Enter name of file to save to... @@
Savein [ ) Hetscape - emekE-
A [Metscape
My Recent
Documents
/ﬂ%
Deskiop
My Documents
-
59
My Computer
9
My Network  File name: |Miz_saxsomtest_1077734745 512 | Save
Places
Save as lype [~p12 | Cancel

Figure 2.24. Netscape Enter Name of File to Save

38. click Save, successfully downloading the Digital ID Certificate on the PC.
2.3 Backup Digital ID Certification

Digital ID Certificates are expensive are paid with federal tax dollars. Minimize the cost of replacing
certificates by creating a copy of the Digital ID Certificate also referred to as backing up or exporting.

The procedure to make a copy of the Digital ID Certificate depends on the type of browser used. If

Internet Explorer version 6.0 is used, follow the steps in Section 2.3.1, and if Netscape version 8.1 is
used, follow the steps in Section 2.3.2.

2.3.1 Backup Internet Explorer Digital ID Certificate
Open an Internet Explorer browser and do the following:

39. select Start > All Programs > Internet Explorer,

40. select Tools, Internet Options, Content tab displaying Figure 2.25,
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General |Secunty Privacy | Contert | Connections | Programs | Advanced

General | Security F'rivacyl Content |Cnnnections Programs | Advanced

Home page

B

*ou can change which page to uge for your home page,

Address:

[ Use Cunent ] [ Use Default ] [ Uze Blank ]

Temparary Internet files
<y Pages pou view on the Intemet are stored in a special folder
@& Y for quick viewing later.

[De\ete Cookies..] [ Delete Files... ] [ Settings...

Hizstary

3

The Histary folder contains links to pages you've visited, for
quick access to recently viewed pages.

Days to keep pages in histony:

J [

[ Colars... Fonts... ] [ Languages... ] [Accessibihly... ]

Content Advizor

&«

Cetifizates

Personal inforrnation

=

Ratings help you contral the Intermet content that can be
viewed on this computer.

Use certificates to positively identify voursell, certification
authoritiez, and publishers

[ Clear S5L State ] [ Certificates ] [ Publizhers ]

AutaComplete stores previous enties
and suggests matches far you.

AutoComplets...

Microgoft Profile Assistant stores your
personal infarmation.

tdy Profile

Figure 2.25. Internet Explorer Internet Options

41. click Certificates displaying Figure 2.26,

Intended purpose: : <Al

|
|

Personal | Other People | Intermediate Certification Authorities | Trusted Root Certificatior ¢ *

Issued To
Wendy Fama

Issued By

CDC Secure Data et

Expiratio...
s{anfzo07

Friendly Mame
<hone=

Certificate intended purposes

Close

Figure 2.26. Internet Explorer Certificates Dialog Box

42. select the certificate with the appropriate date and issuer, click Export displaying Figure 2.27,
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Certificate Export Wizal E|

Welcome to the Certificate Export
Wizard

This wizard helps you copy certificates, certificate trusk
lists and certificate revacation lists from a certificate
stare to your disk.

A certificate, which is issued by a certification autharity, is
& confirmation of your identity and contains information
used to protect data or to establish secure network,
connections. & certificate store is the system area where
certificates are kept.

To continue, click Mext,

Figure 2.27. Internet Explorer Certificate Export Wizard

43. click Next displaying Figure 2.28,

Certificate Export Wizard E‘

Export Private Key
¥ou can choose ta export the private key with the certificate.

Private keys are password protected. IF you want to export the private key with the
certificate, wou must type & password on a later page.

Do you want to export the private key with the certificate?
(%) Yes, export the private key

() No, do not expart the private key

[ « Bark ” Mext > 1[ Cancel ]

Figure 2.28. Internet Explorer Export Private Key

44, select the Yes, export the private key, click Next displaying Figure 2.29,

Certificate Export Wizard E‘

Expott File Format
Certificates can be exported in a variety of file Formats,

Select the Format you wank to use:

ersonal Information Exchange - o

P | Inf tion Exch PKICS #12 (. PFX
Include all certificates in the certification path if possible
[C]Enahle strang pratection (requires IE 5.0, NT 4.0 SP4 or above)

[C]Delete the private key if the export is successful

[ < Back H Next > 1[ Cancel ]

Figure 2.29. Internet Explorer Export File Format
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45, select Personal Information Exchange - PKCS #12 (.PFX), check Include all certificates in the
certification path if possible, uncheck Enable strong protection, uncheck Delete the private key if
the export is successful, click Next displaying Figure 2.30,

Certificate Export Wizard

Password
Ta maintain security, you must protect the private key by using a password,

Type and confirm a password,
Password:
[
Confirm password:

[ < Back ” ek ][ Cancel ]

Figure 2.30. Internet Explorer Password

46. create a password, confirm the password (the challenge phrase used earlier is recommended),
safely store the password, click Next displaying Figure 2.31,

Certificate Export Wizard g|
File to Export
Specify the name of the file you want to export
File name:
[ < Back ” ek ] [ Cancel ]

Figure 2.31. Internet Explorer File to Export

47. click Browse displaying Figure 2.32,
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Savein: | ) SDN Certificate €] ¥ = M-
N My Recent Documents
L‘g Deskiop
5 (£ My Documents
My Recent 9 My Carnputer
Documents 4 My .—.|;.n| |
= =% btprojects on "aops-im-btaE0" (B:]
[ < Looal Disk ()
Deskiop ) SDM Certificate
“ge Local Disk (D)
. <% DWD/CD-RWw Drive [E:]
.-j 2% 520l on 'd-od-atiZ\link' [L)
) g sdnteam on 'aops-im-sdnSE0° [v:]
My Documents & My Metwark Places
| Raja_personal_website
r- I salsp3
_.J.g ) SuperSECRETSTUFF
ty Computer o R
.% File: narne: | hd | I Save l
by Mebwark Save as type: | Perzonal Infarmation Exchange [*.pkx] v | [ Cancel ]

Figure 2.32. Internet Explorer Save As

48. navigate to a floppy, CD, or shared drive, type sdncert in the File name field at the bottom of the

Save As dialog box, click Save displaying Figure 2.33,

Note: Do not store the copy of the Digital ID Certificate on a local drive.

Certificate Export Wizar

File to Export

Filz name:

Specify the name of the file you want to export

L:APHIMMS Certificatelsdncert . pfx

| [ Browse. ..

’ < Back _” Mext = ]’ Cancel J

Figure 2.33. Internet Explorer Location of Digital ID Certification

49. the path of the cert is displayed, click Next, click Finish displaying Figure 2.34, and
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Page 19 of 69



SAFER - HEALTHIER + PEOPLE ™ PHINMS 2.6.00 Implementation Guide

Certificate Export Wizard E|

The export was successiul,

Figure 2.34. Internet Explorer Successful Export

50. click OK, Close, OK.

If the Digital ID Certificate was copied to an external drive, label it SDN Digital ID Certificate and store it in
a safe and secure place, keeping the passwords and the Digital ID Certificate separate.

2.3.2 Backup Netscape Digital ID Certificate
Open a Netscape browser and do the following:

51. select Start > All Programs > Netscape,

52. select Menu displaying Figure 2.35,

Preferences

(CEIETETY | Certificates |
Helper Applicati... [
Smart Browsing — Client Certificate Selection
Al ST Searc.h Decide how Metscape selecks a security certificabe to present to web sites
Tabbed Browsing that require one:

“Dovenloads

(O select Automatically (&) Ask Every Time
[» Composer

[» Mail & Newsgroups -~ Manage Cerkificates

[» Instant Messenger

I ICQ

Use the Certificate Manager ko manage vour personal certificates, as well as
thase of other people and certificate authorities.

Manage Certificates, ..

— Manage Security Devices

Use this button ko manage your security devices, such as smark cards,

Manage Security Devices. ..

Y alidation

[» Advanced
Offline & Disk. Space | ¥

[ O ] [ Cancel ] [ Help

Figure 2.35. Netscape Preferences

53. click Privacy & Security, select Certificates under the Category heading, click Manage
Certificates displaying Figure 2.36,
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) Certificate Manager

‘our Certificates | Other People's | Web Sites | Autharities

‘¥ou have certificates from these organizations that identify you:

Cettificate Mame Securit. . | Vel ‘ | Serial Murber Expires on ‘l:!l

wCDC

l igw ] [ EBackup ] [Baclv.lp AII] [ Impork: ] [ Delete

Figure 2.36. Netscape Certificate Manager

54. select the certificate, click Backup displaying Figure 2.37,

File Name to Backup @
Save in ‘ (9 Metscape ﬂ & E-
) 2y My Recent Documents
Desktap
2
My D I

My Recent “]“ My Eocumten *
Documents = ompu -

1% Floppy [4:

@ z btprojects an ‘aops-im-bt8E0° (B:]
e Local Disk [C:)

Desktop 22 Program Files
. (9 Netscape
] < Local Disk [D)
L, DVD/CD-Rw Diive 1)

Iy D I % | h
PREEIERLS 2 2eu on 'dod-a2hink' L)

. : sdnteam on 'aops-ime-sdnB60° [v:)

-_‘;g‘g ©J My Hetwork Places

|5) Raja_personal_website

My Computer | =) 5ok
_ I5) SuperSECRETSTUFF
‘.‘] 5w
My Nk Flename: [ ~| Save
yF‘Iacas lle name:
Save as lype: ‘PKES1 2 Filex j Cancel

Figure 2.37. Netscape File Name to Backup

55. navigate to a floppy, CD, or shared drive, type sdncert in the File name field at the bottom of the
Save As dialog box, click Save displaying Figure 2.38,

Note: Do not store the copy of the Digital ID Certificate on a local drive.

' Flease enter the master password For the Software Security Device.,

Figure 2.38. Netscape Prompt

56. enter the master password (recommendation is to use the challenge phrase) for the Software
Security Device, click OK displaying Figure 2.39,
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Choose a Certificate Backup Password @

The certificate backup passward wou set here pratects the backup File that you are about ko create,
You musk set this password to proceed with the backup.

Certificate backup passward: l:l
Cortficate backup password (again): [ |

Important: IF you Forget your certificate backup password, you will nat be able ta restore this backup
later. Please record it in a safe location.

Password quality meter

[ | [(Concel | [ Help ]

Figure 2.39. Netscape Choose a Certificate Backup Password

57. enter the certificate backup password in both fields (recommendation is to use the challenge
phrase) keeping it in a safe, secure place, click OK displaying Figure 2.40,

[‘ Successfully backed up your security certificate(s) and private key(s).
.

Figure 2.40. Netscape Alert

58. click OK, if the certificate has been stored on a floppy or CD, remove from the PC, store in a safe,
secure place, and

59. proceed to the CDC program and activities, https://sdn.cdc.gov.

2.4 Download PHINMS via Internet Explorer

Install the PHINMS version 2.6.00 application using Internet Explorer following the steps below:

Note: If an email was not received with the PartylD information, refer to Section 2.1.

60. navigate to FTP site ftp://sftp.cdc.gov displaying Figure 2.41,

Log On As &l

Either the server does not allow anonymous logins or the e-mail address was nat
accepted,

FTF server: sftp.cdc.gov

User name: phinusr v

Password: sasesnee

After vou log on, vou can add this server ko vour Favorites and return ko it easily,
@ FTP does not encrypt of encods passwords or data before sending them to the

server, To protect the security of your passwords and data, use Web Folders

(webDaY) instead,

Learn more about using 'Web Folders,

[[]Log on anonymaushy []5ave password

Figure 2.41. Internet Explorer Log On As

61. enter User name, Password, click LogOn displaying first of three (3) folders shown in Figure
2.42,
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62. open PHINMS, PHINMS2.6.00, Phinms2.6.00win32.exe from screens (Figure 2.39) screens one

File Edit ‘iew Favorites 12 g

»

Q- Q- ¥
Address Go Links ™ @ b
eSnagIt [Ep

PHIMNMS phinmsz1-h... win2003hotfix
>

<

Figure 2.42. Internet Explorer Phinms2.6.00win32.exe

User: phinu: ‘-3 Local inkranet

J @ O

PHIMMSZ, 5,01 [Fghiplires=Hul utilities @

User: phinus ‘-3 Local inkranet

- ~
-
e
PHIMMS_2
6_Release_... v
User: phinug ‘-;_g Local inkranet

(1) through three (3) respectively displaying Figure 2.43,

File Download - Security Warning Pz
Do you want to run or save this file?

Mame: Phinmsz.6,00win3z2, exe
Tupe: Application, 95.0 ME

From: sftp.cdc.gov

Run ] [ Save ] [ Cancel

Wwhile filez from the Internet can be ugeful, this file type can
o potentially harm your computer. |F wou da not trust the source, do not
1un or save thiz software. What's the risk?

Figure 2.43. Internet Explorer File Download - Security Warning

63. click Run, Phinms2.6.00win32.exe will download displaying Figure 2.44,

EoX

67% of Phinms2. 6.00win32.exe Completed

&

Opening:
Phinms2.6,00win32 . exe from sftp,cdc.gov

(

Estimated time left 5 sec (59,6 ME of 95,0 MB copied)
Download to: Temporary Folder

Transfer rate: 5,96 MBfSec

[] Close thiz dislog box when download completes

Cancel

3

Internet Explorer, - Security Warning
The publisher could not be verified. Are you sure you want to run this
software?

Mame: Phinms2.6.00win32,.exe

Publisher: Unknown Publisher

Run ] [ Don't Run

should only run software From publishers vwou trust. How can I decide what

@ This file does not have a valid digital signature that verifies its publisher, You
software to run?

Figure 2.44. Internet Explorer PHINMS Download and Security - Warning
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64. select Run the InstallShield screen prepares the InstallShield Wizard (taking a few moments)
shown in Figure 2.42,

InstallShield Wizard

InstallShield® iz preparing the InstallShield ‘Wizard, which
i will guide pou through the rest of the process.
Please wait...

Welcome to the InstaliShield Wizard for Public Health
Preparing Javaltm) Virtual kachine... " System -

The Wnssall Bl Wizard will Instal Putis Hesth inssemabion Metwork Messagng
8 1 v

2.6

Figure 2.45. Internet Explorer InstallShield Wizard Preparation

65. select Next displaying Figure 2.46,

5" Public Health Information Network Messaging System - Release 2.6 - InstallShield Wizard

EMD-USER AGREEMENTS FOR USE OF PHINMS 2.6 SOFTWARE

FOR PHINMS USERS:
Itis the responsibility of the PHINMS user to.

- Enter messages into the queue.

- Respondto error messages, either by notifying the PHINMS administrator or
the PHINMS Help Desk.

- Ta use the PHINMS to send only appropriate material to nodes on the
PHINMS netwark and that any files sent are scanned for wiruses prior to
sending.

- Inthe event of a sofiware issue, the PHINMS user will:

& | acceptine terms ofthe licenze agreement;
€ 1 do nat acceptthe terms of the license agreerment

BT AT

Figure 2.46. Internet Explorer End User Agreement

66. select | accept the terms of the license agreement, click Next displaying Figure 2.47,

& Public Health Information Network Messaging System - Release 2.6 - InstallShield Wi... ‘ZL__ |z

Upgrade or new installation

© Upgrade from PhinM3 2.1 ar 2.5

@ Install without upgrade

Figure 2.47. Internet Explorer Upgrade or New Installation Screen

67. select Install without upgrade, click Next displaying Figure 2.48,
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X

[ Public Health Infarmation Nelwark Messaging, System - Release 2.6 - InstaliShictd Wi... [= |

Click Meod to install "FPublic Healn Infermation Network Messaging System
Rulease 2 B o this dinectory, or click Browese b install 1o a diffemend diseclory

Directory Name:
| caprogram Fuesiprings

Figure 2.48. Internet Explorer Directory Name

68. select Browse to install a different directory or Next displaying Figure 2.49,

" Public Health Information Network Messaging System - Release 2.6 - InstallShield Wi... |;\ |g

Choose the installation type that best suits your needs.

© Typical
=2 The program will be installed with the suggested configuration
Recommended for most users.
) Customn

'_" The program will be ingtalled with the features you choose,
Recommended for advanced users.

Figure 2.49. Internet Explorer Installation Type

69. select Typical, click Next displaying Figure 2.50,

& Public Health Information Network Messaging System - Release 2.6 - InstaliShield Wi... (= ][51][3]

Please Enter your Patty 1D and Domain below. Your Pary ID uniquely identifies
you within the Message Transport Systern. For domain name, use your Intermnet
domain anem (e.g., cde.gov). Ifyou have not been assigned a Party 1D, then
please contact your COC/NEDSS representative

Party ID!

‘ 2.16.840.1.114222.4.3.2.2.3.568.1

Domain Name:

‘cdu ool

Figure 2.50. Internet Explorer PartylD and Domain Name

70. enter the PartylD, Domain Name, click Next displaying Figure 2.51,
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& Public Health Information Network Messaging System - Release 2.6 - InstallShield Wi... ‘z‘

Please read the summary information helow.

Puhlic Health Infarmation Metwork Messaging System - Release 2.6 will be
installed in the following location:

CiProgram FilesiPhinmS
with the following features:

PHINMS Release 2 6
for a total size:

1676 MB

Figure 2.51. Internet Explorer Installation Location

71. click Install displaying Figure 2.52,

" Public Health Infarmation Network Messaging System - Release 2.6 - InstallShield wi... [= ] =1 5]

farmatlan Netwark Messaging System - Release 2.6 - InstallShicld Wi... [= |

€ Prograsn FilesiPhinMELY Bjdkiwind Meiriguckager it

Cangratulations i

%

has Haalin information
Hatwork Me5aging Systam - Releass 76, Choose Finksh o e e wizard

InshalShisid

Figure 2.52. Internet Explorer Installing and Congratulations PHINMS

72. click Finish, displaying Figure 2.53,

PHINMS Console Login

PHIMMS Realm

Iser name: || |

Password: | |

| (o] 4 | | Cancel |

Figure 2.53. Internet Explorer PHINMS Console Login

73. enter User name, Password, click OK displaying Figure 2.54, and
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PHINMS Startup Tip X

. To complete configuration of the COC staging and
]_  production routes please configure security details

' in the Sender - = Routemap Tab, For details and information
please refer to the COC's PHIMMS wehb site and online help
v, cdc, gofphinsoftware-solutionsf phinmsf

Show this message in the Future?

Figure 2.54. Internet Explorer PHINMS Startup Tip

74. click OK.

Proceed to Section 4.0 to configure the PHINMS 2.6.00 Console.

2.5 Download PHINMS via Netscape

The Netscape instructions for installing the PHINMS version 2.6.00 are as follows:

Note: If an email was not received with the PartylD information, refer to Section 2.1.

75. navigate to ftp://phinusr:MsSys4U*@sftp.cdc.gov displaying Figure 2.55,

30 Index of ftp:#phinusr@sftp.cdc.gov/ - Netscape Browser

File Edit ‘“ew Go Bookmarks Tools Help

PR N R — »

Personal -~ | . 69°@ 4 Webmail ©@ 4% Netscape.com »
I + || Index of ftp://phinusr@sftp.cdc.... i -

Index of ftp://phinusriasftp.cdc.gov/

Up to higher level directory

PHINNS 4/19/2006 3:00:00 PH
phimwsZl-hotfix  5/2Z5/2006 5:00:00 PM ;/

winZ003hotfix z2/6/2006 6:05:00 FM
@ g @5 Done || " Mo Full Scan ]‘

PHINMSZ .5.01 2/6/2006 6:08:00 PH
PHINMSZ . 6.00 2/24/2006 5:06:00 P

»

»

v

] Dane "% Ho Full Scan
&0 s

)

| j Phinmsz.6.00win3z.exe

ﬁ setupdolarisSparc.bin

97314 KB 2/24/20086

104607 KE 2/24/2006

»

»

z
£

v

<
@ Q & Done || ™ Ho Full Scan

)

Figure 2.55. Netscape PHINMS Directory

76. open PHINMS, PHINMS2.6.00, click Phinms2.6.00win32.exe displaying Figure 2.56,
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Opening Phinms2. 6.00win32.exe f5_<|

‘fou have chosen to open

PhinmsZ2.6.00win32.exe

which is a: Binary File
fram: Fop:/isftp. cde.gov

What should Metscape do with this File?

Open with

(%) Save to Disk

I Ok ] [ Cancel

Figure 2.56. Netscape Opening Phinms2.6.00win32.exe

77. select Save to Disk, click OK displaying Figure 2.57,

&) 64% of 1 file - Downloads [=[E]X] § ® pownloads M=k
. ~
ﬁ Phirrns2-4.6,00win32 exe Cancel @ Fhinmsz-4.6.00win3z exe Dpen
[--------- ] T { Done Rernove E
Pause 62.2 of 97.3 MBE at 2304 KE...
L¥ 2 W

All files downloaded to:  (E} De... | © CleanUp 8l files downiaded to: (2} De... | = Clean Up

Figure 2.57. Netscape Downloads

78. when the download is successful, click the Open link displaying Figure 2.58,

Open Executable File? le

% "Phinmsz. 6, 00win3z . exe" is an executable file, Executable files may contain viruses ar other
malicious code that could harm wour computer, Use caution when opening this file, Are you sure
wou want o launch "Phinms2. 6, 00win32, exe"?

[ ] Don't ask me this again

'|_ i |

[ ok | [ Cancel

Figure 2.58. Netscape Open Executable File

79. click OK, the InstallShield screen prepares the InstallShield Wizard (which takes a few moments)
shown in Figure 2.59,
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InstallShield Wizard

will guide you through the rest of the process,

% InztallShigld® iz preparing the InstallShield Wizard, which
Please wait...

s Public Health Information Natwork Messaging System - Release 2.6 - InstaliShield Wi... |: ] E

Welcome to the InstaliShield Wizard for Public Health
Inf; tion N M i et - Rel 2.6

Preparing J avaltm)] Yirtual kachine...

The WizsBT wall i
‘System - Release 2.6 on your computer.

To confinue, choose Mexd

Public Health Information Network Messaging System - Release 2.6
Cemiirss for Disease Condrol and Privention

it Bevew 00 Qowphins

Figure 2.59. Netscape InstallShield Wizard Preparation

80. select Next displaying Figure 2.60,

[§ Public Health Information Network Messaging System - Release 2.6 - InstallShield Wizard

END-USER AGREEMENTS FOR USE OF PHINMS 2 6 SOFTWARE

FOR PHINMS USERS:
Itis the responsibility ofthe PHINMS user to:

- Enter messages into the queue.

- Respond ta error messages, either by natifving the PHINMS adrinistrator or
the PHINMS Help Desk.

- Touse the PHINMS to send only appropriate material to nodes on the
PHINMS network and that any files sent are scanned for viruses prior to
sending.

- Inthe event of a software issue, the PHINMS user will

] acceptthe terms of the license agreement;
» | do nat accept the terms of the license agreemant

Figure 2.61. Netscape End User Agreement

81. select | accept the terms of the license agreement, click Next displaying Figure 2.62,

& Public Health Information Network Messaging System - Release 2.6 - InstallShield Wi... ‘Z‘ E |X

Upgrade or new installation

© Upgrade from PhinMS 21 0r2.5

@ Install without upgrade

Figure 2.62. Netscape Upgrade or New Installation Screen

82. select Install without upgrade, click Next displaying Figure 2.63,
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& Public Health Information Network Messaging System - Release 2.6 - InstallShield Wi... \;\ \g|

Click Mext to install "Public Health Information Metwork Messaging System
- Release 2.6"tothis directory, or click Browse to install to a different directory.

Directory Name
[ CaPragram Files\Phinhs |

Browse

Figure 2.63. Netscape Directory Name

83. select Browse to install a different directory or Next displaying Figure 2.64,

¥ Public Health Information Networl: Messaging System - Release 2.6 - InstallShield Wi... |Z‘ |Z

Choose the installation type that best suits your needs.

@ Typicat
'_" The program will be installed with the suggested configuration
Recommendad for most users.
© Cusgtom

‘A2 The program will be installed with the features you choose:
Recommended for advanced users.

Figure 2.64. Netscape Installation Type

84. select Typical, click Next displaying Figure 2.65,

[§" Public Health Information Networl Messaging System - Release 2.6 - InstallShield Wi... ‘Z‘ |X|

Flease Enter your Party ID and Domain below. Yaur Party ID uniquely identifies
vou within the Message Transport System. For domain name, use your Internet
domain anem (e.g., cic.gov). fyou have notheen assigned a Party 1D, then
nlease contact your COC/NEDSS representative.

Party ID:

‘2158401114222432235581

Domain Name:

‘cdu goy

Figure 2.65. Netscape PartylD and Domain Name

85. enter the PartylD, Domain Name, click Next displaying Figure 2.66,
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8" Public Health Information Network Messaging System - Release 2.6 - InstallShield Wi... ‘z‘ = ‘X

Please read the summary information helow.

Puhlic Health Infarmation Metwork Messaging System - Release 2.6 will be
installed in the following location:

CiProgram FilesiPhinmS
with the following features:

PHINMS Release 2 6
for a total size:

1676 MB

Figure 2.66. Netscape Installation Location

86. the installation location is displayed, click Install displaying Figure 2.67,

" Public Health Infarmation Network Messaging System - Release 2.6 - InstallShield wi... [= ] =1 5]

farmatlan Netwark Messaging System - Release 2.6 - InstallShicld Wi... [= |

€ Prograsn FilesiPhinMELY Bjdkiwind Meiriguckager it

- i)

Cangratulations!

has Haalin information
Hatwork Me5aging Systam - Releass 76, Choose Finksh o e e wizard

InshalShisid

Figure 2.67. Netscape Installing and Congratulations PHINMS

87. click Finish, displaying Figure 2.68,

PHINMS Console Login

PHIMMS Realm

Iser name: || |

Password: | |

| (o] 4 | | Cancel |

Figure 2.68. Netscape PHINMS Console Login

88. enter the User name, Password, click OK displaying Figure 2.69, and
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PHINMS Startup Tip

i

To complete configuration of the COiC staging and
production routes please configure security details

in the Sender -» Routemap Tab, For details and information
please refer to the CDC's PHIMNMS web site and online help
vy, cde, gov/'phingsoftware-solutionsphinms)

Shows this message in the Future?

Figure 2.69. Netscape PHINMS Startup Tip

89. click OK.

Proceed to Section 4.0 to configure the PHINMS 2.6.00 Console.

2.6 Export SDN Private Key

Once the PHINMS 2.6.00 application and the Digital ID Certificate have successfully been downloaded
onto the user's computer complete the following steps to prepare the .pfx file for Keystore entry:

90. open Internet Explorer browser,

91. select Tools > Internet Options > Content displaying Figure 2.70,

Internet Options E] g|

General | Security | Privacy | Content | Connections | Programs | Advanced

Content Advizor

Ratings help vou contral the Internet content that can be
@{ viewed on this computer,

Certificates
% Use certificates to pozitively identify yourself, certification
@l authorities, and publishers.
[ Clear 551 State ][ Certificates... ][ Publishers... ]

Personal information
s, AutoComplete stores previous entries AutoComplete.
and suggests matches for you,

Microsoft Profile Assistant stores your My Prafile.
perzonal information.

[ (] 8 ][ Cancel ]

Figure 2.70. Internet Options

92. click Certificates, displaying the certificates shown in Figure 2.71,
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Certificates E]EI

Intended purpose: <Al i

Personal | Other People | Intermediate Certification Authorities | Trusted Root Certificatior € %

Issued To Issued By Expiratia...  Friendly Name

‘Wendy Fama ecure Daka Met. ..

Impork... ]I Export... ][ Remove

Certificate intended purposes

<All=

Figure 2.71. Certificates

93. select the certificate to export, click Export displaying Figure 2.72,

Certificate Export Wizard EJ

Welcome to the Certificate Export

Wizard

This wizard helps vou copy certificates, certificate trust
lists and certificate revocation lists from a certificate
store ko vour disk,

A certificate, which is issued by a certification authority, is
a confirmation of wour identity and conkains information
used ko protect daka or ko establish secure network
connections. A certificate store is the system area where
certificates are kept.

To conkinue, click Mext,

l MNext = ] [ Cancel

Figure 2.72. Certificate Export Wizard

94. click Next displaying Figure 2.73,
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Certificate Export Wizard §|

Export Private Key
‘fau can choose to export the private key with the certificate,

Private keys are password protected, IF vou want ko export the private key with the
certificate, vou must tvpe a password on a laker page.

Do you wank bo export the private key with the certificate?
() ¥es, export the private key

(¥) Mo, do nat export the private key

[ < Back ” ek = l’ Cancel

Figure 2.73. Export Private Key

95. select Yes, export the private key, click Next Figure 2.74,

X

Certificate Export Wizand

Export File Format
Certificates can be exparted in a variety of file Formats,

Select the Format vou wank o use:

(%) Personal Information Exchange - PKCS #12 {,PFX)
Include all certificates in the certification path if possible

[]Enable strong protection (requires IE 5.0, NT 4.0 SP4 or ahove))

[ oelete the private key if the export is successhul

l < Back. “ Mexk = ll Zancel

Figure 2.74. Export File Format

96. select Personal information Exchange, check Include all certificates in the certification path if
possible, uncheck Enable Strong Protection, uncheck Delete the private key if the export is
successful, click Next displaying Figure 2.75,
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Certificate Export Wizand &l

Password
To maintain security, vou must protect the private key by using a passward,

Type and confirm a password,
Password:
|
Confirrn password:

[ < Back “ Mext = l[ Cancel

Figure 2.75. Password

97. enter and confirm the Password (SDN Challenge Phrase is recommended), click Next displaying
Figure 2.76,

Certificate Export Wizard &l

File to Export
Specify the name of the Ffile you want to export

File: narne:

|| | [ Browse,..

l < Back, " Mext = ll Zancel

Figure 2.76. File to Export

98. select Browse displaying Figure 2.77,
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Save As @

Save in: |lf,.\ sender V| + ? N b

Ty Ccra
‘_,,‘5 ) signingeerts
My Recent sdncert
Documents

v

Desktop

9

My Documents

9

ky Computer

hd | I Save l

File name: |

by Mebwark Save a5 vpe; | Perzonal Infarmation Exchange [ pfx) A | [ Cancel ]

Figure 2.77. Save As

99. navigate to C:\Program Files\PhinMS\2.6\tomcat-5.0.19\phinms\config\sender\, name the .pfx
file, click Save, displaying the File name on the File to Export screen, click Next,

100.click Finish, displaying Figure 2.78, and

Certificate Export Wizard E'

The export was successFul,

Figure 2.78. Export was Successful

101.close the browser.
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3.0 UPGRADE PHINMS SOFTWARE

PHINMS version 2.6.00 allows upgrading from the following:
= 2.1 sender to 2.6.00 sender,
= 2.1 receiver to 2.6.00 receiver on Tomcat server,
= 2.5.00 or 2.5.01 on Tomcat server, or
= upgrade pre-2.6.00 receivers to 2.6.00 on non-Tomcat application server.

Complete the following steps to upgrade to 2.6.00:

102.open the executable file Phinms2.6Win32.exe from the 2.6.00 folder displaying Figure 3.1,

[i§" Public Health Information Network Messaging System - Release 2.6 - InstallShield Wi... |z‘; ‘X|

Welcome to the InstallShield Wizard for Public Health
Information Network Messaging System - Release 2.6
The InstallShield Wizard will install Public Health Information Metwork Messaging

Systern - Release 2.6 on your computer.
To continue, chooge Mext

Public Health Information Metwork Messaging System - Release 2.6
Centers for Disease Contral and Prevention
hitphaneew. cde.gow/phind

Figure 3.1. Upgrade Welcome

103.select Next displaying Figure 3.2,

[& Public Health Information Network Messaging System - Release 2.6 - InstallShield Wi... ‘Zl; :

EMD-USER AGREEMENTS FOR USE OF PHINMS 2.6 SOFTWARE

FOR PHINMS USERS
Itis the responsibility of the PHINME user to:

- Enter messages into the gueue.

- Respond to error messages, either by notifying the PHINME administrator or
the PHINMS Help Desk.

- Touge the PHINMS to send only appropriate material to nodes on the
PHIMNMS network and that any files sent are scanned for viruses prior to
sending.

- Inthe event of a software issue, the PHINMS user will

@ | acceptthe terms ofthe license agresment.
" (Ol donot acceptthe terms ofthe license agreement.

Figure 3.2. End User Agreement

104.select | accept the terms of the license agreement, click Next displaying Figure 3.3,
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[ Public Health Information Network Messaging System - Release 2.6 - InstallShield Wi... |Z\ |X\

Upgrade or new installation

) Install without upgrade

Figure 3.3. Upgrade or New Installation

105.select Upgrade from PhinMS 2.1 or 2.5, click Next displaying Figure 3.4, and

& Public Health Information Network Messaging System - Release 2.6 - InstallShield Wi... ‘Zl |z

Select upgrade type:

® tpgrade 2.1 senderta 26 sender
) Upgrade 2.1 receiver to 2.6 receiver on Tomcat server

O Upgrade 2.5.00 or 2.5.01 to 2.6 on Tomcat server

O Upgrade pre-2.6 receivers to 2.6 on non-Tomeat application server

Figure 3.4. Upgrade Type

106.select the upgrade type, click Next, continue the upgrade by picking up step 9 in Section 2.4.
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4.0 CONFIGURE SQL DATABASE

A Microsoft Access database containing a Transport Queue (TransportQ) is automatically installed with
the PHINMS 2.6.00 application. An external database can be created for the purpose of hosting the
messaging queue tables. PHINMS 2.6.00 will support the following databases for hosting messaging
queues:

=  Microsoft Access,

= Microsoft Structured Query Language (SQL) Server,
=  Oracle 9i,

* MySQL 4.1, and

= HSQLDB 1.8.0.

A Microsoft Access database is provided with the PHINMS installation on the Windows platform as a
default database and facilitates testing installation. Evaluation of the tradeoffs between Microsoft Access
and a high transaction volume Relational Database Management System (RDBMS) such as others listed
above is recommended.

This section explains the procedures for creating and configuring a Microsoft SQL database.

4.1 Create SQL Database

Complete the following steps to connect to an external PHINMS SQL database such as Microsoft SQL
Server:

107.navigate to http://www.microsoft.com/downloads/details.aspx?FamilylD=07287b11-0502-461a-
b138-2aa54bfdc03a&Displaylang=en displaying Figure 4.1,

File Name: File Size

Install_Guide txt 2 KB
JDBC_FAG_SP3.tet 4 KB
rssqlserver.tar 2.8 MB
Redistribution_Guide txk Z KB
setup.exe 2.3 MB

Figure 4.1. Download mssqlserver.tar

108.select mssqlserver.tar download which are the Java Database Connectivity (JDBC) drivers
from Microsoft displaying Figure 4.2,
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File Download
Do you want to open or save this file?

g Mame: mssqlservertar
Type: WinZip File, 2.81 MB

From: download, microsoft,com

Open ] I Save ] [ Cancel

Always ask before opening this type of file

harm your computer. [f you do not trust the source, do not open or

@ ‘while filez from the Internet can be uzeful, some files can potentially
save this file. What's the risk?

Figure 4.2. File Download

109.select Open displaying Figure 4.3,

= WinZip (Evaluation Yersion) - mssqlserver[1].tar

File Actions ‘iew Jobs Opkions Help  Buy Mow!
>, M ,f") s e z Y T i |°-
== ==y X I B - 1_i w O
o Uy -;E! W = SYEE
Mew Open Favorites Extract View CheckOut Wizard View Skyle
Mame Twpe Modified Size  Ratio Packed Path
[Z] EULA bt Text Docurment  3/20/2002 12:45 PM 11,461 0% 11,481
[Z] msfixes.bxt Text Document  5/13/2004 10:20 &AM 5,947 0% 5,947
#] install ksh KSH File 5/4/2004 1:07 PM 1,920 0% 1,920
3 WinZip File 6/16/2004 D:42 AM 2,022,496 0% 2,022,
_j- read.me Readme Doc...  5/4/2004 1:03 PM 5,261 0% 5,281
Selected 1 file, 2,554KE Tatal 5 files, 2,579KE 80

Figure 4.3. Save As

110.open msjdbc.tar displaying Figure 4.4,

WinZip - msjdbc.tar

File Actions Options Help

b

== 'f') z ! = Y ] 4
iy Y- W 2 @

e Open Favorites Extract Wigw Checkout  Wizard
Mame Tvpe Modified Size  Ratio Packed  Path -
00000022 wid WLD File 11)25/2002 12:17 PM 144,354 0% 144,334 books\IMDE,
00000023, wid WLD File 11/25(2002 12:17 PM 144,384 0% 144,384 books|INDE.
',"; msjdberef . pdf Adobe Acro...  11/25/2002 12:17 PM g21,239 0% 821,239 booksiMsid,
 books. pdf fdobe Acro...  11/25(2002 12:17 PM 14,820 0% 14,820 baoks)
andex.pdx Adobe Acro...  11/25/2002 12:17 PM 957 0% 957  books),
[ msbase.jar Executable 1.,  12/20/2002 9:04 AM 301,290 0% 301,290 i)
Executable 1.,  12/20/2002 9:04 AM 69,118 0% 69,118 b
Executable 1., 12/20/2002 9:04 AM 64,039 0% 64,059 by
Elread.me Readme Doc,.,  11/25/2002 11:33 AM 4,754 0% 4,754
v
< ¥
Selected 3 files, 425KE Tatal 165 files, 3,512KE e0

Figure 4.4. WinZip - msjbdc.tar
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111.scroll down and select msbase.jar, mssqlserver.jar, msutil.jar, click Extract displaying Figure
4.5,

Extract - C:\Documents and Settingsiwef1\Local Settings\Tempimsjdbc.tar |E| E|

Etract to: |E:\Program Files\PhirMS5A2 BAtormcat 5.0, 19webapps receiveriwEE-INFyb vl

= £ phinms »
[ L) server
Desktop =) shared
=) webapps
= ) balancer
’J =3 receiver
3 META-NF o
by Diocuments = ) WEBINF
ol
5]}; 3 ROOT v

by Computer Filz

[ Open Esplorer window
(#) Selected files/folders 0 L
Ovenarite existing files -
- () Al files/folders in archive

Myl | OFfes [ | e ]
e [#] Use folder names

Places

Figure 4.5. Extract Files

112.extract to C:\Program Files\PhinMS\2.6\tomcat-5.0.19\webapps\receivenWEB-INF\lib, click
Extract, close WinZip window,

113.open Microsoft SQL Server Enterprise Manager shown in Figure 4.6,

'ii Console Root\Microsoft SQL Servers

.1 Console Rook Microsoft QL Servers 1 Ikem
SOL Server
GEroup

Figure 4.6. Microsoft SQL Server Enterprise Manager

114.click Microsoft SQL Servers, SQL Server Group, Local server, right click on Database, select
New Database displaying Figure 4.7,
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4

General ] Data Files] Transaction Log
Name: IPHINMSG
D atabaze
Status: [Unkrown)
Owaner: [Unkniawan]
Date created: [Unkrown)
Size: [Unkrowven]
Space available: [Unktiawan]
Mumber of uzers: [Unkroan]
Backup
Last database backup: Mone
Last trangaction log backup: Mone
Maintenance
aintenance plan: Mone
Collation name: |[Server default] j
Ok ‘ Cancel ‘ Help

Figure 4.7. Database Properties

115.type PHINMSG in the Name field, click OK database,

116.open PHINMSG database, right click Users, select New Database User, check public and
db_owner, select New for the login name from the dropdown list displaying Figure 4.8, and

S0L Server, Login Properties - New Login

General ] Server Fh:les] Database Access]

m? Name: |PHINHMS J

Avthentication

T windows Authentication

@+ S{L Server Authentication

xxxxxxxxxxxxxxxxxxxxxﬂ

Password:

Defaults
Specify the default language and database for this login.

Database: | mazter j

Language: | <Default> j

[1]4 | Cancel | Help |

Figure 4.8. SQL Server Login Properties - New Login
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117.type PHINMSG in the Name field, enter a password (challenge phrase is recommended), click
OK, OK, successfully creating the PHINMS user if the access reads Permit.

Create TransportQ_out Table

To create the TransportQ_out table in the Public Health Information Network Messaging (PHINMSG)
database using the Microsoft TransportQ script, complete the following steps:

118.copy SQL script listed below

CREATE TABLE [dbo]-[TransportQ out] (

[recordld] [bigint] IDENTITY (1, 1) NOT NULL ,

[messageld] [char] (255) NULL,

[payloadFile] [char] (255) COLLATE SQL_Latinl General CP1_CI_AS NULL ,
[payloadContent] [IMAGE] NULL ,

[destinationFilename] [char] (255) COLLATE SQL_Latinl General CP1 Cl_AS
NULL ,

[routelnfo] [char] (255) COLLATE SQL_Latinl General CP1 _Cl_AS NOT NULL ,
[service] [char] (255) COLLATE SQL_Latinl_General CP1_CIl_AS NOT NULL ,
[action] [char] (255) COLLATE SQL_Latinl General CP1_Cl_AS NOT NULL ,
[arguments] [char] (255) COLLATE SQL_Latinl General CP1 _CIl_AS NULL ,
[messageRecipient] [char] (255) COLLATE SQL Latinl General CP1 CI_AS NULL

[messageCreationTime] [char] (255) COLLATE SQL_Latinl General CP1_Cl_AS
NULL ,

[encryption] [char] (10) COLLATE SQL_Latinl_General_CP1_CI_AS NOT NULL ,
[signature] [char] (10) COLLATE SQL Latinl General CP1 CI_AS NOT NULL ,
[publicKeylLdapAddress] [char] (255) COLLATE SQL_Latinl _General CP1 CI_AS
NULL ,

[publicKeylLdapBaseDN] [char] (255) COLLATE SQL_Latinl General CP1_Cl_AS
NULL ,

[publicKeyLdapDN] [char] (255) COLLATE SQL_Latinl_General CP1 CI_AS NULL ,
[certificateURL] [char] (255) COLLATE SQL_Latinl General CP1 _CI_AS NULL,
[processingStatus] [char] (255) COLLATE SQL_ Latinl_General CP1_CI_AS NULL

[transportStatus] [char] (255) COLLATE SQL_Latinl_General CP1 CI_AS NULL ,
[transportErrorCode] [char] (255) COLLATE SQL_Latinl _General CP1 CI_AS
NULL ,

[applicationStatus] [char] (255) COLLATE SQL_Latinl General CP1 _CIl_AS NULL

tapplicationErrorCode] [char] (255) COLLATE SQL_Latinl_General CP1 CI_AS
?gttlicationResponse] [char] (255) COLLATE SQL_Latinl _General CP1 CI_AS
?%;;ségeSentTime] [char] (255) COLLATE SQL _Latinl_General CP1 CI_AS NULL ,
[messageReceivedTime] [char] (255) COLLATE SQL_Latinl General CP1 Cl_AS
?gg;pénseMessageld] [char] (255) COLLATE SQL Latinl_General CP1 CI_AS NULL

[responseArguments] [char] (255) COLLATE SQL_Latinl General CP1 _Cl_AS
NULL,
[responseLocalFile] [char] (255) COLLATE SQL_Latinl General CP1 Cl_AS NULL

[responseFilename] [char] (255) COLLATE SQL Latinl_General CP1_CI_AS NULL
[responseContent] [IMAGE] NULL ,

[responseMessageOrigin] [char] (255) COLLATE SQL Latinl General CP1 CI_AS
NULL ,
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[responseMessageSignature] [char] (255) COLLATE

SQL_Latinl General CP1 _CI_AS NULL ,

[priority] [int] NULL

) ON [PRIMARY]

GO

119.open the SQL Server Enterprise Manager, select PHINMS, Tools, SQL Query Analyzer,

displaying Figure 4.9,

W Query - AOPS-IRM-PHM621.PHINMSG.ODYwef1 - Untitled1*

CREATE TABLE [dho] . [<Tablename>] |

[recordld] [bigint] IDENTITY (i, 1) HOT HIULL ,

[messageld] [varchar] (255) HILL,

[payloadiame] [varchar] (255) COLLATE SQL_Latinl General CP1_CI_A% NULL ,
[payloadBinaryContent] [IMAGE] WULL ,

[payloadTextContent] [TEXT] HILL,

[localFileName] [varchar] (255) COLLATE 3QL_Latinl_ General CF1 CI_AS MNOT NULL ,
[service] [wvarchar] (255) COLLATE 3QL_Latinl_General CP1_CI_AS NOT NULL ,
[getion] [varchar] (255) COLLATE 30QL_Latinl_General CP1_CI_AS NOT NULL
[arguments] [varchar] [255] COLLATE SQL Latinl General CP1 €I &% NULL ,
[fromPartyId] [warchar] (255) COLLATE SQL_Latinl General CP1 CI AS NULL
[messageRecipient] [varchar] (255] COLLATE 5QL Latinl General CP1_CI_AS NULL ,
[errorCode] [varchar] [255] COLLATE SQL Latinl General CP1 CI A3 NULL

[errorMessage] [varchar] (255%) COLLATE 30L Latinl General CP1 CI A3 NULL
[processingStatus] [varchar] (255] COLLATE 50QL Latinl General CP1_CI A% NULL
[applicationStatus] [varchar] (255) COLLATE SQL_Latinl General CP1 CI AT NULL

[encryption] [warchar] (10] COLLATE 3QL Latinl General CP1 CI 43 NOT NULL

[receivedTime] [varchar] (255) COLLATE 3QL_Latinl General CP1_CI A5 NULL

[lastUpdateTime] [varchar] (255) COLLATE 5QL_Latinl General CP1_CI_AS NULL .
[processId] [varchar] (255) COLLATE SQL Latinl General CP1_CI_AS NULL ,

y O [PRIMARY]
~
£ ?
The comuand(s) cowpleted successfully. -
< »

= Giids Messages

‘Query batch completed.

AOPS-IRM-PHMBZ1 (5.0)  ODwefl (122) |PHINMSG | 0:00:00 Orows Lnz, Col1

Figure 4.9. Query Analyzer

120.paste the SQL script from step one (1) into the query analyzer, select Execute Query (F5),
121.close the Query Analyzer window displaying Figure 4.10,

S0L Query Analyzer

& The text in Untitled] has changed.
Do you want to zave the changes?

Yes Mo | Cancel |

Figure 4.10. Query Analyzer Prompt

122.click Yes navigate to C:\Program Files\PhinMS\2.6\tomcat-5.0.19\phinms, save as
TransportQ_out, close window, verify the table was successfully created in the Tables folder

shown in Figure 4.11,
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i kl\- | ‘_,_r
PHIMMSG A Tables 20 Items

: = Diagrams | Mame Owner | Tvpe | create pat ~

: ;;ﬂzs sysmembers dbo Syskem afsf2000 1

Z4 Stored Procedures El sysobjects dho ystem 8/6/2000 1

] {f i syspermissions dbo Syskem a/6/2000 1

4% Roles — sysproperties dhbo Seskem gfa/2000 1

o [=] Rules [E sysprotects dhba Sweskemn 8f6/2000 1

*.[=] Defauls [El sysreferences dbo Syskem afefz000 1

; User Defined Data Types systypes dbo System &/6/2000 1

: % User Defined Functions El sysusers dbo System gfgfz0001

E ﬁ Full-Text Catalogs 5 TransportQ_out dbo User &/29/2006 b
< | & £ | S

Figure 4.11. TransportQ_out Table

123.select Control Panel from Microsoft Start, Administrative Tools, Services displaying Figure

412,

% Services £HE||Z|
File  Action View Help
¢ = ||@| 2
% Services (Local)
PHINMS 2.6 Apache Tomcat Mame Description | Status 2%
% Metwark DDE Provides n...
gﬁl% thtetﬁef\"ce_ % Network DDEDSDM — Manages D...
e %Network Location &... Collects an...  Started
% Metwork Provisionin,..  Manages ...
Eescﬂpti_l?nl s %NT LM Security Sup...  Provides ...
pache Tomeat Server - ) i )
http://jakarta. apache.org/tomcat! %EFTE SDurceLEnglne zaﬁ'estlnst. Y
Errormance Logs a... ollects pe. ..
%PHINMS 2.6 Apache... Apache To... Started o
%Plug and Play Enables ac... Started
%Portable Media Seri... Retrieves ...
Prink Spooler Loads files ...  Started
%Protected Storage Provides pr... Started
% qos RIVP Provides ...
% Rapipp Application...
R i Ly M
< |
\ Extended A Standard /

Figure 4.12. Services

124.select PHINMS 2.6 Apache Tomcat,
125.click Restart the service displaying Figure 4.13, and
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Service Control [‘S_<|

YWindows iz attempting to gtop the following service on Local Computer. ..

PHIMKS 2.6 Apache Tomcat

Cloze

Figure 4.13. Service Control

126.close the windows.

Note: During configuration if problems are encountered, open the log file from Window Explorer
C:\Program Files\PhinMS\2.6\tomcat-5.0.19\phinms\logs\sender which will document the error.
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5.0 SENDER INFORMATION

PHINMS Version 2.6.00 installation has two components - the Sender and the Receiver. Sending a test
message allows the PHINMS Sender to send messages to the TransportQ and to the CDC. Testing the
PHINMS installation is a three-part procedure which includes the following:

= ping the PHINMS Sender loopback route,
= ping the PHINMS CDC Ping Server (phinmsping.cdc.gov), and

= ping the PHINMS CDC Staging Receiver. (Requires CPA files be emailed to Phintech@cdc.gov.
Refer to Section 5.3.1.

Figure 5.1 displays a diagram to assist with understanding the PHINMS authentication process.

Sender’s Network Internet CDC bmMmz CDC Intranet

Authentication Authentication
Proxy Server
i o o
() g N
5 o 3 N
e ! == I == S
— AA?Ym — 5 =
S ot % PHINMS Staging Proxy g PHINMS Database
P g sdnstg.cdc.gov é Receiver Server
5 < =
PHINMS \po 8
s
Sender 50‘96’

phinmsping.cdc.gov

Figure 5.1. CDC PHINMS Topology

5.1 Ping Loopback

The Ping Loopback validates the PHINMS installation was downloaded and installed successfully on the
Sender’s system. This is not a test to verify messages can be sent outside of a firewall if one is present.

Verify the generated ping loopback is successfully sent to the loopback message processor by
completing the following steps:

127.open PHINMS 2.6.00 displaying Figure 5.2,
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S PHINMS Consale - COC PHIN-MS Yersion 2.6.00 GA Build 20060224

L “Certers for Disease Control™ Recor... | Fioname Rooke .| Service | Artion | Recipient Proces. .| Transp.. .
. iy + Cooonts) L i d Il i 1 | 3
Py =} '15".|h|mpw
0
a B Recwhoer Guasmmi{s)
Redreshy
Dwletr
Message
=3 P | 04 1 {0 o)
E |
Fe-Send Toi - Service: umicastsnames:. .
Hlename: - Action: Png |
Record 10 we [
nd fy Mhezsage 10 eodl
Filename:
@ Rewke bnfoe Inaphack
Bequments:
Rev g Crmalinn Tin:
Encrytion: m
® : 2
Pubk Key LOAR Address: -
Restart Publc Ky LDAP DaseON: -
Publlc Kery LDAP D8:
Ceetficate LRL:
Prexcoi T alun: dorm
Hely : Trareannt Sabus; ’_ =
i T¥]

Figure 5.2. PHINMS Console

128.expand Sender Queue(s), expand Transport, select TransportQ_out, select Ping displaying

Figure 5.3,
PHINMS Ping X

Ring | Route |
loophack.
O COCRingServer
| CDCProductionReceiver
O CDCStagingReceiver

| Ping Selected Routes | | Cancel |

Figure 5.3. PHINMS Ping

129.check loopback, click Ping Selected Routes displaying Figure 5.4,

. PIMNG:Has been successfully queued and should be processed
___;" shortly, Please refresh the console bo see updates,

Figure 5.4. Message
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130.click OK, a Record ID has been created indicating a queued process status shown in Figure 5.5,
and

{C PHINMS Console - CDC PHIN-MS Version 2.6.00 GA Build 20060224

File

(= "Centers For Disease Contral”
Il_l‘: E}[E' Sender Queus(s) 2
[=}-= Transport

Recurd...| Filenamel Rauke | Service | Action |Recipient| Process Statule
1038 -- loopback urnioa... Ping -- queued =

Fing Page 1 Of 1 (1 Records)

Figure 5.5. Queued Record ID

131.click Refresh changing the status to attempted, click Refresh again changing the status to done
indicating success.

5.2 Ping CDC Ping Server

The ping CDCPingServer validates the sender can connect to the internet and to the CDC without the
need for authentication (security credentials). The CDC Ping Server is dedicated to answering Ping
requests and will not receive any real messages. Port 5088 needs to be open on the firewall at the
sender’s location to generate a ping to the CDCPingServer.

Verify the message ping to the CDC Ping Server is successful by completing the following steps:

Verify the ping is successful by completing the following steps:

132.o0pen PHINMS 2.6.00 displaying Figure 5.6,

- o]

{= “Cerkers for Dussse Conero” | | focordID | Flename | Moweinfo | Servie | Acton | Recpent |Process 5. Traspert ..
% L2 Serder Cueuss) 10 - lenghack e b - quesd notet

Glutijore|

BinSarad

@ Page 1 0 1 (1 Records)

Figure 5.6. PHINMS Console

133.select Ping displaying Figure 5.7,
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PHINMS Ping X
Ping | Rouke |
[l loopback
CDCPingServer
| CDCProductionReceiver
| CDCStagingReceiver

| Ping Selected Routes | | Cancel |

Figure 5.7. PHINMS CDC Ping

134.check CDCPingServer, click Ping Selected Routes displaying Figure 5.8, and

X

Message

. PIMG:Has been successfully gueued and should be processed

J shortly, Please refresh the console to see updates,

Ok

Figure 5.8. Message

135.click OK, a Record ID has been created indicating a queued, click Refresh changing the status
to attempted, click Refresh again changing the status to done indicating success.

5.3 Configure CDC Staging Receiver

The CDC Staging Receiver requires to be configured before sending a Ping. Configure the
CDCstagingReceiver using the following steps:

136.select Snd Cfg displaying Figure 5.9,
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137.select the Route Map, CDCStagingReceiver, click Update displaying Figure 5.10,

Sender, Configuration

X

Route Map \LPolling List ‘\Database ‘\Service Map \'l
General "t Iain Password \L Sender Info ‘IL Transport ‘ll Proey & Security ‘ll

rGeneral Sender

Party Id:

Trusted Stare Location:

Trusted Store Password:
Re-Enter Trusted Store Password:
Key Store Location:

Key Store Password:

Re-Enter Key Store Password:
Incoming Directary:

P4 Location:

Signing Certificate Location:

W340.1.114222.4.3.2.2.5.568. 1

19iphinmsconfigfsender/cacerts
sheskhekabeoekok

sokchkkokok

9/phinms/configisender foert pfx

shared)senderincoming/
1.19/phinms/config/sender] CPAJ

inmsj configfsender//signingcerts)

rLog
Archive Log:
Log Lewvel:
Log Direckary:
Max Log Size:

info hd

mcak-5.0,19/phinms/logs/sendearf
10,000,000 [ ]

| Save || Cancel |

Figure 5.9. Sender Configuration

Route Map Item

X

Route Map
Route Name: [cocstagingReceiver |
ToPartyId:  [2.16.840.1.114222.4.3.2.2202 |
Path: | phinmstestreceivefile |
Host: |sdnstg.cdc.gov |
Part: |443 |
Protocol: | HTTPS % |
AuthenticationType: | none - |

Figure 5.10. Route Map Item

138.select Netegrity as the AuthenticationType displaying Figure 5.11,
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rRoute Map - ]

Route Mame: |CDCStagingReceiver |

Ta Party Id: [2.16.840.1. 114222, 4322202 |

Path: | phinmstest freceivefile |

Host: |sdnstg.cdc.gov |

Port: [443 |

Protocol: | HTTRS - |

AuthenticationType: | netearity hd |
Login Page: |,|’certphrase,|’|ogin.Fcc |
Passwaord: | S S ———— |
Re-Enter Password: |********************** |
Key Store: |L:1,PHINMS\,CertlFlcate\,sdncert.pfx |
Key Skore Password: |********************** |
Re-Enter Password: |********************** |

Figure 5.11. CDC Route Map Configuration

139.type /certphrase/login.fcc in the Login Page field, enter the SDN Challenge Phrase, confirm
SDN Challenge Phrase, enter the path to the stored certificate keystore (.pfx file), enter the Key
Store Password, confirm the Key Store Password, click OK, displaying Figure 5.12,

Route Map \Polling List \Database ‘\Service Map ‘\
General \ IMain Password \ Sender Info \ Transport \ Proxy & Security \
rRoute Map

Name [ cPa
loopback loopback,
CDCRingServer cdc-http-ping
CDCProductionRe... 2,16,840.1.11422,,,
CDCStagingReceiver 2,16.840,1,11422, .,

| Add || Update || Delete

| Save || Cancel |

Figure 5.12. CDC Route Map

140.click Save, displaying Figure 5.13,

PHINMS Implementation Guide v2-6-00_8 16 _06.doc Page 52 of 69



PHINMS 2.6.00 Implementation Guide

| .'I =
SAFER - HEALTHIER - PEOPLE™

-
l SET COMFIGURATION: Was successfull Please restart wour application server For changes to take effect.

Figure 5.13. CDC Route Configuration Successful

141.click OK, restart the PHINMS application displaying Figure 5.14, and

Message

[ ]
1 RESTART:Successful!

Figure 5.14. Restart Successful

142.click OK.

5.3.1 Email CPA File

PHINMS creates a Collaboration Protocol Agreement (CPA) file for each route listed on the Route Map
tab of the Sender Configuration panel.

The PHINMS Administrator must send the PHINMS Helpdesk (Phintech@cdc.gov) the CPA files for each
route specifying either the CDC Production Receiver or the CDC Staging Receiver. Only after the
PHINMS helpdesk has received the CPA file and applied it to the PHINMS receiver can there be a
successful transmission of messages from the sender to the receiver.

The CPA files required to be sent are located in directory x:\install dir\2.6\tomcat-
5.0.19\phinms\config\sendern\CPA.

Note: More information on CPA can be found in the PHINMS Technical Reference Guide.

5.4 Ping CDC Staging Receiver

The ping PHINMS Staging Receiver validates end-to-end success of the Sender’s ability to connect to the
CDC over the internet, authenticate with the CDC'’s Authentication Server, and communicate with the
Staging Receiver.

Verify the generated ping message is successfully sent to the CDC Staging Receiver message processor
by completing the following steps:

143.open PHINMS 2.6.00 displaying Figure 5.15,
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S PHINMS Consale - COC PHIN-MS Yersion 2.6.00 GA Build 20060224

L “Certers for Disease Control™ Recor... | Fioname Rooke .| Service | Artion | Recipient Proces. .| Transp.. .
Qéi
Piy
Redreshy
Dwletr
Message
=3 P | 04 1 {0 o)
E |
Fe-Send Toi - Service: umicastsnames:. .
FHlename: = Action: Png |
Record 10 we [
nd fy Message LD ell
Filename: -
Rewke bnfoe Inaphack
Bequments:
Rev g Crmalinn Tin:
Encrytion: Ul
@ Signsture: o
Pubk Key LOAR Address: -
Restart Publc Ky LDAP DaseON: -
Publlc Kery LDAP D8:
Ceetficate LRL:
Prexcoi T alun: dorm
Hely 1 Trareannt Sabus; |

Figure 5.15. PHINMS Console

144.expand Sender Queue(s), expand Transport, select TransportQ_out, select Ping displaying

Figure 5.16,
PHINMS Ping X

Ping | Rouke
[l lnopback,
O COCRingServer
Il CDCProductionReceiver
CDCStagingReceiver

| Ping Selected Routes | | Cancel |

Figure 5.16. PHINMS Ping

145.check CDCStagingReceiver, click Ping Selected Routes displaying Figure 5.17,

. PIMNG:Has been successfully queued and should be processed
y, shortly, Please refresh the console bo see updates,

Figure 5.17. Message

146.click OK, a Record ID has been created indicating a queued process status shown in Figure
5.18,
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Record ID Filename Route Info | Service | Action Recipient Process Status | Transpork Status
i |1osz - CDCStagingRec. .. urnioasisinarne... Ping - queded nok-set

Page 1 OF 1 {1 Records)

Figure 5.18. Queued Record ID
147.click Refresh changing the status to attempted, and
148.click Refresh again changing the status to done indicating success.
5.5 Send Test Payload Message

The send payload message verifies the capability to send an outbound message with an attached file to a
Receiver.

Note: Ensure the CPA files have been sent to the PHIN Help desk before attempting to send a payload
message. Refer to Section 5.3.1 for CPA information.

Send the payload message test to the PHINMS Staging Receiver by completing the following steps:
149.open PHINMS 2.6.00 displaying Figure 5.19,

L PHINMS Console - CDC PHIN-MS Varsion 2.6.00 GA Duild 20060224

lie
L “Coniters lor Disaase Conbrol

B |5 02 sernder Quenets)

Py |00 Receiver Queusts)
Redresh

Dedede:
Message

=z
Re-snd
Sd Ty
Rew iy

@ Fage of { Records)
Rnstaet

el

Figure 5.19. PHINMS Console

150.expand Sender Queue(s), expand Transport, select TransportQ_out, select Message
displaying Figure 5.20,
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[ High priarity

Route: | CDCakagingReceiver
Service: | CQueueTransfer
Action: |Test

Payload Information

Filenarne:

| ttingsiwef My DocumentsiUntided1 . sql | El

Destination Mame: |

Arguments: |

| Security Opkions |

Send Cancel

Figure 5.20. PHINMS Ping

151.enter the following parameters:
= Route: CDC Staging Receiver,
= Service: QueueTransfer,
= Action: Test,

"  Filename: browse for a file to attach,

= Destination Name: optional - can be left blank,

= Arguments: optional - can be left blank,

152.proceed to Step 5 if using Security Options and to Step 8 if not,

Note: Security Options are optional for encrypting or signing messages.

153.click Security Options displaying Figure 5.21,

Encrypt Message
[] sign Message

® Use LDAP lookup to find encryption certificate
1 Use certificate on this maching for enceyption

Security Settings
Certificate:

LDAP

Address:

| directory . verisign.com: 359 |

Base DM:

| enters for Disease control and Prevention |

Carnrnon Mare; |cn=cdc phinms

| Ok || Cancel |

Figure 5.21. Security Options
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154.enter the following parameters:
= check Encrypt Message,
= select Use LDAP lookup to find encryption certificate,
= Address: directory.verisign.com:389,
= BaseDN: o=Centers for Disease Control and Prevention,

=  Common Name: cn=cdc phinms,
155.click OK,
156.click Send displaying Figure 5.22, and

Message E|

- MEW MESSAGE:Has been successfully queued and should be processed
o shorthy, Please refresh the consols to ses updates,

Figure 5.22. Message Natification

157.click OK.

5.6 Create Route Map

Messages sent using PHINMS need to address a specific recipient in the PHINMS Console. Each Route
is mapped to the recipient’s attributes, such as the URL, transport protocol, and authentication type.

Obtain the partner’s PartyID, the authentication type, and the security credentials.

Create a Route by completing the following steps:

158.0pen PHINMS 2.6.00 displaying Figure 5.23,

LE PHINMS Consola - COC PHIN-MS Yarsion 2.6.00 GA Duild 20060224

Fie
&
P

L “Coniters lor Disaase Conbrol
F-03 Seveder Quewsis)
¥-03 Reveiver Queusls)

-
[
2

T

8§

EE @

z
2
=

=

Page of ( Records)

@

i
1

§

Figure 5.23. PHINMS Console
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159.double click Snd Cfg displaying Figure 5.24,

Sender Configuration fgl

Route Map \LPolling List ‘\Database ".lService Map ‘.l
General \‘ Main Passward ' Sender Info ', Transport | Pracy & Security |
rGeneral Sender

Party Id: W340.1,114222.4,3.2.2,3.568,1

Trusted Store Location: L9yphinms fconfigfsender/cacerts
Trusted Store Password: i
Re-Enter Trusted Store Password: e

Key Store Location: 9/phinms/configisenderfcert. pfx

Key Stare Passward:

Re-Enter Key Store Password:

Incoming Directory: shared)senderincoming)

CPA Location: 2.19)phinms/config/sender/CPAS

Signing Certificate Location: inms/configfsender signingcertsy

rLog
Archive Log:

Log Level: info -

Log Directary: mcat-5.0.19/phinms/logssenderf
Max Log Size: 10,000,000 [ ]

| Save || Cancel |

Figure 5.24. Sender Configuration

160.select Route Map tab displaying Figure 5.25,

Route Map \Pul\ing Lisk \Database \Service Map. \
izeneral \ Main Password \ Sender Info \ Transport \ Proxcy & Security \
rRoute Map

Mame I A
loopback. loopback.
CDCPingServer cdc-http-ping
(COCProductionRe... 2.16.840.1.11422...
ZDCStagingReceiver 2,16.840,1,11422,,,

‘ Add || Update || Delete

| Save || Cancel |

Figure 5.25. Route Map

161.select Add displaying Figure 5.26,
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Route Map ltem E‘

Route Map

Route Mame: [I |

To Party Id: [ |

Path: [ |

Host: [ |

Port: [ |

Pratocal: [hrTR -|

AuthenticationType: [none -

Figure 5.26. Route Map Item

162.enter Route Name, To Party Id, Path, Host, Port, Protocol, AuthenticationType, click OK, click

Save, and

Message

Ll
l | SET CONFIGLRATION:Was successfull Please restart your application server For changes to bake effect.

7

Figure 5.27. Set Configuration

163.click OK.
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6.0 RECEIVER INFORMATION

6.1 Configure WorkerQ

The Worker Queue (WorkerQ) is the database table used for storing inbound messages. When
configured from the Receiver configuration screen in the Console, it is used to drop incoming messages
sent to the Receiver. The database configuration needs to be completed before creating WorkerQ table.
The instructions to configure a database connection to the external database are in Section 4.0.

If configured from the Sender configuration screen in the Console, it is used to write the responses to
polling requests (route-not-read configuration). More information on Sender configuration can be located
in the PHINMS Technical Reference Guide.

Create an external database WorkerQ table by following steps below:

164.select Rcv Cfg displaying Figure 6.1,

Receiver Configuration

X

General ‘\Main Password \Cache \\,IDataI:nase \ ServiceMap \'I.
rReceiver Info

Signature Required:
Payload To Disk:

O

rGeneral Receiver

Party Id:

Trusted Store Location:

Trusted Store Password:
Re-Enter Trusted Skore Password:
Key Skore Location:

Key Store Password:

Re-Enter Kew Stare Passwaord:
Incoming Direckary:

CPA Location:

Signing Certificate Location:

W840.1,114222.4.3.2.2,3.568.1

afphinms/configfreceiverfcacerts

R 2t

dokrkokkkk

isfconfigfreceiver/cdophinms. pfx

*hinM3/shared receiverincoming,

,19/phinms/configfreceiver /CPAS

imsjconfig/receiver/signingcerts!

rLog
Archive Log:
Log Level:

Log Direckary:

Max Log Size:

infio -

wcat-5.0, 19¢phinms/logsfreceiver!
10,000,000 12

| Save || Cancel |

Figure 6.1. Receiver Configuration

165.select the Database tab displaying Figure 6.2,
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Receiver Configuration

General \Main Password \Cache " Database \ServiceMap \l
rDatabase

I | Tvpe

| Add || |Update || Delete

| Save || Cancel

Figure 6.2. Database Configuration

166.click Add displaying Figure 6.3,

Database ltem

rDatahase
Database 10: |sqlserver |
Database Type: |sq|server v.l
Database URL: |jdhc:micrasaft:sqlserver:,I',I'datahasesel
Database Driver: | com, microsaft, jdbe sqlserver, 50LSery |
Database User: |databaseuser |
Database Passward: |**************** |
Re-enter Password: |**************** |
Poal Size:! | 5 |%|
| Queue Maps For This Database |

| (0] || Cancel

Figure 6.3. Database Item
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167. enter the database items using Table 2 for an explanation of the values,

Tag Value Description

Database ID The unique name for the database connection pool, referenced in the queue map. The
service map uses the databaseld to map the queue to a specific database.

Database Type Designates the type of database.

Database URL The URL to the database. The URL depends on the type of database and driver used
such as jdbc:microsoft:sqlserver://host:portnumber;DatabaseName=database for
Microsoft SQL Server and jdbc:oracle://host:port:sid for Oracle.

Database Driver | The type of JDBC driver. The JDBC driver should be appropriate for the type of
database such as com.microsoft.jdbc.sqlserver.SQLServerDriver for Microsoft SQL
Server and oracle.jdbc.OracleDriver for Oracle.

Database User A pointer to the database user entry in the Message Receiver’s encrypted password
store. The value is not the database user but the name of the tag within the password
file. The value of the tag contains the actual database user name.

Database A pointer to the database password entry in the Message Receiver’s encrypted

Password password store. The value is not the database password but the tag within the
password file. The value of the tag contains the actual database password.

Pool Size The number of database connections to open. When setting the pool size ensure the

system can handle the maximum client load while keeping enough memory available.

Table 2. WorkerQ Database Tag Values
168.click Queue maps For This Database displaying Figure 6.4,
Queue Maps EJ

Queue Maps
Queue ID | Table Mame

Figure 6.4. Queue Maps
169.click Add displaying Figure 6.5,

: x|
Queue Map |
Gueus Map ID:  [E{ RwWORKERQUELE |

Table Name: |ELRWORKERQUELIE |

| K || Cancel |

Figure 6.5. Queue Map Item
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170.enter Queue Map ID and Table Name,
171.click OK, OK, OK, OK, Save, and
172.select Restart.

6.2 Create Service and Action Pair

Each message sent using PHINMS 2.6.00 has a message envelope. The envelope has addressing
information tags called Service and Action known as character strings. Character strings are logically
mapped to an application queue on the receiving side. The Service and Action tags determine the
message type.

Create a Service and Action pair by completing the following steps:

173.select Rcv Cfg displaying Figure 6.6,

Receiver Configuration

zeneral \\Main Password \Cache \ll Database ‘llServiceMap \L
rReceiver Info

Signature Required:
Payload To Disk;

O

rGeneral Recener

Party Id:

Trusted Store Location:

Trusked Store Password:
Re-Enter Trusted Store Password:
Key Stare Location:

Key Store Password:

Re-Enter Key Store Password:
Incoming Direckory:

CP& Location:

Signirg Certificate Location:

W340,1.114222,4,3.2,2,3,568,1

3fphinms/configfreceiver/cacerts
EE RS 2 2

shepseskstodb

sfconfigfreceiver fcdephinms, pFx

*hinmsysharedfreceiverincoming)

19yphinmsconfigfreceiver [CPA )

msiconfigireceiver 'signingcerts)

rLog

Archive Log:
Log Level:
Log Direckary:
Max Log Size:

infa -

wat-5.0,19/phinms/logs/receiver]
10,000,000 £

| Save || Cancel |

Figure 6.6. Receiver Configuration

174.select the Service Map tab displaying Figure 6.7,
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General | Main Password | Cache ', Database * ServiceMap \
rserdce Map

Service | Ackion
defaulkservice defaulkaction

| Save || Cancel

Figure 6.7. Service Map

175.click Add displaying Figure 6.8,

Service Map ltem: [z|
Service Map

Service: |ELR_HL7231 |

Action: | Send |

Type: | workerQueue

~ |

QID | Table

QID | Table
workerquene kestwa,

workerg.., bestwork, .,

[] Payload To Disk, [] Text Payload

| (] 4 || Cancel

Figure 6.8. Service Map Item
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176.enter Service, Action, select WorkerQueue from the dropdown list, highlight workerqueue
located under Q ID in the left table, click Add, click OK displaying Figure 6.9,

Receiver, Configuration ['S__cl
General \Main Password \Cache \Database " ServiceMap \
rService Map
Service | Action
defaulkservice defaultaction
ELR_HL7231 Send

| Save || Cancel |

Figure 6.9. Service and Action Added

177.select Save displaying Figure 6.10, and

Message

[ ]
l | SET CONFIGUIRATION:Was successfull Please restart your application server For changes ko take effect.,

Figure 6.10. Successful Configuration

178.select Restart.

6.3 Configure Service Map
179.select Rcv Cfg displaying Figure 6.11,
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Receiver Configuration §|

General \I\Main Password ', Cache ', Diatabase ', ServiceMap |,
rRecemer Info

Signature Required:  []
Payload To Disk:

rGeneral Recelver

Party Id: WB40.1.114222,4,3.2,.2,.53,.568.1
Trusted Stare Location: 3'phinms/configfreceiver/cacerts
Trusted Store Password: b
Re-Enter Trusted Store Password: i
Kew Stare Location: sfconfigfreceiverfcdephinms. pFx

Key Store Password:

Re-Enter Key Store Passward:

Incoming Directory: ‘hintsyshared receiverincoming)
CPA Location: . 19/phinmsjconfigireceiver [CPa)
Signing Certificate Location: msjconfigireceiver fsigningcerts)

rLog
Archive Log:

Log Level: info -

Log Directary: weak-5.0,19/phinms/logs/receiver]
Max Log Size! 10,000,000 [ ]

| Save || Cancel |

Figure 6.11. Receiver Configuration

180.select Service Map displaying Figure 6.12,

X]

Receiver Configuration

General | Main Password ', Cache ') Datahase * |ServiceMap \

rSenice Map
Setvice | Action
defaultservice defaulkaction
ELR_HL7231 Send

| Save || Cancel |

Figure 6.12. Service Map Receiver Configuration
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181.click Add, displaying Figure 6.13,

Service Map ltem: PX|
Service Map
Service:  [ELR_HL7231 |

Action: |Send |

Type: | WiorkerQueue b |

QID | Table | QID | Table |
workerg,., testwork, ., ELRW'OR. .. ELRWOR, .,

SN N FLRWOR. . | A00==

[] Payload Tao Disk Text Payload

| O || Cancel

Figure 6.13. Service Map Item

182.enter the following parameters:
=  Service: ELR_HL7231,
= Action: Send,

= Type: WorkerQueue opening the service map item,

Note: The Service and Type displayed in Figure 6.13 could use different terms depending on the
program used.

183.highlight ELRWORKERQUEUE QID, click Add moving the Q ID to the right,
184.check Text Payload,

Note: When Payload to Disk is checked the incoming payload is written to disk instead of to the
database field. In this case the name of the local file on disk is stored in the WorkerQ table. When Text
Payload is checked, the payload is written to the payloadTextContent field. When Text Payload is not
checked, the payload is written to the payloadBinaryContent field in the WorkerQ.

185.click OK, and
186.click Save returning to the PHINMS console.

Send a dummy message to test the setup. Verify the TransportQ and WorkerQ data fields are correct.
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7.0 UNINSTALL PHINMS 2.6.00

Uninstalling PHINMS 2.6.00 requires completing the steps listed below:
187.select Start > Programs > PHINMS > Uninstall PHINMS displaying Figure 7.1,

" Public Health |nformation Natwark Messaging Systam - Relenss 2.6 - InvialiShield Wi, - | | %

Welcome to the InstallShield Wizard for Public Health
Inf System - Release 2.6
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Figure 7.1. Uninstall Welcome

188.click Next displaying Figure 7.2,
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Figure 7.2. Uninstalled Summary

189.click Uninstall displaying Figure 7.3, and
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Figure 7.3. Successful Uninstall

190.click Finish.
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