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EXECUTIVE SUMMARY

Public health involves many organizatiaghsoughout thé?HIN (Public Health Information
Network), working together to protect and advance the public's he@liase organizations need
to use thenternetto securely eghange sensitive data betweamieties of different public health
information systemsTheexchange of data, also known as "messaging" is edahlough
messagesreated using special file formats and a standard vocabulasexchange uses a
common approach to security and encryption, methods for dealing with a variety of firewalls
andinterret protection schemesThe system provides standard wagf addessingnessages
being routed securely while providingansistent confir@tion of messagexchange.

ThePublic Health Information Network Messaging SystétHINMS) sends and receives
sensilve data over thenternetto the public health information systemisingElectronic
Business Extensible Markup LanguggeXML) technologysecurely

The PHINMS ImplementatioitGuideprovides instructiors for installation and basic
configuration ofthe PHINMS 2.8.QL software;advanceconfiguration procedures are located in
the PHINMS Technical Guide.
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1.0 INTRODUCTION

The Public Health Information Network Messaging System (PHINMS) Implementatiioie Gu
will assist with thanstallation, configuration andupgrade of th&HINMS product which is
update periodically Referto thePHINMS websiteat www.cdc.gov/phin/phinm$or the most
current release of PHINMS software

The PHINMS Implementation Guidgeovides instructions to correctly install and configure
PHINMS to sendandreceive messages from t@enters for Disase Control and Prevention
(CDC) and CDC partnersPHINMS Web SiteTopics

A Overview: Contains aummaryon the purpose of PHINMSAnnounces new PHINMS
features andnpcesses.

A Installation: This section of the web site providéscumentation pertinent the
installation and configuratiothe PHINMS software Various other types of PHINMS
documents are also availaldgy. Acronym and Glossary List, Web Service Adapters, and
many more.

A Quick Steps PHINMS Quick Steps providan overview otheinformation needed
most often. The Quick Steps are documented for Releasé&.2Bu@gestions to add
additional questions can be sent to the PHINMS Web Site-pbirdntact using the
Support tab.

A FAQs: The list ofFrequently Asked QuestionBAQS) is storedin this section. The list
containsanswergo many questions users hgweviouslysubmitted. The PHINMS
Team welcomes questions, suggestions/amdmments.

A Support: TheSupport section provides contact information for signing up to use the
PHINMS Forum,contacting the Help Desk, accessing Online Help, and contacting the
Web Site administrator.

References
NAME LOCATION
Quick How Tos Located atvww.cdc.gov/phin/phinms

PHINMS Release | Description of supported environments, software requirements,
Notes2.8.0L explanation of upgrade path, and a lisheW features and bug fixes
made since PHINMS release320.

Located at:

http://www.cdc.qgov/phin/activities/applications
services/phinms/installation.html
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Communiqués

The PHINMSTeam respond® u s ecorinsuniqués Sendquestions, suggestions, and/or
commentgoncerning?HINMS supportor documentation to theHINMS websiteusingthe
Contact PHINMS email linkocatedat the top of the home page.
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2.0 INSTALLATION REQUIREMENTS
2.1PHINMS 2.8.01 Tests

PHINMS 2.8.Q has beenestedon the following

A Operating systems:
- Windows 2003 Server (StandasdEnterprise) SP_2
- WindowsXP SP3
A Certified Default Database:
- HSQLDB1.8.0.4
- Production Qualified Databases:
- Microsoft SQL Server 2005
- MySQL 5.0
- Oracle 10g release 2,
- Oracle 1g releasd,
A Application Servers:
- Tomcat 6.0.14
A Proxy Servers:

- 1IS 6.0 with Web logic 1@ plugin,
- IS 6.0 with Jakarta Tomcat Connector 1.2.27, and

PHINMS has testethe Java Database ConnectiviyDBC) drivers to connect to the supported
databaseshown in Table 1. Based on the tests performedssuesvere found PHINMS does
not guaratee nor support the JDBC drigeshownbelow. It isup tothe PHINMS customer to
decide which JDBC driver to use. The table is provided for reference purposes only.

DB SERVER VERSION JDBC DRIVER NAME TYPE | VERSION DATE
MS SQL 2005 sqljdbc.jar 4 1.2.2828 | 10/11/2007
MS SQL 2008 Sqljdbc4.jar 4 2.0 03/25/2009
Oracle 10g Rel 2 ojdbcl4.jar 4 10.2.0.2 01/22/2006
Oracle 11g Rel 1 ojdbcé.jar 4 11.1.0.7.0 | 08/28/2008
MySQL 5.0.67 mysqgkconnectofava5.1.6bin.jar | 4 3.51.27 11/20/20@B

2.2 SystemRequirements

Table 1. JDBC Drivers

The installation of PHINMS 2.8.01 system requirements are as follows:

A Windows 2003 SP2, Windows X&F3,

A 512MB of disk space,

A 1GB of memory,

PHINMS Implementation Guide v2.8.01_-17-08.doc
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A local administrator privileges, and
A System administrator privileges #indows

Ensure all te correct ports, which may be 5088 (default local host port), 443 (Secure Socket
Layer (SSL) Hyper Text Transfer Protocol over Secure Sockets Layer (HTTPS)), and 389
(Lightweight Directory Access Protocol (LDAP)) are open on the firewall.

Once the requaments above have been met, proceed to Section 2.3. Section 2.3 and Section 2.4
can be accomplished simultaneously.

2.3 Apply for a digital certificate:

When requesting a Digital Certificafo tohttp://ca.cdc.goandenroll in Secure Data Network.
The Enrollment password is provided by the PHIN Helpdesk. Contact the PHIN helptlesk at
8005329929 to obtain a password and assistance applying for Digital Certificate. Refer to the
information below to apply for the SWPHINMS Program and Activity:

SDN PHINMS Digital Certificate Activities
Staging Program = "Test" Activity = "PHINMS 2.0"

Production  Program = "Public Health Information Network" Activity = "PHINMS 2.0"

2.4Request PartylD

A PatylD is required for ach organization and every organization sending and receiving
message® the CDC A PartyID uniquely identifies a PHINMS installation, also called an
instance or node. The PartyID is included with every message informing the recipient of the
originator.

The PHINMS Help Desbkrovidesthe PartylD. The PartylD value must be the same as the
Message Receiver's PartyID in the Collaboration Protocol Agreement.

To obtain the PHINMS software, contact the PHIN Help Ddsitormationwill be required

about the aganization(s) sending and receiving messages. When complete, the Public Health
Information Network (PHIN) Help Desk will email the PartyID to the requestor. Contact the
PHIN Help Desk regarding any issues encountered with the PartylD, by sending atoemail
PHINTech@cdc.gav

Setting up the PHINMS software requires the PartylD which is permanent and not required to be
stored for later useThePartyID isstored as long as the PHINMS instance for sending messages
to partners is being used by the PHINMS applicatibhe PHINMS application will need toe
reinstalledf the PartylD needs to be changed.

PHINMS Implementation Guide v2.8.01_-17-08.doc Pagel3of 73
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Note: Whena need to install PHINMS at more than one site or to install moreotie&n
PHINMS installation at the saarsite, a PartyID isequired for each installation.

The recormended way to install PHINMS 2.8.6s to download the application from thiée-
Transport Site (FTP) site.
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3.0 DOWNLOAD & INSTALL T HE PHINMS SOFTWARE
Install the PHINMS 2.8.01 following the stelpslow:

Note: Refer to Section2if an email was not received with the PartylD information.
1. Navigateto ftp://sftp.cdc.qov displaying Figure 3.1,

|

x|

% To log on bo this FTP server, type a user name and password,

FTP server: sftp,cdec.gow

User name:

Password:

After wou log on, wou can add this server ko your Favorites and return to it easily,

[ Log on anonymousky

[ Log On H Cancel

Figure 3.1. Log On As

2. EnterUser name, Password, select Log@splhying Figure 3.2,

{2 FTP root at sftp.cdc.gov - Windows Internet Explorer provided by ITSO

@ J v | &) fepaysitp.cde.gov] ~ |44 % | |jdbe drivers release date £~
Fle Edt Vew Favores Tools Help

PR N »
9 4| @FTP root at sftp.cde.gov [ f3 - B - & - [ Page v & Toos -

FTP root at sftp.cdc.gov

To view this FTP site in Windows Explorer, click Page, and then click Open FTP Site in Windows Explorer.

357 Directory PHINMS-BETA-Release

#100% -

Figure 3.2. Phinms2.8.01 Fd®wnloads

3. To view this FTP site in Windows Explorer, click Page, and then click Open FTP Site in
Windows Explorerdisplaying Figure 3.3,
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@ <) ~ £ ftp;/fsftp.cdc.gov/ ¥ 4%y K| ydbc drivers release date
Flo Ede  View Favorteos Took Heb - -
WG| @R TP root ok sftp.cde.goy o8B - v - L0 Tools =
New Window CuleN
FTP root at sftp.cdc.gov
To view this FTP site in Windows Explorer, click Pag idows
Explorer Save As...
Sond Page by C-mad...
Send Link by E-mad. ..
11/10/2008 03:157FM Directory PHIMMS  Ede with Mcrosoft Office Word
Zoom »
Toxt Sce »
Encode) »
Viow Sowrce
Opon FTP 920 i Wirdovss Explorer
#H100% -

Figure 3.3. Phinms2.8.01 open FTP site in Windows explore

4. EnterUser name, Password, select LogOn displaying Figure 3.4,

Internet Explorer

? To log on to this FTP server, type a user name and passward,

FTP server: sftp.cde.gov

)

User name: |

Password: |

After you log on, wou can add this server to your Favarites and return ko it easily,

[ Log on anorymously

l Log On ” Cancel ]

Figure 3.4. Phinms2.8.01 Fd®wnloadsvindows explorer view

5. Navigate through the windows explore directory structure for the FTP site displaying

Figure 3.5,

PHINMS Implementation Guide v2.8.01_-17-08.doc
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¢ File Edit View Favorites Tools  Help o
O Back * () ir -/ search Folders ¥ [ x n Elv
: Address @ ftp:isftp.cde.gov/PHINMS-BET A-Release/Build_20081104_2.58.01_Beta/ hd a Go
Mame Size | Twpe Modified
[FPHInMSInstall_Build-BETA_20081104.exe 93,6 ME  Application 11/10/2008 3:23 PM
< >
User: phimsusers ,-'? Trusted sites

Figure 3.5. Phinms8.01 FTP Windows Build

6. Doubleclick on PHINMS2.8.01.GA.20081210.exe file displaying Figure 3.6

Do you want to run or save thiz file?

Marme: PHIMMSZ.8.00.G4,. 20080414, exe
Type: Application, 103 MB

From: sftp.cdc.gov

Bun Save i Lancel  f

W'hile filez from the Intermet can be uzeful, this file type can
o potentially harm pour computer. If pou do not buzt the source, do not

un or gave thiz software, What's the risk?

Figure 36. File Download Security Warning

7. SelectSave to save the application to your local compuated doubleclick
Phinms2.8.01.GA.200812kxedisplaying Figure 3,

50% of PHINMS2.8.00.GA.2008041 4.exe Completed M= E3

Opening:

LG IMMS2,5.00.G48, 20050414, exe From sftp,cde,goy

Estimated time left 2 sec (53.4 MEB of 108 ME copied)
Dawnload ko: Temporaty Folder
Transfer rate: 26.7 ME[Sec

I Close this dialog box when download completes

Hpen | DpenEDIderl Cancel I

Figure 37. Opening PHINMS 2.8.01
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Note: The Install Wizard will take a few moments displaying in Figue 3.

20%g Extracting

|

B I 8 PHINMS - Installer PHINMS = [T] <]

ﬁInformatsitgflu - :ﬂPH | NMS

Please read the Following information:

Welcome to the Installation Wizard for the Public Health Information
Network Messaging System - Release 2.8.01

The Install Wizard will install Public Heatth Information Networle Messaging Syster - Release
480 %n thie computer. Select "Mext' to begin the mstallation.

Public Health Information Networl: Messaging System - Release 2.8.01. Centers for Disease
Control and Prevention.
http:/farwrae. cdc. gow/phin/phinms

COCIPHINMES

@ Cancel

Figure 38. Install Shield Wizard Preparation Screens

8. SelectNext displaying Figure 8,

@8 PHINMS - Installer PHINMS E =

e Agresants ~<IPHINMS

Please rehthe Following license agreement carefully:
License to Utilize PHINMS 2.3.01 Software -

Listed below are the responsibilities for the PHINMS end users and administrators.

PHIMMS Users are responsible For the Following:
- apply for and maintain a current digital certificate,
- enter messages inka the Transport Queue,
- respond to errar messages, by notifying the PHINMS Administratar,
- use PHINMS to send only appropriate materials to nodes on the PHINMS
niekwork,
- scan files For wiruses prior to sending messages,
- contack the on-site administrator in the event of a software issue, and
- nok violate any rules listed above.

PHINMS Administratars are responsible For the Following:
- apply for and maintain a current digital certificate,
- maintain the hardware on which PHINMS resides, LI

&' I accept the kerms of this license agreement.,

T da not accept the terms of this icense agreement.

CDC/PHINMS

@Previuus | IZ-F)NExt I @Cancel |

Figure 39. End User Ageement Screen

9. Selectl accept the terms of the license agreement, select Next displaying Fitfiyre 3.

PHINMS Implementation Guide v2.8.01_-17-08.doc Pagel8of 73
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@8 PHINMS - Installer PHINMS = B

L. “ZPHINMS

Please select if you want ko install 2 new version of PHINMS or upgrade an existing install
& hew Install

™ Upgrade 2.5.00 o later
" Upgrade 2.7.01 SP1

COC/PHINR S

-@Previous | E-}Next I @Cancel |

Figure 310. New Installation or Upgrade Screen

10. SelectNew PHINMS Installation, select Next displaying Figur&l3.

e ~PHINM

Select the installation path:

IC:\Program Files\PHIMNMS & Browse, .. |

COC/PHINMS

-Q‘-ZIPrevious | E-:}Next I @Cancal |

Figure 311 Directory Name Screen

11. SelectBrowse to install to a different directory or Next displaying Figuie,3.
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g PHINMS - Installer PHINMS =100 =]

g Pt ZPPHINMS

Select the installation path:

IC:\Prngram Files|PHINMS |—E Browse... |

Message
@ The target directary will be created:
C:\Pragram Files{PHINMS

N Cancel

CDC/PHINMES

3 Previous | B Mext I & cancel |

Figure 312. The target directory will be created

12. Select ok to create the target directory or cancel to change directory, select next to
continue to diglaying Figure 313,

&8 PHINMS - Installer PHINMS [ O]

~PHINMS

Please enter the Party ID and Domain Mame below, The PartyID uniquely identifies the user within
the Message Transpork System, Use the Internet Domain Mame (e.g. cdc.gov), Conkact the user's
CDC representative when a PartyID has not been assigned.

Damain Marme: I

Party ID: I

COC/PHINME

é“-:lprewuus | Lﬂ|r>Next I @Cancs\ |

Figure 313. PartylD and Domain Name Screen

13.Enterthe PartylD and Domain Name, select Next displaying Figue 3.
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@8 PHINMS - Installer PHINMS M= E3

User Data ‘ :ﬂPHINMS

Please enter the port numbers for the Database, HTTP and HTTPS ports below, To accept the
default port settings select Next'

HTTP Part: ISUSS
HTTPS Potk: ISDSQ
Database Port: I6087

COC/PHINME

@Previous | @Cance\ |

Figure 314. Port Numbers Screen

Note: The PHINMS default port numbers are 6087 for the Database, 5088 1d?,Hihd 5089
for HTTPS.

14.SelectNext displaying Figure 35 then the registration screen displalyss optional to
enter Business/Organization Name, Name, Email to register the product with the CDC,

o8 PHINMS - Installer PHINMS [_[T]

User Data :ﬂPHlNMS

To assist us with tracking the PHINMS user base, we are requesting that you register this PHINMS
installation with the PHINJCDC. By registering, you will assist the PHINMS Community in continuing ta
provide support, enhancements and Funding For the entire PHINMS effort, Thank you,

¥ I want to register this PHINMS instance with PHIN/CDC

Organization Name:

Administrator Mame:
E-Mail Address:

CDC/PHINMS

<A Previous |§E—1~>Nsxt I ) cancel |

Figure 315. Register this PHINMS instance witkiN/CDC

15. SelectNext displaying Figure 36 then the Installation Package screen,
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=] 3

Select Ilnstallation Packages ﬂPHI NMS

Step 9 of 14

Select the packs you want to install:
Mote: Grayed packs are required.

B PHINMS Core
[T PHINMS Remote Console

Description
PHINMS Core
162.53 MEB

Total space Required:
11,39 GB

Available space:

COC/PHINMS

@ Cancel |

4—:] Frevious |

Figure 316. Installation Package screen

16. SelectNext displaying Figure 37,

@8 PHINMS - Installer PHINMS

= E3

Installation z‘PHINMS

Step 10 of 14

Pack installation progress:
!\ Program FilestPHINMS dKjreiliblcharsets. jar

PHINMS o

Oyerall installation progress:

[ 171

CDC/PHINMES

-é‘,-]Prevlous | LJ. [iExE | @Cancel I

Figure 317. Installation

17.SelectNext displaying Figure 38,
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‘ PHINMS - Installer PHINMS

Setup Shortcuts

Step 11 of 14

[ O]

~PHINMS

¥ Create shortcuts in the Start-Menu

Select a Program Group for the Sharteuts:

Accessories
Administrative Tools
PHINMS_2.8.01

Startup

Symantec Client Security
eritas MetBackup

create shorbcut For:
 current user

(' all users

PHINMS_2.8.01

COCIFHINME

Default

@Prewous | E-:-)-Next I @Cancel |

Figure 318. Sdup Shortcuts

Note: Select where the shortcut should be created, if you choose to relocate the shortcut

while on this screen after your first choice has been made, choose default to reset this screen.

18. Select Next displaying Figurel9.

‘ PHINMS - Installer PHINMS

User Data

Step 12 of 14

[HE B3

~ZPHINMS

Please select the final action for the PHINMS Installer,

* (Recommended) [ wank to install PHINMS &s a Service and start the Consale,

€~ Twant to install PHINMS as a Service only.
= Just finish the install and do nothing Futher.,

COC/PHINME

@ Cancel |

Tone |

-@ Previous |

Figure 319. PHINMS Installation Options

19. Select how PHINMS is to be installed (i.e., as a Service and start Console, Service only,

or not as a Service). Select Next displaying Figu?é.3.
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g8 PHINMS - Installer PHINMS = B

Perform External Processes _\Z]PH | NMS

Processing

101
Install DB Service
Install Tomcat Service
Start Console

java.io.I0Exception: Serwver returned HTTP response code: 500 for URL: http:/

dl | i

COC/PHINMS

:lPrevinus | E-}Next @Cancel |

Figure 320. PHINMS Processing

20. Select Next displaying Figure23.

@8 PHINMS - Installer PHINMS H=

Installatioihed ;ZIPH I NMS

Installation has completed successfully,

An uninstaller program has been created in:
C:\Program Files\PHINMSUninstaller

| &f Generate an automatic installation script

COC/PHINME

Figure 321. PHINMS Installation Finished

Note: Your installation has been completed successfully. An uninstaller has been created.

You have an option to generate an automatic installation script to deploy PHINMS with the
same configuration on anothegistem.

21. Select Done to initiate PHINMS for the first time, displaying Figuzé. 3.
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~IPHINMS

Messaging System

FHINMS Console Version: G4 280
FPHINMS Core Transport:GA 2807

This product is issued to:

Qrganization: cdec.gay
Party ID: phinmssender

Dismiss

Figure 322. PHINMS Welcome screen

22. Please wait while the PHINMS Console login screen comes up, displaying Ffiire 3.

4 PHINMS Console: CDC PHIN-MS Yersion BETA 2.8.01 20081114

~aZaPHINMS

User Narme: | system

Passward:

Figure 323. PHINMS Console Login Screen

23. Enter Username and Password the click Login, displaying Figie 3.
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PHINMS Cons

DC PHIN-MS Version BETA [_[Olx]
File Tools Configure  Help

0 Mew Message * Delete Message (8)) Ping Message ® Refresh ﬁpl IINMS

Messages
id coc
E . Sent Messages

E1 (3 Table Name: Transporto_ouf
0 registration (1)
i RNR Messages

20081114

Data Source .

Last Updated - Tue MNov 25 10:14:26 EST 2008
Sent Messages.

Table Name: Transport)_out
Route Queued Atternpted Successes Failures
registration 0 0 1
= . Received Messages

[0 Table Name: testworkerqueur

Received Messages

Table Name: testworkerqueue

Data Source Last Data Received Today Yesterday Total Count

) PHINMS Online
B Documents
|0l Downloads

5 communities

- Messages

& atarms

Iormat

Figure 324. PHINMSConsole

PHINMS Implementation Guide v2.8.01_-17-08.doc Page26 of 73



SAFER * HEALTHIER * POPLE iy

AR 7
S ¢ S
/ =

PHINMS 2.8.0limplementation Guide

4.0 UPGRADE PHINMS SOFTWARE

PHINMS 2.8.01 allows the user to upgrade from version 2.7.0(a8&PHINMS 2.8.00
only. Prior versions of the PHINMS softveawill be required to upgrade to version 2.7.00
SP1 before upgrading to version 2.8.01.

Note: The PHINMS upgrade will not overwrite the previous 2.7.00 SP1 version. It will
install PHINMS 2.8.01 in a new location apdll the configuration files, mainlghe

TransportQ table configuration information and use this information to configure the new
PHINMS 2.8.01 application. This allows the user to have the previous installation intact if
there are any problems.

Complete the following steps to upgrade tosi@mn 2.801 from version 2.7.00 SP1:

Open the executable firRHINMS2.8.A.GA.2008.210exedisplaying Figure 4.1the Install
Wizard will take a few moments displaying in Figure 4.1,

R ] 3 711 - sl prvers PSS

liInformatsit:TlDF . _Z|PH | NMS

Please read the following information:

Welcome to the Installation Wizard for the Public Health Information
Network Messaging System - Release 2.8.01

The Install Wizard will metall Public Health Information Metwork Messaging System - Release
2 S.D%n this computer. Select "Mext" to begin the installation.

Public Health Information Network Messaging System - Release 2.8.01. Centers for Disease
Control and Prevention.
hitpeffwrare. cde. gow/phin/phinms

CLCPHINMS

@ Cancel

Figure 4.1. Install Shield Wizard Preparation Screens

SelectNextdispaying Figure 4.2,
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@8 PHINMS - Installer PHINMS [_]C]

icreing Agreements “PHINMS

Please re&the Following license agreement carefully:
License to Lkiize PHINMS 2.8.01 Software i

Listed below are the responsibilities for the PHINMS end users and administrators.,

PHINMS Users are responsible for the Following:
- apply for and maintain a current digital certificate,
- enter messages into the Transpart Queus,
- respond to error messages, by notifying the PHIMMS Administrator,
- use PHIMMS ko send only appropriate materials to nodes on the PHINMS
network,
- scan files for viruses prior bo sending messages,
- contact the on-site administrator in the event of a software issue, and
- not wiolate any rules listed above.

PHIMMS Administrators are responsible For the Following:
- apply Far and maintain a current digital certificate,
- maintain the hardware on which PHIMMS resides, LI

(% 1accept the terms of this license agreement.

= Tdo not accept the terms of this license agreement.

COC/PHINME

{-:‘,-]Prewous | I$>Next I @Cancel |

Figure 4.2. End User Agreement Screen

3. Selectl accept the terms of the license agreement
4. SelectNextdisplaying Figure 4.3

@8 PHINMS - Installer PHINMS [0 =]

- ~ZPHINMS

Flease select if you want to install a new version of PHINMS or upgrade an existing install
£ MNew Install

" Upgrade 2.8.00 or later

COC/PHINMS

@Previous | E+>Next I @Cancel |

Figure 4.3. New Installation or Upgrade Screen

5. SelectUpgrade PHINMS Softwar&extdisplaying Fgure 4.4,
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@8 PHINMS - Installer PHINMS = B
RIS ZIPHINMS
[ EETIET -
Select the installation path:
IC:\PrUgram Files\PHINMS E: Browse. .

Message

@ The target directary wil be created:
CiProgram FlesiPHINMS

i Cancel |

COC/PHINME

<—:‘,—JPravlous | L%—}Next I @Cance\ |

Figure 4.4. The target directory will be created

6. Selecbk to create the target directory or cancel to change directory, &ebdtd
continue to displaying Figure 4.5

Figure 4.5. The PHINMS 2.7.00 SP1directory path

Note: The upgradéocation is where the PHINMS 2.7.00 SP1 is storeelec@Browseto
change the location if not accurately populated.

7. Enter directory path for the PINMS Instance to be Upgraded, $ebettd continue to
displaying Figure 4.6
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