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EXECUTIVE SUMMARY  

Public health involves many organizations throughout the PHIN (Public Health Information 

Network), working together to protect and advance the public's health.  These organizations need 

to use the internet to securely exchange sensitive data between varieties of different public health 

information systems.  The exchange of data, also known as "messaging" is enabled through 

messages created using special file formats and a standard vocabulary.  The exchange uses a 

common approach to security and encryption, methods for dealing with a variety of firewalls, 

and internet protection schemes.  The system provides a standard way of addressing messages 

being routed securely while providing a consistent confirmation of message exchange. 

The Public Health Information Network Messaging System (PHINMS) sends and receives 

sensitive data over the internet to the public health information systems using Electronic 

Business Extensible Markup Language (ebXML) technology securely. 

The PHINMS Implementation Guide provides instructions for installation and basic 

configuration of the PHINMS 2.8.01 software; advance configuration procedures are located in 

the PHINMS Technical Guide. 
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1.0   INT RODUCTION  

The Public Health Information Network Messaging System (PHINMS) Implementation Guide 

will assist with the installation, configuration, and upgrade of the PHINMS product which is 

update periodically.  Refer to the PHINMS website at www.cdc.gov/phin/phinms for the most 

current release of PHINMS software. 

The PHINMS Implementation Guide provides instructions to correctly install and configure 

PHINMS to send and receive messages from the Centers for Disease Control and Prevention 

(CDC) and CDC partners.  PHINMS Web Site Topics 

Á Overview:  Contains a summary on the purpose of PHINMS.  Announces new PHINMS 

features and processes. 

Á Installation :  This section of the web site provides documentation pertinent to the 

installation and configuration the PHINMS software.  Various other types of PHINMS 

documents are also available e.g. Acronym and Glossary List, Web Service Adapters, and 

many more. 

Á Quick Steps:  PHINMS Quick Steps provide an overview of the information needed 

most often.  The Quick Steps are documented for Release 2.8.01.  Suggestions to add 

additional questions can be sent to the PHINMS Web Site point-of-contact using the 

Support tab. 

Á FAQs:  The list of Frequently Asked Questions (FAQs) is stored in this section.  The list 

contains answers to many questions users have previously submitted.  The PHINMS 

Team welcomes questions, suggestions, and/or comments. 

Á Support:  The Support section provides contact information for signing up to use the 

PHINMS Forum, contacting the Help Desk, accessing Online Help, and contacting the 

Web Site administrator. 

References 

NAME  LOCATION  

Quick How Tos Located at www.cdc.gov/phin/phinms. 

PHINMS Release 

Notes 2.8.01 

Description of supported environments, software requirements, 

explanation of upgrade path, and a list of new features and bug fixes 

made since PHINMS release 2.8.00.   

Located at:   

http://www.cdc.gov/phin/activities/applications-

services/phinms/installation.html 

http://www.cdc.gov/phin/phinms
http://www.cdc.gov/phin/phinms
http://www.cdc.gov/phin/activities/applications-services/phinms/installation.html
http://www.cdc.gov/phin/activities/applications-services/phinms/installation.html
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Communiqués 

The PHINMS Team responds to userôs communiqués.  Send questions, suggestions, and/or 

comments concerning PHINMS support or documentation to the PHINMS website using the 

Contact PHINMS email link located at the top of the home page. 
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2.0 INSTALLATION  REQUIREMENTS   

2.1 PHINMS 2.8.01 Tests 

PHINMS 2.8.01 has been tested on the following:  

Á Operating systems: 

- Windows 2003 Server (Standard or Enterprise) SP2, 

- Windows XP SP3,   

Á Certified Default Database: 

- HSQL DB 1.8.0.4   

- Production Qualified Databases: 

- Microsoft SQL Server 2005, 

- MySQL 5.0, 

- Oracle 10g release 2,  

- Oracle 11g release 1, 

Á Application Servers: 

- Tomcat 6.0.14, 

Á Proxy Servers: 

- IIS 6.0 with Web logic 10.3 plug-in, 

- IIS 6.0 with Jakarta Tomcat Connector 1.2.27, and 

PHINMS has tested the Java Database Connectivity (JDBC) drivers to connect to the supported 

databases shown in Table 1.  Based on the tests performed, no issues were found.  PHINMS does 

not guarantee nor support the JDBC drivers shown below.  It is up to the PHINMS customer to 

decide which JDBC driver to use.  The table is provided for reference purposes only. 

DB SERVER VERSION JDBC DRIVER NAME  TYPE VERSION DATE 

MS SQL 2005 sqljdbc.jar 4 1.2.2828 10/11/2007 

MS SQL 2008 Sqljdbc4.jar 4 2.0 03/25/2009 

Oracle 10g Rel 2 ojdbc14.jar 4 10.2.0.2 01/22/2006 

Oracle 11g Rel 1  ojdbc6.jar 4 11.1.0.7.0 08/28/2008 

MySQL 5.0.67 mysql-connector-java-5.1.6-bin.jar 4 3.51.27 11/20/2008 

Table 1.  JDBC Drivers 

2.2 System Requirements 

The installation of PHINMS 2.8.01 system requirements are as follows: 

Á Windows 2003 SP2, Windows XP SP3,  

Á 512MB of disk space, 

Á 1GB of memory, 
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Á local administrator privileges, and 

Á System administrator privileges on Windows 

Ensure all the correct ports, which may be 5088 (default local host port), 443 (Secure Socket 

Layer (SSL) - Hyper Text Transfer Protocol over Secure Sockets Layer (HTTPS)), and 389 

(Lightweight Directory Access Protocol (LDAP)) are open on the firewall. 

Once the requirements above have been met, proceed to Section 2.3.  Section 2.3 and Section 2.4 

can be accomplished simultaneously. 

2.3 Apply for a digital certificate:  

When requesting a Digital Certificate Go to http://ca.cdc.gov and enroll in Secure Data Network. 

The Enrollment password is provided by the PHIN Helpdesk.  Contact the PHIN helpdesk at 1-

800-532-9929, to obtain a password and assistance applying for Digital Certificate.  Refer to the 

information below to apply for the SDN PHINMS Program and Activity: 

 

SDN PHINMS Digital Certificate Activities  

Staging Program = "Test" Activity = "PHINMS 2.0" 

Production Program = "Public Health Information Network" Activity = "PHINMS 2.0" 

 

2.4 Request PartyID 

A PartyID is required for each organization and every organization sending and receiving 

messages to the CDC.  A PartyID uniquely identifies a PHINMS installation, also called an 

instance or node.  The PartyID is included with every message informing the recipient of the 

originator. 

The PHINMS Help Desk provides the PartyID.  The PartyID value must be the same as the 

Message Receiver's PartyID in the Collaboration Protocol Agreement. 

To obtain the PHINMS software, contact the PHIN Help Desk.  Information will be required 

about the organization(s) sending and receiving messages.  When complete, the Public Health 

Information Network (PHIN) Help Desk will email the PartyID to the requestor.  Contact the 

PHIN Help Desk regarding any issues encountered with the PartyID, by sending an email to 

PHINTech@cdc.gov. 

Setting up the PHINMS software requires the PartyID which is permanent and not required to be 

stored for later use.  The PartyID is stored as long as the PHINMS instance for sending messages 

to partners is being used by the PHINMS application.  The PHINMS application will need to be 

reinstalled if the PartyID needs to be changed. 

http://ca.cdc.gov/
mailto:PHINTech@cdc.gov
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Note:  When a need to install PHINMS at more than one site or to install more than one 

PHINMS installation at the same site, a PartyID is required for each installation. 

The recommended way to install PHINMS 2.8.01 is to download the application from the File 

Transport Site (FTP) site. 
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3.0 DOWNLOAD & INSTALL T HE PHINMS SOFTWARE  

Install the PHINMS 2.8.01 following the steps below: 

Note:  Refer to Section 2.4 if an email was not received with the PartyID information. 

1. Navigate to ftp://sftp.cdc.gov displaying Figure 3.1, 

 

Figure 3.1.  Log On As 

2. Enter User name, Password, select LogOn displaying Figure 3.2, 

 

Figure 3.2.  Phinms2.8.01 FTP downloads 

3. To view this FTP site in Windows Explorer, click Page, and then click Open FTP Site in 

Windows Explorer, displaying Figure 3.3, 

 

ftp://sftp.cdc.gov/
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Figure 3.3.  Phinms2.8.01 open FTP site in Windows explorer  

4. Enter User name, Password, select LogOn displaying Figure 3.4, 

 

Figure 3.4.  Phinms2.8.01 FTP downloads windows explorer view 

5. Navigate through the windows explore directory structure for the FTP site displaying 

Figure 3.5, 
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Figure 3.5.  Phinms2.8.01 FTP Windows Build 

6. Double-click on PHINMS2.8.01.GA.20081210.exe file displaying Figure 3.6 

 

Figure 3.6.  File Download - Security Warning 

7. Select Save, to save the application to your local computer and double-click  

Phinms2.8.01.GA.20081211.exe displaying Figure 3.7, 

 

Figure 3.7.  Opening PHINMS 2.8.01 
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Note: The Install Wizard will take a few moments displaying in Figure 3.8, 

 

Figure 3.8.  Install Shield Wizard Preparation Screens 

8. Select Next displaying Figure 3.9, 

 

Figure 3.9.  End User Agreement Screen 

9. Select I accept the terms of the license agreement, select Next displaying Figure 3.10, 
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Figure 3.10.  New Installation or Upgrade Screen 

10. Select New PHINMS Installation, select Next displaying Figure 3.11, 

 

Figure 3.11.  Directory Name Screen 

11. Select Browse to install to a different directory or Next displaying Figure 3.12, 
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Figure 3.12.  The target directory will be created 

12. Select ok to create the target directory or cancel to change directory, select next to 

continue to displaying Figure 3.13, 

 

Figure 3.13.  PartyID and Domain Name Screen 

13. Enter the PartyID and Domain Name, select Next displaying Figure 3.14, 
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Figure 3.14.  Port Numbers Screen 

Note:  The PHINMS default port numbers are 6087 for the Database, 5088 for HTTP, and 5089 

for HTTPS. 

14. Select Next displaying Figure 3.15 then the registration screen displays, It is optional to 

enter Business/Organization Name, Name, Email to register the product with the CDC, 

 

Figure 3.15.  Register this PHINMS instance with PHIN/CDC 

15. Select Next displaying Figure 3.16 then the Installation Package screen, 
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Figure 3.16.  Installation Package screen 

16. Select Next displaying Figure 3.17, 

 

Figure 3.17.  Installation 

17. Select Next displaying Figure 3.18, 
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Figure 3.18.  Setup Shortcuts 

Note: Select where the shortcut should be created, if you choose to relocate the shortcut 

while on this screen after your first choice has been made, choose default to reset this screen. 

 

18. Select Next displaying Figure 3.19. 

 

Figure 3.19.  PHINMS Installation Options 

19. Select how PHINMS is to be installed (i.e., as a Service and start Console, Service only, 

or not as a Service). Select Next displaying Figure 3.20. 
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Figure 3.20.  PHINMS Processing 

20. Select Next displaying Figure 3.21. 

 

Figure 3.21.  PHINMS Installation Finished 

Note: Your installation has been completed successfully. An uninstaller has been created. 

You have an option to generate an automatic installation script to deploy PHINMS with the 

same configuration on another system.  

21. Select Done to initiate PHINMS for the first time, displaying Figure 3.22. 
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Figure 3.22.  PHINMS Welcome screen 

22. Please wait while the PHINMS Console login screen comes up, displaying Figure 3.23. 

 

Figure 3.23.  PHINMS Console Login Screen 

23. Enter Username and Password the click Login, displaying Figure 3.24. 
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Figure 3.24.  PHINMS Console  



 PHINMS 2.8.01 Implementation Guide 

PHINMS Implementation Guide v2.8.01_12-17-08.doc Page 27 of 73 

4.0 UPGRADE PHINMS SOFTWARE 

PHINMS 2.8.01 allows the user to upgrade from version 2.7.00 SP1 and PHINMS 2.8.00 

only.  Prior versions of the PHINMS software will be required to upgrade to version 2.7.00 

SP1 before upgrading to version 2.8.01. 

Note:  The PHINMS upgrade will not overwrite the previous 2.7.00 SP1 version.  It will 

install PHINMS 2.8.01 in a new location and pull the configuration files, mainly the 

TransportQ table configuration information and use this information to configure the new 

PHINMS 2.8.01 application.  This allows the user to have the previous installation intact if 

there are any problems. 

Complete the following steps to upgrade to version 2.8.01 from version 2.7.00 SP1: 

Open the executable file PHINMS2.8.01.GA.20081210.exe displaying Figure 4.1, the Install 

Wizard will take a few moments displaying in Figure 4.1, 

 

Figure 4.1.  Install Shield Wizard Preparation Screens 

Select Next displaying Figure 4.2, 
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Figure 4.2.  End User Agreement Screen 

3. Select I accept the terms of the license agreement, 

4. Select Next displaying Figure 4.3, 

 

Figure 4.3.  New Installation or Upgrade Screen 

5. Select Upgrade PHINMS Software, Next displaying Figure 4.4, 
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Figure 4.4.  The target directory will be created 

6. Select ok to create the target directory or cancel to change directory, Select next to 

continue to displaying Figure 4.5 

 

Figure 4.5.  The PHINMS 2.7.00 SP1directory path 

Note:  The upgrade location is where the PHINMS 2.7.00 SP1 is stored.  Select Browse to 

change the location if not accurately populated. 

 

7. Enter directory path for the PINMS Instance to be Upgraded, Select next to continue to 

displaying Figure 4.6 


























































































