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1) Review of Data: Can a set of protocols be identified for 
systematic review of data captured by electronic 
surveillance systems?

2) Investigation of Alerts: Can a set of protocols be identified
to systematically investigate flags raised by analytical 
techniques applied to syndromic data?

3) Support Capability: What functions should an
automated system provide to expedite follow-up of 
analytically generated or user-generated alerts?

Issues Facing the Surveillance System User:



Working Group

Public Health
• Julie Casani Maryland Department of Health and Mental Hygiene 
• Kathy Hurt-Mullen Montgomery County Health Department
• Denise Sockwell Virginia Department of Health
• Don Weiss New York City Department of health and Mental 

Hygiene

Military Preventive Medicine
• Julie Pavlin Walter Reed Army Institute of Research

• Academic & Development
• Howard Burkom Johns Hopkins University Applied Physics Laboratory
• Jacqueline Coberly Johns Hopkins Bloomberg School of Public Health
• Joe Lombardo Johns Hopkins University Applied Physics Laboratory



0
0.1
0.2
0.3
0.4
0.5
0.6
0.7
0.8
0.9

1

0 24 48 72 96 120 144 168

Incubation Period (Hours)

Pr
ob

ab
ili

ty
 o

f
D

is
ea

se
 D

et
ec

tio
n

Gain of 2 
days

Effective Treatment Period

Early Alerting

Traditional Disease
Surveillance

TIME!

Early Alerting Requirement for BioTerrorism



Time (days)  

N
um

be
r D

ea
d

Sensor, Animal, or Human Indicators

105

(Anthrax)

t = 0

Fatalities With
Early Warning

Military & Civilian
Fatalities With

Traditional Surveillance

Potential Impact of Early Alerting



Time (days)  

N
um

be
r D

ea
d

Sensor, Animal, or Human Indicators

105

(Anthrax)

t = 0

Fatalities With
Early Warning

Military & Civilian
Fatalities With

Traditional Alerting

Early Alerting

A driving force for the implementation of modern disease surveillance 
technology is the reduction in mortality and morbidity which could result
from a bioterrorist incident.
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Modern Electronic Surveillance

Modern disease surveillance systems have many of the following attributes:

1) Automated data capture, cleansing, archiving, and secure 
telecommunications

2)  Multiple data streams from similar or different providers 

3)  Extensive archiving and retrieval capacity 

4) Outbreak detection algorithms applied to data streams for identification of 
abnormal conditions, and means for alerting users of these conditions.

5)  Web-based distribution of data

6) Geographic representation of data and clusters



Modern Electronic Surveillance
Modern disease surveillance systems have many of the following attributes:

1) Automated data capture, cleansing, archiving, and secure 
telecommunications

2)  Multiple data streams from similar or different providers 

3)  Extensive archiving and retrieval capacity 

4) Outbreak detection algorithms applied to data streams for identification of 
abnormal conditions, and means for alerting users of these conditions.

5)  Web-based distribution of data

6) Geographic representation of data and clusters

Permits the user to employ many analytical tools and view large 
quantities of data in a limited time



Syndromic Surveillance

Syndromic Surveillance is the collection and analysis 
of pre-diagnosis information leading to an estimation 
of the health status of the community

Syndromic surveillance uses health care indicators such as:

Emergency Room Chief Complaint
International Classification of Disease Codes
Requests for Specific Laboratory Tests
Over the Counter Medications Sales

Grouped into specific syndromic categories such as:
Respiratory 
Gastrointestinal
Neurological
Dermatological
Fever
etc.   
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• Disease patterns by age, 
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of the population

Data Review 



Electronic Surveillance System

Data Review 
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Electronic Surveillance System

Daily Monitoring Data Review 

• Disease patterns by age, 
sex, time, geography.

• Most common health
problems

Statistical Anomaly
(Alert)
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Age, sex, geography

• Compare multiple data
sources 

• Environmental /other cause
• Request more info from

HD/docs/labs, etc
• Public Health Importance

- Public health   
significance

- Intervention warranted?
• Intervention

To characterize the health 
of your community

Uses for Electronic Surveillance
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requires digging

deeper with 
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System is used to address 
user concerns



User / System Generated Alert

Characterize w / ESS
- age, sex, geography
- compare multiple data sources
- environmental /other cause

Request more info from HD/docs/labs, etc.

Public Health Importance
- Public health significance
- Intervention warranted?

Intervention



Sample Detector Output Listing
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Sample Query Function



Bar Chart



Insert Cluster or Raw Data Maps



Encounter Listings
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Investigation of signals
• Descriptive statistics (patients in the signal)
• Check complementary systems, compare to     
previous signals 
• Acquire interim data (12-hour log)
• Calls to assess current situation 
• Chart reviews
• Patient follow-up (from signal) 
• Augment lab testing (new patients)
• On site teams (interviews, lab testing)

Courtesy of Don Weiss MD, MPH



Constraints

Variables that make it difficult to come up 
with a common protocol

1)    Size of the Health Department
- Resources available at the time to dedicate to the alert

2)    Amount of data available to indicate intervention
3)    Threat level or degree of risk



Favor specificity

• Increase probability of 
missing a real event

• Set p value low (0.001)
• Minimize false alarms

Favor sensitivity
• Set p value high (0.05)
• Decrease probability of missing     
a real event
• Many false alarms

Determining the threshold

Courtesy of Don Weiss MD, MPH



Role of Alerting Algorithms
In Outbreak Investigation

Thresholds and Awareness Levels
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Role of Alerting Algorithms
In Outbreak Investigation

Thresholds and Awareness Levels

Yellow Alert:
Low “nuisance rate”:
4 weeks between alerts
Moderate sensitivity:
3 days into 2nd week



Role of Alerting Algorithms
In Outbreak Investigation

Thresholds and Awareness Levels



Role of Alerting Algorithms
In Outbreak Investigation

Thresholds and Awareness Levels

Orange Alert:
Lower Threshold
Alerts expected every 2 weeks
Heightened sensitivity: 

day earlier detection



Role of Alerting Algorithms
In Outbreak Investigation

Thresholds and Awareness Levels



Role of Alerting Algorithms
In Outbreak Investigation

Thresholds and Awareness Levels

Red Alert:
Lowest Threshold
At least weekly alerts
Maximum sensitivity: detection 

from early data effects



Additional Requirements to Assist the 
Epidemiologist

Data Representation Functions:
1) Sorting
2) Frequency distributions
3) Cross tabulations of data
4) Additional graphing functions

Data Transfer Functions:
1) Excel , SAS, & other formats for analysis
2) ebXML / HL-7 export / import, to / from other surveillance systems
3) Etc.
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Graphed Multiple Data Streams

Flu & Combined Fever/Cough Data with Alerts 
vs Confirmed Flu Cases
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Number of Outpatient & Emergency Department Visits 
with Diagnosis of Influenza by Source of Data

1 Aug 2003 - 5 Dec 2003
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