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Public Health — Problem Statement

Public health and terrorism preparedness involve
many organizations working together and
exchanging information

The current public health information cycle (clinical
event to response) is too long and frequently
involves the manual exchange of information

The fragmented and heterogeneous technologies in
the U.S. healthcare system do not readily share
consistent data with public health

The new realities of terrorism and disease trends
require a new level of operation

SAFER -HEALTHIER* PEOPLE




Public Health Information Network - Vision

To transform public health by electronically
enabling:

* real-time data flow

computer assisted analysis

decision support
professional collaboration

rapid dissemination of information to
public health, the clinical care
community and the public
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What is PHIN?

Gartner — a multi-organizational business
and technical architecture

 Technical standards
 Data standards
» Specifications to do work

|s also a process
« Commitment to the use of standards

« Commitment to participating in development
and implementation of specifications
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Public Health Information Network - Characteristics

An interoperable network — A common framework to
integrate public health systems and functions while
using industry standards to work with other networks /
systems

Dual use - Directly enhance homeland security and
transform routine public health practice

Reduce Reporting Burden - use existing electronic
clinical data

Live data — continuous monitoring of nations health,
continuous detection and evaluation of threats

Support users - provides information and decision
support to the public and public health professionals at
all levels
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Public Health Information Network - Setting
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Public Health Information Network - Process

Document functional requirements to support public
health activities (starting with preparedness)

|dentify relevant industry standards - technical and data

Develop specifications based on the standards that are
concrete enough to do work

Fund through the functions, standards and
specifications

Make systems available to support these functions and
that use these standards - now

Develop software elements and artifacts to be used in
other systems that implement the standards

Support certification of the functions and specifications
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Critical Success Factors

* Broad participation by stakeholders in
Joint Application Requirements,
Design, Development, User Testing &
Evaluation

-
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IN — Select Progress

First year of funding — 2004
> 4,700 PKI digital certificates installed nationally

> 55,000 HL7 standard public health lab results from 18
LRN labs

> 40 million patient records sent in HL7 format from DoD
to public health (BioSense), > 30 million records sent in
HL7 format from VA to public health (BioSense)

>16,000 HL7 standard, clinical lab notifiable disease
results sent to 15 states

Reduction in communicable disease reporting time from
~30 days to 1-2 days (NEDSS base system)

Experience with making standards work in information
systems (benefits and issues)
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Public Health Information Network - Status

Public Health and Social Services Emergency Fund

 $1 billion for state and local public health capacity
(estimate that 30% of funding is going to IT)

« CDC and HRSA stipulate use of standards for IT
Investments

All 50 states have received funding for HAN (starting in
fy1999) and NEDSS (starting in fy 2000)

* 16 implementing NEDSS compatible state-
developed systems, 20 proposed use of NEDSS
Base System (NBS)

CDC approves naming of IT Functions and
Specifications as Public Health Information Network
Standards

Center for Public Health Informatics — 2004
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All Hazards Detection and Response Data

I
Days Weeks

Early health seeking behaviors — OTC, absenteeism
Ambulatory care visits / Nurse call lines

Tertiary Care, morbidity and mortality (traditional)

Initial detection
Subsequent detection, quantification, localization
Outbreak management, contact tracing, case confirm

Countermeasure admin, isolation, prophylaxis, Rx

|| |/ /
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The Future of the State/Jurisdiction
PHIN Portal

Anytime, Anywhere Access
Secure and Authenticated Access
Multiple Systems Shown Through One

Interface

Easy Point and Click Windows-based
solutions

Robust Analysis and Visualization Tools
Multiple Data Layer Views
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Public Health Information Network
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Public Health Information Network

Early Event Detection \
BioSense
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Public Health Information Network
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Public Health Information Network
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Public Health Information Network
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2 Epi-X: The Epidemic Information Exchange - Microsoft Internet Explorer
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Below are the 325 currently posted reports. You can

» select atitle to see the repart,

¥ sort the list by selecting an underlined column heading,

¥ wiew titles only or longer descriptions, or

¥ click the "Search” option at the top of the page to find all other reports.

Matches 1to 25

Title Location Category

Recall: Demoulas & Market Backet M, BH Erwironmental Health: Poison Contral
Cormnplete Pancake & Waffle Mix -

March 26, 2004

Add Comments (0)

R.‘ :Continuing High HIY Prevalence in Other Infectious Di . Human |
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Update: Additional Steps to be Taken in USA Enviranmental Health: Paisen Contral
FOA Class | Recall of SolutionsIE
Ageless Formula |l
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Add Comments (0)
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£dd Comments (0)
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372772004 Current

3/27/2004 Current
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3/26/2004 Current
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Public Health Information Network
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3 Centers for Disease Control and Prevention - Microsoft Internet Explorer
Fil=  Edit  ‘Wiew

Q) Back -

Favorites  Tools  Help

[*] [2] & S search <7 Favorites &% Media
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Diseases & Conditions

, Emergency Preparedness &
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Wildfire Safety
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ASSESS your risk and . complications...
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Workplace Safety & Health
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Provide feedback on CDC's new Website
Once youe looked through the site, please take a momentto
provide your feedback. ...more
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> MWW R

, Preventing Chronic Disease
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Subscriptions
more...

FDA and CDOC statement concerning rumors abowut recalled lot
of influenza vaccine

Rumors have been circulating that a "contaminated” lot of flu
vaccine has been recalled by the FDA .more

West Mile Virus - Fight the Bite!
Mosguitos are still hiting. West Mile virus infection can still
happen during Cctober _more

Data & Statistics

Mational Data
State Data
Growth Charts
rmore...

Carbon Monoxide - Protect yvour family
Take steps to protect vour family from the unseen danger of
carbon monoxide . fmore

Severe Acute Respirato wrome {SARS
(Endlish | en Espafiol The latest information about the disease.
..more

Health. United States 2003: Trends in the health of Americans
Thiz an an annual report on national trends in health statistics.
This year's report includes a highlights section ..more
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Tel: (404) 639-3311 / Public Inquiries: (404) 630-3534 / (300) 311-3435
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¢ steps to keep their children
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¢ Omaore
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Screenfor Life
Mational Colorectal Cancer
Action Campaign

VERB™ . Extra Hour for
Action

Help tweens get moving
with the action-packed

VERB program ...

Conferences & Events

Preparing for
Environmental Challenges
(Decernber 3, 2003)

Investing in Health
(Fehruary 18-20, 2004}

All Conferences & Events

;'(- Department of Health
“'\-_ and Human Services
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Public Health Information Network
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Public Health Information Network
Software Available to Participants in Public

Messaging system

« Secure industry standards based (ebXML) inter organizational,
bi-directional messaging

» Specific web service for HL7 and other message payloads,
encryption and security

Laptop deployable systems

- Case management, contact tracing, specimen and results
management, vaccination and prophylaxis management

Specimen Management and results reporting
« Enables HL7 messaging for labs

NEDSS Base System
» Web based surveillance software for health departments

» Supports electronic laboratory reporting, case management,
notifiable disease reporting
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Public Health Information Network
Interoperability Strategies

Systems architecture
Shared data model and vocabularies

Live network for the exchange of
specific data
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Public Health Information Network — Systems Architecture
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Public Health Information Network
Common Data Language

For public health participants:

* Require the use of industry standard data
model, vocabularies and messages

» Use technology standards to ensure that
software can be used in many settings

For clinical data coming to public health:

 Public Health Information Network standards
conform with federal e-Gov directions and
related standards:

* National Committee on Vital and Health Statistics
(NCVHS)

» Consolidated Health Informatics (CHI)
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Public Health Information Network — “Live Network”

“Live” Exchange of and Access to Specific Data
for Interoperable Systems — Messages and Storage

Specific Data Content — Vocabulary Terms

Data Structure — Data Models

Transport / “Handshake Between Information Systems” - ebXML

Encryption / Security — HTTPS, ebXML

Connectivity — Continuous Internet Connectivity
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Public Health Information Network Messages

Routine Public Health and
Investigation of BT
Detection Messages

Response
Messages

Lab test request
Clinical |ab result
» Microbiology results « Case report
-Orc_lers :  Test result available notification
* Chief complaints « Specimen container shipment
*Lab results _ » Specimen context
*Discharge diagnosis « Intervention request

e Intervention result report
Public Health « Contact list report
« Nationally Notifiable Diseases «LDIF directory exchange
*Hepatitis « Alerts and public health information
*Meningitis dissemination
 Electronic Lab Reporting

SERVICE,
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Public Health Information Network - Process

|dentify relevant industry standards -technical and
data (e.g. HL7)

Develop specifications based on standards that
are concrete enough to do work (e.g.
iImplementation guide for lab result)

Fund through the specifications (e.g. IT functions
and specifications for > 1 billion in 2002)

Develop “transitional software” that implements the
standards now (e.g. the messaging system)

Encourage partners and private sector to
iImplement the specifications (e.g. NEDSS
compatible state systems)

Support conformance testing (e.g. NIST labs)
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Insert PHIN Certification Slide

Compliance - the exact use of PHIN standards, specifications, and
technical artifacts in a system.
* e.g. - the exact implementation of the PHIN Logical Data Model as the
relational table structure for a system
* e.g. - the exact implementation of the PHIN LDAP Schema as the
operational directory for a system
Compatibility — The ability to perform all the required functionality and
interact with other PHIN compatible systems using appropriate
technical and data standards
* e.g. - asystem that uses different data model but maps vocabulary into a
PHIN standard message structure to exchange data
Certification — The process to establish whether systems can meet the
high-level functionalities and detailed messages/metrics required to
support public health activities.

We will certify compatibility of systems, not compliance, of systems
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