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Agenda

Brief overview of PHINMS

Software Installation and configuration
¢ Sender
¢ Receiver

Open “workshop” forum (Ask questions at
any time)
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PHINMS

CDC'’s implementation of the ebXML
2.0 messages service standards

Runs on Windows Unix, Linux

A separable part of the NEDSS
Base System

Java based client and server
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ebXML Messaging Service Is a
robust messaging framework for
commerce

HL7 approved ebXML messaging

as a draft standard for trial use

Can send all types of files, not just
XML
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Why ebXML

Confidentiality

¢ Information remains private between
two parties

Authenticity

o Ensured identity

Data Integrity

o Data has not been changed in transit
Non-repudiation

+ Can not deny sending or receiving
message
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Capable of sending messages (of
any type) from behind firewalls

Able to run on a typical workstation

as well as a server

Can poll for messages from a
PHINMS 2.1 Receliver (or other)
appropriately configured

Queue Monitor deployed with client
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Runs on a J2EE Application Server
configured as a web service

Able to receive messages at any
time

Supports queue (DBMS table)
based interface or custom
message handler

Will support certificate based,
password based or SDN
authentication
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Source

—
Data Store Corlant
Source Translator Message Creation

Data Store ——

Route
Manager

Message Transportation

ebXML 2.0

Target Foarget Content
Data Store Oatn Translator
Target Taget Content
F tted
Data Store “E,“F,fa Translator
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Data Exchange

Source

—
Data Store Corimnt
Source Translator

Data Store —

Message Creation

Rioute
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Route Meta Dala L__Meta Data
Manager &

Message

Message Transportation

Message

ebXML 2.0
Client

abXML 2.0 Message
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Target Target Content
Formatted
Data Store QE:,L Translator
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Downloading PHINMS
Software

Version 2.1
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=] command Prompt

[C:\>mkdir phinms_
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[=%] command Prompt - ftp sftp.cde.gov

C:\>Ftp sftp.cdc.gou

Connected to sftp.cdc.gov.

220 Serv-U FTP Server ui.0 for WinSock ready...
User (sftp.cdc.gov:(none)): _
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+ SLR

_/&Enter User Name: phinusr

[=*] command Prompt - ftp sftp.cdc.gov

C:\>ftp sftp.cdc.gov

Connected to sftp.cdc.gou.

220 Servu-U FTP Server uvi#.0 for WinSock ready. ..
User (sftp.cdc.gov:(nhone)): phinusr
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-/(. Password: MsSys4U*

’Eﬂnmmand Prompt - ftp sftp.cdc.gov

C:\>Ftp sftp.cdc.gov

Connected to sftp.cdc.gov.

220 Serv-U FTP Server v4.0 for WinSock ready...
User (sftp.cdc.gov:(nhone)): phinusr

331 User name okay, need passwWord.

Password:

230 User logged 1n, proceed.

ftp>
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LRVIC,

1
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-/(. cd phinms2.1\install

[**] command Prompt - ftp sfip.cdc.gov

C:\>ftp sftp.cdc.gov

Connected to sftp.cdc.gov.

220 Serv-U FTP Server uv4.0 for WinSock ready. ..
User (sftp.cdc.gov:(none)): phinusr

331 User name okay, need password.

Password:

230 User logged in, proceed.

ftp> cd phinms2.1\1install

250 Directory changed to /phinms2.1/install
ftp>
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Password:

230 User logged in, proceed.
ftp> cd phinms2.1\1nstall
250 Directory changed to /phinms2.1/install

ftp> dir

Z00 PORT Command successful.
150 Opening ASCII mode data connection for /bin/ls.

1 user

1 user
“FW-FW-FW- 1 user
“FW-rW-ru- 1 user
“FW-FW-FW- 1 user
226 Transfer complete.

group
group
group
group
group

B Feb

0 Feb
98206286 Feb
281632 Feb
8716155 Feb

22 22:43 .

22 22:43 ..

20 15:31 Win32Setup2.1
20 15:33 sender.mdb
22 22:49 server.exe

BOKbytes/sec.
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ftp> dir
200 PORT Command successful.
150 Opening ASCII mode data connection for /bin/ls.

1 user group B Feb 22 22:43 .

user group B Feb 22 22:43 ..

“rW-rW-rW- 1 user group 98206286 Feb 20 15:31 Win32Setup2.1
“rW-rW-ruw- 1 user group 281632 Feb 20 15:33 sender.mdb
“rW-rW-ruw- 1 user group 8716155 Feb 22 22:49 server.exe
226 Transfer complete.
ftp: 325 bytes received in 0.00Seconds 325000.00Kbytes/sec.
ftp> binary
200 Type set to I.
ftp> lcd C:\phinms
Local directory now C:\PHINMS.
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[+l command Prompt - ftp sftp.cdc.gov

226 Transfer complete.

ftp: 325 bytes received in 0.00Seconds 325000.00Kbytes/sec.

ftp> binary

200 Type set to I.

ftp> dir

200 PORT Command successful.

150 Opening ASCII mode data connection for /bin/ls.

dru-ru-ru- 1 user group B Feb 22 22:43 .
dru-ru-ru- 1 user group B Feb 22 22:43 ..
“FW-FrW-rW- 1 user group 98206286 Feb 20 15:31 Win32Setup2.1
“FW-FW-FW- 1 user group 281632 Feb 20 15:33 sender.mdb
“FW-FW-FW- 1 user group 8716155 Feb 22 22:49 server.exe
226 Transfer complete.

ftp: 325 bytes received in 0.00Seconds 325000.00Kbytes/sec.

Ttp> mget »=.x_

| |

SAFER*HEALTHIER+* PEOPLE"




Installing and Configuring
PHINMS Sender (Client)

Version 2.1
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Objectives

Install PHINMS Sender

Configure Sender

o Configuration Files

¢ Password Management
o Database Connectivity

Run Sender
Run Queue Monitor

SAFER*HEALTHIER+* PEOPLE"




SERVICy

_/ Win32Setup2.1.exe (DC

l!frli
14 Installer

=10 x|

Welcome to the InstallShield Wizard for Public Health Information Hetwork
Messaging System - Helease 2.1

The InstallShield Wizard will install Public Health Information Metwork
Messaging System - Release 2.1 anyaur computer.
Tao cantinue, click Mext.

Fublic Health Infarmation Metwark Messaging System - Release 2.1

InstallShield

Cancel

el 0 B B BN ™
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o SERV]

¢ Enter Directory (DC

I
-' o[ x|

Click Mext to install "Public Health Information Metwaork
Messaging System - Belease 2.1" to this directory, ar
click Browese to install to a different directory.

Directory Mame:
Iz AP HINMSclient

Browse. .

nstallshield
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o SERV]

"~ # Enter OID (DC
i \ 7777

Flease Enteryour Party 1D and Domain below. Your Party
D uniguely identifies you within the Messadge Transport
Systermn. For domain name, use your Internet domain
name (e.q., cdc.gov). [fyou have not been assigned

a Party 1D, then please contactyour COCIMEDSS
representative.

Farty D

InstallEhield
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o SLEVIC i
&

= S
Zhoose the setup type that best suits your needs.

* Typical
The prograrm will be installed with the suggested configuration.

g Fecommended for most users.

i Custom
The program will be installed with the features you choose.

g Fecommended for advanced users,

Jl

B
o
0
ES

i

Cancel

Imstallshield
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Installing Public Health Information Hetwork Messaging System
- Release 2.1... Please wait.

COPHIMME W ientlinjdk?  $jre. jasm-client.jar

I 17%

Cancel

Install=hield

SAFER*HEALTHIER+* PEOPLE"




o SERV]

~_g¢ Install Complete

_Io/x

The InstallShield Wizard has successfully installed
Fublic Health Information Metwark Messading System -
Felease 2.1. Click Finish to exit the wizard.

InstallEhield
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{(, Sender Components

PHINMS Sender

Java Runtime Environment

() Sender
- Configuration File
.

PHINMS

Sender Database
(MS Access) Routing Configuration

Files

Passwords

\_/

Keystore

\_/
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=0 PHINMS

1 _uninst

Directory
Structure

1:| fllesen n:j_.a ks
{:| il iﬂq

i:l javado:
-1 lib

. ] processed
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;**‘\":’/(‘Sender Configuration File

PHINMS Sender o === 00

Passwords File |
R

/
»

\
\
\
/
/ \
/

\
h |

clientqueuemap.xml

I —

|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
A 4

routemap.xmi

R —

clientservicemap.xml

I —
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;**‘\":’/(‘Sender Configuration File

PHINMS Sender o === 00
A P

|

Passwords File |
R

\
\
/ \\
/ \

clientqueuemap.xml

I —

|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
A 4

routemap.xmi

R —

clientservicemap.xml

I —
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<instal 107 r=C  ZWAPHINMS W Cl1enty </ /instal 1D r:
e T11ePoll=Talse</T1lePol 1=
e dbPol l=true</dhPol 1=
<routeNotReadPol I=Talse«</routeNotReadPol 1=
<testx=false«/tests

<passwordFilesconfigi\passwds</passwordrFiles
<maxAftempts>1000</maxAttempts>

<l -- possible wvalues for filePollMode are { once, loop } --»
<FilePol IModexTloop</T11ePol TMode

<fFi1lePollInterval=30</FilePol lInterval:>
<fileDescriptorDir=Tiledescriptorsyh</fi1leDescriptorDir:

<l-- FileDescriptor XML, namevalue --»
<fileDescriptorFormat=namevalue</T1 lebescriptorFormats

<l-- sqglserver, oracle, fositex --»
<dbTyperaccess</dbType:

<l -- possible values Tor dbPollIMode are { once, loop } --»
<dbPolTMode=loop</dbPol I1Mode:

senaer.xm
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Password File

System passwords

¢ Database user names and
nasswords

+ Keystore passwords

¢ Authentication user names and
passwords

¢ System Startup password

PHINMS reads encrypted version
of passwords file
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{ﬁasstPdFiTE}

<truststorePass>changelt</truststorePass >
<keyStorePasswd></keyStorePasswd:>

<accessDblUsers </faccessDhlUser:s
<accessDhPasswds> «</accessDbPasswd:>

<sglServerDblUserLocal>recelver</sglserverDblserLocal
<sg15erverbDbPasswdlLocal>receiver</sqlserverbbPasswdlocal =

zoraclebDblUserLocal>receiver«</oracleDblUserLocal:=
zoracleDhPasswdLocal>receiver</oraclelbPasswdlLocal x>

</passwordFiles
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passwords.xml

<?xml version="1.0"7:=>
<passwordrFi e
<dbPasswd=mypassword</dbPasswd>

</passwordFilex

N
passwords g
C

PBE Utility
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o SLEVIC i

, [**] command Prompt - pbe.bat

: \PHINMS\client\cmds>pbe.bat

: \PHINMS\client\cmds>»call setenv.bat
C:\PHINMS\client\cmds>set installDir=C:\PHINMS\client\
C:\PHINMS\client\cmds>set PROJLIB=C:\PHINMS\client\lib
C:\PHINMS\client\cmds>set JAUA_HOME=C:\PHINMS\client\1lib\jdk

C:\PHINMS\client\cmds>set PATH=C:\PHINMS\client\lib%jdk1.4\b
\system32

C:\PHINMS\client\cmds>java -Xmx256M gov.cdc.nedss.services.s
BE

PBE Utility
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{*] command Prompt - pbe.bat
C:\PHINMS\client\cmds>call setenvu.bat

C:\PHINMS\client\cmds>set installDir=C:\PHINMS\client
C:\PHINMS\client\cmds>set PROJLIB=C:\PHINMS\client\lib
C:\PHINMS\client\cmds>set JAUA_HOME=C:\PHINMS\client\lib\jdk

C:\PHINMS\client\cmds>set PATH=C:\PHINMS\client\1lib\jdk1.4\b
ysystem3z2

C:\PHINMS\client\cmds>java -Xmx256M gouv.cdc.nedss.services.s
BE

Encrypt / Decrypt (Enter eld): e

Plaintext Input File: passwords.xml

Ciphertext Output File: passuwords

«

PBE Utility
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<instal 107 r=C WA PHINMS W Clienthy </ instal 1Dl
<FilePoll=false</FilePoll=

ﬁ“-{dbPD]]}tPue{fdbPD]]}

<routeNotReadPol I1>Talse«</routelNotReadPol 1=
<testxTalse</test:

<passwordFilesconfighy\passwds</passwordFiles
<maxattempts=>1000</maxattempts =

<l-- possible values for filePollMode are { once, loop 1 --=
<filePol IModesloop</TilePol IModes

<FilePollInterval=30</FilePol lInterval:>
<filebDescriptorDir=filedescriptorsyh</T1leDescriptorDir:

<l-- fileDescriptor XML, namevalue --> _
<filebescriptorFormat=namevalue</T1lebescriptorFormats

<l-- sglserver, oracle, fositex --=
<dbTyperaccess</dbTvpes

<l-- possible values for dbPollMode are { once, loop } --»
<dbPol IMode=Toop</dbPol IMode:

senaer.xm
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<instal 107 r=C WA PHINMS W Clienthy </ instal 1Dl
<FilePoll=false</FilePoll=

ﬁ“-{dbPD]]}tPue{fdbPD]]}

<routeNotReadPol I1>Talse«</routelNotReadPol 1=
<testxTalse</test:

<passwordFileconfighy\passwds</passwordFiles
<maxattempts=>1000</maxattempts =

<l-- possible values for filePollMode are { once, loop 1 --=
<filePol IModesloop</TilePol IModes

<FilePollInterval=30</FilePol lInterval:>
<filebDescriptorDir=filedescriptorsyh</T1leDescriptorDir:

<l-- fileDescriptor XML, namevalue --> _
<filebescriptorFormat=namevalue</T1lebescriptorFormats

<l -- sglserver, oracle, fositex --=
<dbTyperaccess</dbTyvpes

<l-- possible values for dbPollMode are { once, loop } --»
<dbPol IMode=Toop</dbPol IMode:

senaer.xm
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SLRVIY
P 5.,

<l-- M5 Access Settings example --»

i< JdbcDrivers=sun. jdbc. odbc. JdbcodbcDriver</jdbcDrivers
<databaseUrlPrefixs>Jjdbc:odbc:</databaselrIPrafix:
<databaseUrlsuffixssender«</databaselrlsuffix:
<messageTable>Transportd_out</messageTablex
<databaselUserraccessdbUser</databaselsers
<databasePasswdraccessdbPasswd«</databasePasswd>

<l-- M5 5QL Server Example

<jdbcOriver=com.microsoft. jdbc.sglserver.50LServerDriver</ jdbcDrivers
<databaseUrlPrefix=jdbc:microsoft:sglserver:</databaselriPrefixs
<databaseUrlsuffixs://nedss-sgl13:1433; Databasename=Phmsg</databaselr1suffix:
<messageTable>Transportd_out</messageTablex
<databaselUsers>sglserverbblUser</databaselsers
<databasePasswd>sglsServerDbPasswd</databasePasswd:

- -

<l-- Oracle Server Example
<jdbchOriver=oracle. jdbc.driver. Oraclebriver</jdbchDriver:s
<databaseUrlPrefixsJdbc:oracle:thin:</databaselUriPrefix:
<databaseUrlsuffix=@nedss-report:1521 ebxml</databaselrlsuffix:
<messageTable>Transportg_out</messageTables
<databaselUsersoracleServerDblUser</databaselsers>
<databasePasswdroracleServerDbPasswd</databasePasswd>

s

sender.xml
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Use Windows Data Source
(ODBC) utility

Windows Start Menu navigate to

¢ Settings

¢ Control Panel

o Administrative Tools

o Data Sources (ODBC)
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UserDSM  System DS |Fi|e DSN' Drivers | Trau:ingl Connection Foaling | Abu:uutl

owstem Data Sources:

Add...

LocalSerser n]RE=Tw=Ts
Remowe

Configure...

An ODBC mwstem data source stores information about how to connect to the
indicated data provider. A Swstem data source 12 visible to all users on this
machine, including NT sersices.

Cancel
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melect a driver forwhich wou want to set up a data source.

Mame Vargiol «
Driver do Microsoft Access (. mdh) 4,006
Dirrver do Microsoft dBase (*.dbf) 4.00.b2
Dirrver do Microsoft Excelr®xls) 4.00.b2
Driver do Microsoft Faradox (*.db ) 40062
Driver para o Microsoft Visual FoxFro b.07.0b
bicrosoft Access Driver (. mdh) 4.00.b2
bdicrosoft Access-Treiber (*.mdh) 4006
bdicrosoft dBase Driver (*.dbf) 4.00.62
bicrosoft dBase WFF Driver (*.dbf) b.07.5k

bicrosoft dBase-Treiber r‘*.fbﬂ -’-1.IIIIII.EE‘j
4 2

Finish Cancel
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Data Source MName: sender

Ciescription: FHINM= Sender Databhase

=S85 Select Database

Database Mame Directones:

FPhmso.mdhb chphinmsiclientydata

Cancel

Fhmsg.mdhb By

= PHIMNKS
[== client Help
= data

£ images [~ Read Only

£ JawaHel
£ phmsg R [~ Exclusive

=

List Files of Type: Dirves:

Access Databases (*.mdk » I 5 Metwaork. . |
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<l-- M5 Access Settings example --»

i< JdbcDriver>sun. jdhs .JdbcOdbchriver</jdbcOriver:
<databaseUrlPrefife] '
{databaseuﬁ15uffi|

Data Source Mam&

‘ Description: = mender Database

Sl Select Database

0: Database Mame Directories:

chphinmshclientydata
Cancel

Phmsg.mdh (==
<databasel = PHINMS

<messageT, i (== client
<databasel = data

<databasel 1 images [~ Read Only

b £ JawvaHel
B3] phmsg B [T Exclusive

Help

List Files of Type: Drives:
Access Databases (“‘.mdl:l| | = C: Metwork...
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<l-- M5 Access Settings example --»

< JdbcDriver=sun. jdbc. odbc. JdbcodbcDriver</jdbchrivers
<databaseUrlPrefixs>Jdbc:odbc:</databaselrIPrefix:-
<databaseUrlsuffixesander</databaselrIsufftixe:

==

<jdbcDriverscom.microsoft. jdby sg
<databaseUrlPrefix>Jdbc:micros Nt

sageTablex

% b i .
{?xmi version= 1.0 7=

<passwordFilexs

<truststorePass>changelt</truststor

<databaselrlsuffix=//nedss-sg13 N
<messageTable>Transportd_out</mes
<databaselser>sglserverbblUser</da
{databasepasswd}5q1ServerDbPassw?
-

<l-- Gracle Server Example
<jdbcDriverzoracle. jdbc. driver. Or
<databaseUrlPrefixs>Jdbc:oracle: th
<databaselr]suffix=@nedss -report:
<messageTables>Transportd_out</mes
<databaselser>oracleserveriDbUsers
<databasePasswd=oracleServerDbPas

kevstorePasswd></keyStorePasswds>

ZaccessDhlsers=N\«/accessDblser:
zaccessDbPassw <faccessDhPasswds

<sglserverDbUserLocal>receiver</sql
<sql15erverDbPasswdlLocal=receiver</s

<oracleDblUserLocal=receiver</oracle
zoracleDbPasswdlLocal >receiver</orac

——>

sender.
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e

e

N<routeMap>confighh\routemap. xml</routeMap:
H<cpalocation>=contighhCPAN < /Cpalocation:

l<signingCertsLocations=configi\isigningcertsii</signingCertsLocations
<connectionTimeQut>=30«/connectionTimedut:»
<dataReadTimelut:>30«</dataReadTimeout:

<trustedCerts>configh\Ccacerts</trustedCerts»
<trustedCertsPasswid>cacertsPasswdl</trustedCertsPasswd:>

<keystorex=contigysdummykeys tore, pfx</keystores
<keystorePasswd>keyStorePasswdl</keyStorePasswd>

<logLevel=1nfo</logLeve >

<l-- 10Mb max log s1ze -->=
<maxLogs1ze>10000000< /maxlogsizes
<logarchivestrue</logarchive:
<logDir>logsyh</Toghir:s
<processedDirsprocessedii</processedDirs

sender.xml
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Collaboration Protocol
Agreement (CPA)

The file must be physically located
on both nodes

Partylnfo entry for both nodes

& partner party-1D
+ end-points (URLS)
& security attributes

Every node needs a CPA with
every other node
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:;ﬁh./(,PHIN Messaging Topology |

State Lab State HD

ener | MO o |
!ﬂ‘:‘l CDC
e

Natiohal

System Labs

Hospital
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f<tp:PartyInfos
i <tp:Partyld tTp:type="zz"»=cdc</tp:Partylds
<tp:PartyRef x1ink:type="simple" x1ink:href="http://www.cdc.gov/about. html" /=
<tp:Transport tp:transportId="N35">
<tp:SendingProtocol tp:version="1.1"=HTTP</tp:SendingProtocol:
<tp:ReceivingProtocol tp:version="1.1"»>HTTP</Tp:ReceivingProtocol:
<tp:Endpoint tp:uri="sdnstg.cdc.gov/phinmstest/receivefile" tp:type="all
<tp:Transportsecurity:
<tp:Protocol=HTTPS</tp Protocol>
<tp:CertificateRef> </tp:CertificateRef:>
<tp:authenticationTypexnetegrity</TpauthenticationTypes
<l-- basic, custom, clientcert, netegrity --=
<tp:netegrityauths>
<tp:sdnPassword>sdnPasswordl«</tp:sdnPassword:
<tp:sdnLoginPages/certphrase/login. foc</tp:sdnLoginPage:
<tp:keystores</tp:keystores
<tp:keyStorePasswd></tp keyStorePasswd:
</Tpnetegrityauths
<tp:basicauth:
<tp:indexPages/test. html</tp:indexPage>
<tp:basicauthUser=phmsglserl«</tp:basicauthlUser:
<tp:basicauthPasswd=phmsgPasswdl</Tp:basicAauthPasswd:
</Tp:basicAuth:>
</Tp:Transportsecuritys
</tp:Transport:

CPA PartyInfo Entry
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F::-Ic:lers

a {j PHIMMS
| EI D client

I +-_] config
l +1-_] data

CI fledescriptors
(1 flesend_acks
-7 incoming

I +-_] javadoc

l EI it

CI oLtgoing
-] processed

3 rnr::ﬂltmr I::.at

&3 rronitor.ico
Flpbe.bat

Tlsetery bat
Flspawn.bat

Tl=ubstiute. bat

Starting Sender
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I'_ Command Prompt
Directory of C:\PHINMS\client\cmds

2/24/2004 12:34p <DIR>
02/24/2004 12:34p <DIR> ..
P5/09/2003 10:46a 10,134 Mailbox.ico
05/09/2003 10:46a 156 monitor .bat
05/09/2003 10:46a 10,134 monitor.ico
P5/09/2003 10:46a 9 pbe.bat
2/24/2004 12:34p 156 setenv.bat
05/09/2003 10:46a 241 spaun.bat
P5/09/2003 10:46a 105 substitute.bat
T File(s) 21,005 bytes
2 Dir(s) 34,639,101,952 bytes free

C:\PHINMS\client\cmds>spawn
Jl

Startup Sender
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e ] e WPHINMS  client'Jib%jdk1.4%bin%java.exe

HHHHHHBHHHHHAERHHHHHHHHHHHHH BB HBHERHH B HEHHH AU B HEHAH

Starting CDC PHIN-MS Uersion 2.1 [Release: 2003.05.01, Build 200—
Thread ID: 421

HEHHHHBHEHBHEHHBHBHEHEHHHHBHBHBHEH BB HEHEH B HBHBHBH B HAHE

Please Enter MS Client Password:

Startup Sender
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o] e WPHINMS client']ib% jdk1.4bin' java.exe

HHHHRHHHHHREHAHAHRHBHHHEHEHH AR HH R HEH R HEH B HEHAH -
Starting CDC PHIN-MS Uersion 2.1 [Release: 2003.05.01, Build 200
Thread ID: 735

HUHHHHBEHHHBHHHHHHHHBHHERHHHRHEHHHHEHAH R HH R B H B HHHAH

Please Enter MS Client Password:
The MS client is waiting ﬁgr messages ...

73512/24123:39:371Collecting TrustStore Parameters|
73512/24123:39:37|Done collecting TrustStore Parameters]|
73512/24123:39:371Collecting KeyStore Parameters]|
73512/24123:39:37|Done collecting KeyStore Parameters|
73512/24123:39:37|Loading decryption keystorel
73512/24123:39:371Error loading the decryption keystore C:\\PHIN |

4| | M 4

Startup Sender

SAFER*HEALTHIER+* PEOPLE"




TransportQ out

The interface between the
message creation component and
the message transport component
IS a relational database table
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Source

Data Store Extracied Content
Local Translator Message Creation
EDUFCE Data

Data Store -

Route L ebXML 2.0
Manager Client

Message Transportation ebXML 2.0 Message

Message ebXML 2.0
Filter Messaces s = \essage Receiver
Target Targel Content
Formatted Messa
Data Store B8 oo Translator -

Target FJ:ﬂfgﬁ;d Content
Data Store Dala Translator

TransportQ out
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recordld

messageld
payloadFile
payloadContent
destinationFilename
routelnfo

SErvICE

action

argurments
messageRecipient
messageCreationTime
EenCryption

signature
publickeyLdapAddress
publickeylLdapBaseD
publickeyLdaphn
certificatelRL
processingstatus
transportstatus

Murmber
Text
Text
OLE Object
Text
Text
Text
Text
Text
Text
Text
Text
Text
Text
Text
Text
Text
Text
Text

ID of the application level message.

Filename of the payload file of an outgoing message, re
This field is used only when the payloadFile field is not s
The name of the payload file when it is stored on the reg
Points to the routemap table, which points to the messag
The name of the service that gets invoked by the Messag
The action or method within the service that gets invoke
Arguments sent to the service, which is invaked by the
This field is used in the route-not-read case to specify 4
Message creation time. Currently, the Message Sender 4
Yes/MNo If yes, XML encryption is applied to the payload.
YesMa If ves, XML signature is applied to the payload.
LDAP address of the LDAP directory server,

LDAP Base Distinguished Mame of the public key, such ad
LDAP Distinguished Mame of the public key such as cn=H
LRL of a recipient’s public key certificate, This field is us
Processing status of the record in the table, Yalues are o
Transport level status, Values are: success - indicates

TransportQ out
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gueued
attempted
sent
received
done
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| BN C:PHINMS Ydlient'y,cmds

¥ Fle Edit view Favorites Tools Help

+Back v = ~ [£] | QSearch |':|:_L|F:3Ider5 i X | E

Address II:I crids

FCﬂdEFS = | Mame -

il i railbosico

Flmonitor.bat
. L o PHIN &8 monitor.ico
Tlpbe.bat
'?' L1 PHINMS Flzetenv.bat
EI {1 client Fspawn.bat
' EI _ninst Tlsubsttute bat

Qu'eue Monitor
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S

E;Memsage Cueue Monitor
. File

N v o g BXJO

Process Status Count: Queued: 1 Attempted: 1 Sent: 0 Recemved: 0 Done: 0
Transport Status Count: . Failure: D Success: 0 Other: 2

Recard D | Filenarme | SErice | Action | Route Info |F'r|:u:essEtatus| Fecipient |TranspnrtEtatus
1235 test td Router send chc nedoh --

24 -- Router fpoll O attermpted hedaoh --

SLRVICE,
&

Record ID;

Message ID:

Payload Filename:

Destination Filename:

Route Info:

Serice:

Action:
_hArnuments-

l Hecord

Queue Monitor
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Installing and Configuring
PHINMS Server

Version 2.1
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Objectives

Install PHINMS Java Components
Configure PHINMS
Test Configuration
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}@ Installing PHINMS

Server

Unzip PHINMS Receiver
Components

Configure Receiver

Configure Receiver Database
Install PHINMS Message Handler
Configure Message Handler

Test Installation
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5@ Extract Server Files

Run server.exe (self-extracting zip)
- server
- config
- data
- Incoming
- keystores
- logs
- payloaddir
- webapps
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3/@ Configuration Files

— Tomcat —
server.xmi web.xml
R l

|
|
v

PHINMS Receiver
Serviet

—1 receiver.xml

/
| 3

Passwords File
R —

servicemap.xml

e

queuemap.xmi

e
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s/(- Configuration Files

— Tomcat W

|
|
v

server.xml

\_’_/'

PHINMS Receiver
Serviet

—1 receiver.xml

/
| 3

Passwords File
R —

servicemap.xml

e

queuemap.xmi

e
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< DOCTYPE web-app
PUBLIC "-//5un Microsystems, Inc.//0TD web Application 2.2//EN"
"http://java.sun.com/j2ee/dtds fweb-app_2_2 . dtd">
cweb-apps>
<serylets
<serylet-name:x
receijvefile
</serviet-name:
<serviet-classx>
gov.cdc.nedss.services. Tilerecy.ReceiveFi1leserviet
</servlet-class»
<init-param:
<param-namexreceiverContig</param-name:
<param-value>c:\phinms\servericonfigireceiver. xml</param-value:>
</Init-param:
<load-on-startup:
1
</ load-on-startups=
</servi]et:>
<servlet-mapping:
<serylet-name:
receivetfile
</serviet-name:
<Url-pattern:
Jreceivefile
</url-pattern:z
</serviet-mappings
</web-app>

web.xml
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{(- Configuration Files

— Tomcat —
server.xmi web.xml
R l

PHINMS Receiver
Serviet

Passwords File servicemap.xml queuemap.xmi

e | [ —
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recelver.xmil

Deployment Directories
System Logging Level
Password File Cipher Key
Location of CPAs
Location of passwords file
Logging directory

Queue Mappings

Party |d of the receiver
Location of servicemap.xml file
Keystore Information

Trusted Keystore Information
Domain Settings

Timeout Settings

Database Pools
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<Receiver: _
<myPartyldsreceiver</myPartyld:

<logDir=c:y\phinms\serverylogsy</logDir:
<loglLevel=1nfo</Togleve | =

<seryiceMap=c:yphinmshsservericontigiservicemap. xml</serviceMap:
<gueleMap>=Cyphinmshservericonfighgueuemap. xml</gueleMap s
zpasswordFi1le=c:yphinmsyserveriyconfighireceiverpasswds</passwordFiles

<keystorex=c:yphinmsyservericontigidummykeystore. pTr</keystore:
<keyStorePasswdxkeyStorePasswd</keyStorePasswd:>
<truststorex=c:yphinmshyservericonfighcacerts</truststores
<trustStorePasswd>truststorePass</truststorePasswd:

ckey>=203123</key>
c5eedx=151200139182126100100162 </ sead>

<applevelCaching=true</applevelCaching:
<persistentCaches

<dbTvpexsglserver</dbType:>

<JdbcDriver=sun. jdbc. odbc. JdbcodbcDriver</jdbcDrivers
<databaselUrl=Jdbc:odbc:receiver</databaselrl=
<databaselserraccessDblser</databaselser:s
<databasePasswdraccessDbPasswd</databasePasswds>
</persistentCache:

<databasePool =
<databasex
zdatabaseId>receiver</databaseld:
<dbTyperaccess</dbTypes
<poolSizexl</poolsizes
<Jjdbchrivers=sun. jdbc. odbc. JdbcodbcDriver«</jdbchOrivers
<databaselrl>jdbc:odbc:receiver</databaselrl=>
<databaselser>accessDblUser</databaselser:
<databasePasswd>accessDbPasswd</databasePasswd:>
</fdatabases
</databasePool>
<fReceivers



servicemap.xm|

Maps incoming service requests
with specified Message Handlers.

¢ Queue Based Handlers (database)
¢ Message Handlers (URLS)
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= | Tl

isféervice Action Mappings  |CD

Public Health Program Area

Service A
servicemap.xml
Receive Action

()
Reporting Action -

Recelver

Public Health Program Area
Service B

<
Receilve Action -

Reporting Action
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éﬁféervice Action Mappings ’!11'1’/%

Public Health Program Area

Service A
servicemap.xml
Receive Action

()
Reporting Action -

Recelver

Public Health Program Area
Service B

<
Receilve Action -

Reporting Action
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= | Tl

isféervice Action Mappings  |CD

Public Health Program Area

Service A
servicemap.xml
Receive Action

()
Reporting Action -

Recelver

Public Health Program Area
Service B

<
Receilve Action -

Reporting Action
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fi;ﬁ{éervice Action Mappings

Public Health Program Area
Service A

servicemap.xml

Receilve Action

Reporting Action

Recelver
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B<ServiceMap:

<Errorguele:
<QueueId=0ID789%</Queleld:>
< /Errorguele:

<Servicex>
<Mame=FileTransfer</Name:»
<TypexSerylet</Type:
<ACtion:
<MName>test</Name:>
<Url=http://localhost: 8080/ messagehandler/messagehandler</Url
<Arauments> </Arguments
</BCTion:
<fSeryice:

<Service:s
<Mame=QueueTrans fer</Name:
<Typexworkergueue</Typex
<payloadToDisk>true</payloadToDisk:
<textPayload=true</textPayload:
<ACTIon>
<Namextest</ Name:
<Queuelds=worker_queue_l</QueueIds:
</ACtion:
<fSeryice:

</S5erviceMap:>

servicemap.xmil
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gueuemap.xmi

Maps a queue to a database and
Its associated queue table.

Only needed when queue based
handlers are used.
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-<OLeleMap

<Workergueue:s
<gqueleId=worker_queue_l</quelelds
<databaselds>receiver</databaselds
<tab leName>=worker_gueue_l</tableName:
</workerQuele:

<errorgueles
<queleIldrerror_gueue</queneIds
<databaseld>receiver</databaseIlds
<tableNamererror_gueue</tableName:
<jerrorgueles

</OueueMap:>

gueuemap.xmil
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cdatabasePools
<database:
«databaseldsrecelver«/databaseld:
<dbTyperaccess</dbTypes
<pool51zerl</pool5izes
<JdbcDriverssun. Jdbc. odbc. JdbcldbcDriver</jdbcDrivers
<gdatabaselrl:]dbc:odbc: recelver</databaselrls
sdatabaselserzaccessOblser</databasellsers
zdatabasePasswdxaccessObPasswd«/databasePasswd:
«fdatabase:
<fdatabasePool s

DB entry In receiver.xml
SAFER*HEALTHIER+* PEOPLE"




w@ Database Connection

Microsoft Access

¢ Test Purposes
SQLServer
Oracle

Table creation scripts in Server
Installation Guide

¢ Appendix A - E
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Use Windows Data Source
(ODBC) utility

Windows Start Menu navigate to

¢ Settings

¢ Control Panel

o Administrative Tools

o Data Sources (ODBC)
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reCElar

ot WEALTY

Data Source Name:

Description: FHIMNMS Fecerer Database

S il Select Database

Directaries:
chphinmshsersendata
Cancel
receiser.mdb = o,
(= PHIMNRS

== server Help
B= data

I~ Read Only

I Exclusive

Database Mame

recerer.mokb

Orives:
c: MNetworl. ..

List Files of Type:
Access Databases (“mdk » |
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How does a service
access Its passwords file?
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SLRVIC,

:.“" =] command Prompt - substitute.bat

C:\PHINMS\client\cmds>substitute.bat
: \PHINMS\client\cmds>call setenu.bat
C:\PHINMS\client\cmds>set installDir=C:\PHINMS\client
C:\PHINMS\client\cmds>set PROJLIB=C:\PHINMS\client\1lib
C:\PHINMS\client\cmds>set JAUA_HOME=C:\PHINMS\client\lib\jdk

C:\PHINMS\client\cmds>set PATH=C:\PHINMS\client\1lib\jdk1.4\b
Zsystem32

C:\PHINMS\client\cmds>java -classpath -Xmx256M gouv.cdc.nedss
ncryption.SubstitutionCipher

Enter substitution cipher key:
|

substitute.bat
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SLRVIC,

:.“" 2] command Prompt - substitute.bat

AJC:HPHIHHSHclienthcde}set PROJLIB=C:\PHINMS\client\1lib

: : o o
|C:\PHINM3\client\cmds>set JAUA_HOME=C:\PHINMS\clienti\lib\jdk

C:\PHINMS\client\cmds>set PATH=C:\PHINMS\client\lib\jdkl.4\b
Zsystem3z2

C:\PHINMS\client\cmds>java -classpath -Xmx256M gouv.cdc.nedss
nhcryption.SubstitutionCipher

Enter substitution cipher key:203123

Enter Password to be Encrypted:test

Password must have a minimum of 8 characters.

Passuword must contain atleast one number.

Enter Password to be Encrypted:
Jl

substitute.bat
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LRVIC;

:.“" 2] command Prompt - substitute.bat

iJC:HPHIHHSRclientHcmds}call setenv.bat
[C:\PHINMS\client\cmds>set installDir=C:\PHINMS\clienty
[C:\PHINMS\client\cmds>set PROJLIB=C:\PHINMS\client\lib
[C:\PHINMS\client\cmds>set JAUA_HOME=C:\PHINMS\client\lib\jdk

[C:\PHINMS\client\cmds>set PATH=C:\PHINMS\client\lib\jdk1.4\b
Zsystem32

C:\PHINMS\client\cmds>java -classpath -Xmx256M gov.cdc.nedss
ncryption.SubstitutionCipher

Enter substitution cipher key:203123

Enter Password to be Encrypted:adf23lewr

Rl |

substitute.bat
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O] x|k

el

]C:HPHIHHSHclientHcmdS}Set PROJLIB=C:\PHINMS\client\1lib

—
[C:\PHINMS\client\cmds>set JAUA_HOME=C:\PHINMS\client\lib%jdk

C:\PHINMS\client\cmds>set PATH=C:\PHINMS\client\lib\jdkl.4\b
Zsystem32

C:\PHINMS\client\cmds>java -classpath -Xmx256M gov.cdc.nedss
hcryption. SubstitutionCipher

Enter substitution cipher key:203123

Enter Password to be Encrypted:adfi3lewr

Encrypted string = 147211153155101100151230165

C:\PHINHS\client\cmds>
<]

<key=203123</key>
<5eed=1512091391821261001 00162 </seed:
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Deploy Recelver Servlet

Copy phinms21.war to Tomcat’s
webapps directory

Restart Tomcat
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sLEV]

_e

I O
d|starting service Tomcat-Standalone

#lApache Tomcat/4.0.4

Initializing ebXML Receiver Servlet ...
CDC PHIN-MS Uersion 2.1 [Release: 2003.05.01, Build 20030515]
Configuration file=d:\tomcatid\ebxml\configireceiver.xml

[Fatal Error] :1:1: Content is not allowed in prolog.

|Fatal error: receiver config file: d:\tomcatid4\ebxmliconfigireceive
d

Starting service Tomcat-Apache
|Apache Tomcat/4.0.4

Ignore Error Message
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Deployed Servlet

EH:| "."'."E!til A [::l [::l S

-1 examples
--EI i anager
El’._:_i [ hinmsz 1
O META-INF

=-C3 WEB-INF
EH_"__l classes
--EI qoy
=00 WEB-INF
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Configure Recelver

Edit web.xml file
Edit server.xml file

Create database connection to
receiver.mdb
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Navigate to Recelver servlet’s
WEB-INF directory

Open web.xml with text editor

Change receiverConfig parameter
to point to receiver.xml in
PHINMS\server\config directory.
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<serviets
<serviet-name:
receivefile
</servilet-name:
<servlet-class»
gov.cdc.nedss.services.filerecy.ReceiveFileServiet
</serviet-class>
<init-param:
<param-namesreceiverContig</param-name:
<param-valuex>C:yphinmsiserveriyconfigireceiver. xml</param-value:
</init-param:
<load-on-startup:
1
</ lToad-on-startup>
</serviets

<serylet-mapping:
<serviet-name:
receivefile
</servilet-name:
<Url-pattern:
freceivefile
<jurl-pattern:
</serviet-mapping:
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5@ Edit receiver.xmli

Navigate to PHINMS\server\config
directory

Open receiver.xml with text editor

Modify

o Keystore Entries

o Database Entries

¢ Seed and Key Values
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Test Configuration

Startup Recelver

Edit database entry in Sender’s
TransportQ_out

& Set processing status to “queued”

Monitor should reflect successful
message transport Check

Recelver’s queue for message

SAFER*HEALTHIER+* PEOPLE"




Where To Get More
Information

eb XML
¢ Wwww.ebxml.org

Interoperability

¢ WwWw.ebusinessready.org

PHINMS Documentation
¢ Www.cdc.gov/phin/messaging

PHINTech@cdc.gov
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