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Target Audience 

□ This training is designed for those 

who may be assigned as the 

NHSN Facility Administrator for a 

facility interested in NHSN 

Enrollment. 



      

   

      

Objectives 

□ Define the role the NHSN Facility Administrator 

in the enrollment process 

□ Describe the 5 steps of NHSN enrollment 



   

     
       

    

           
   

        
 

       
 

NHSN Facility Administrator
 

□	 The NHSN Facility Administrator is the only person 
who can enroll a facility and complete NHSN 
Enrollment. 

□	 Additionally, the NHSN Facility Administrator: 

–	 is the only person who can reassign the role of Facility 
Administrator to another user 

–	 is responsible for initially adding users and assigning 
user rights. 

–	 is responsible for managing locations and patients 
across components. 



     To Begin Enrollment, Visit: 
http://www.cdc.gov/nhsn/enroll.html 



         

   

             

After reviewing the Enrollment Requirements and 
Required Trainings, 

you are ready to begin the Enrollment Process. 
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Enrollment Process
 
□ Facility Administrator must ­

1.	 Review and accept Rules of Behavior 

2.	 Register 

3.	 Apply for and install an SDN digital certificate for
 

NHSN Enrollment activity
 

4 Print, complete and submit online:
 4. 

•	 Facility Contact Information Form 

•	 Appropriate survey form 

5. Print, sign and return Consent Form to NHSN 

•	 Agree to follow protocols and use definitions exactly 

•	 Send acceptable data 6 months every year*, including 
annual survey 

*Your state or other group may require additional data reporting
 



         

       

Step 1. Review and Accept 
the Rules of Behavior 



     Step 2. Register 
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IMPORTANT!!! 

□ You must use the same email 

address throughout the NHSN 

enrollment process. This includes 

your application for a digital 

certificate. 

□ Allow nhsn@cdc.gov and 

PHINTech@cdc.gov to come 

through your organization’s email 

spam blockers 



      

       

     

IMPORTANT!! 

□ Make sure the following site is 

listed as a trusted site in your 

browser and pop-ups are allowed: 

*.cdc.gov 



       

               

   

Before proceeding to Step 3: 

Receive email from NHSN with instructions for obtaining 
digital certificate 



                 
       

 

Step 3: Go to SDN to apply for a 
digital certificate for NHSN 

Enrollment activity 
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What is SDN? 
□	 SDN = Secure Data Network 

–	 Provides security control services to most CDC systems, 
including the NHSN 

•	 Physical and environmental controls – The computer room 
that houses NHSN is physically secure and environmental 
controls are used to protect NHSN computing resources 
from system damage or failure. 

•	 Network controls - The SDN is located behind a firewall 
and is protected by a centralized security gateway (proxy 
server). 

•	 User Authentication – All users must authenticate their 
identities with digital certificates 
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What is a Digital Certificate?
 

□	 A digital certificate provides an electronic means of 

proving your identity in order to securely conduct 

business with NHSN. Digital certificates provide the 

following benefits:g 

–	 Data being sent to NHSN is encrypted so that only 

NHSN can read it 

–	 Provides assurance to NHSN that the data has not 

been changed in transit 

–	 Certifies that the certificate owner actually sent the 

transmission 
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Additional information
 
about Digital Certificates
 

□	 User specific – Do not share your digital certificate 
with another user! Each user must have their own 
digital certificate. 

□	 Installed on your computer p□	 yo 

□	 If you enroll more than one hospital, you only need 
one digital certificate 

□	 Make a copy as soon as it is installed 

□	 Can be installed on additional computers 

□	 CDC pays for the digital certificate 

□	 Digital certificates expire 12 months from the date of 
installation. You must apply for a new digital certificate 
each year. 



       

         

       

           Step 3: Apply for a Digital Certificate
 

The website and password needed to apply
 

for a digital certificate will be provided to you
 

in the email after completion of Step 2.
 



       Step 1: Enter Personal Information 



   Review Email Address 



       

       

Select a Program: Click on 
National Healthcare Safety Network (NHSN) 



     

 

Select Activities: Click on 
NHSN Enrollment 



     Create a Challenge Phrase 
(password) 



□ Write it down and store in a secure

     

       
 

  

                

      
    

 

    

About Your Challenge 
Phrase 

□ Use Password to log into SDN and 
access NHSN 

□ Must be case-sensitive 

□ Write it down and store in a secure 
place 

□ Do not share your phrase with 
anyone including co-workers and 
IT staff 

□ Must meet certain criteria 



     Digital Certificate Request Received 
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After Applying for Your
 
Certificate
 

□	 Check your email. Requests are processed by SDN (usually 
within 48-72 hours) 

□	 Email will include a link and instructions to download the 
certificate 

□	 Contact your facility IT department for assistance in installing 
your digital certificatey g 

–	 Your computer must have administrative rights in order 
that the certificate be installed. These rights can be 
assigned temporarily. 

□	 Detailed instructions for installing the certificate are 
contained in the NHSN Facility Administrator Enrollment 
Guide 

□	 Make a back-up copy of the certificate!! 
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Step 4: Complete NHSN 
enrollment online 

□ To access NHSN via 
the SDN, go to: 

□ https://sdn.cdc.gov 

□ Enter your challenge 
phrase (created 
when you applied for 
a digital certificate) 

□ After you are logged 
in, click on “NHSN 
Enrollment” 



     

                 
           

        

     

Complete Facility Enrollment 
Forms 

If you have not completed these forms, obtain the 
forms now and complete them before proceeding 

The enrollment forms are also available on the 

NHSN website (see “Data Collection Forms”.) 



   Facility Contact Information 



 Facility Survey 



       
   

 

   
     
   

If you have already 
completed your 

Enroll Facility 

completed your 
Facility Survey and 
Contact Information 

forms 



   Facility Enrollment Cont’d. 



   

   

       

      

          
         

       

       
 

About the Identifier 

□ Enter only numbers – no dashes or spaces 

□ Enter only one identifier and check “N/A” for other 
identifiers 

□ If your data does not verify, contact NHSN 

□ If you do not have any of the listed identifiers, contact 
NHSN (NOTE: If you used a CDC-assigned ID at 
registration, you can use the same number here.) 

□ After data verifies, enter data from the Facility Survey 
and submit. 



               

               

Once enrollment is submitted, you will receive an email 
to access the Agreement to Participate and Consent 

form 



Form to NHSN

         
     
      

Step 5: Print, sign and 
return signed Consent 

Form to NHSN 



       

                 

Agreement to Participate and 
Consent 

Purposes of NHSN, Eligibility Criteria, Reporting Requirements, Assurance of Confidentiality 



         

 

    

  

   

  

  

   

 
    
 

  

  

Enter Primary Contact for Enrolled 
Component(s) 

Signatures must 

be original. If 

not there, NHSN 

will return the 

form to you. 

Must have a 
C-level (high level 

corporate official 
such as CEO or 
COO) signature! 

*Make a copy for 

your own files 



     
 

      

  

   

      

      

  

Agreement to Participate 
and Consent 

□ The original signed copy must be 

sent to CDC 

□ Send via U.S. mail 

□ NHSN will return any Agreement to 

Participate and Consent that is not 

completed correctly 



         
         
         

NHSN will activate your facility 
when Consent is received and 
send you an enrollment approval 

email 



   

     

   

     

      

     

       

   

Enrollment is complete! 

NHSN Facility Administrator 
can now: 

•Access NHSN Reporting 
through the SDNthrough the SDN 
•Add users and 
•Set up facility for 
reporting in NHSN. 



3. Applies for and installs an SDN digital

     
 

  

     

              
    

     
 

        

Recap: 5­Step NHSN 
Enrollment Process 

Facility Administrator ­

1. Reviews and accepts Rules of Behavior 

2. Registers 

3. Applies for and installs an SDN digital 
certificate for NHSN Enrollment activity 

4. Prints, completes and submits enrollment 
forms online 

5. Prints, signs and returns Consent Form to 
NHSN 



     Click on NHSN Reporting 



       

         

      

        
 

NHSN is ready for 
users to be added and set­up 

□ Set-up includes adding locations. NOTE: Locations 

must be added before entering a Monthly Reporting 
Plan. 



 
 
Email: nhsn@cdc.gov 

Website: http://www.cdc.gov/nhsn 


