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Target Audience

o This training is designed for those
who may be assigned as the
NHSN Facility Administrator for a

facility interested in NHSON
Enrollment.




Objectives

0 Define the role the NHSN Facility Administrator
In the enrollment process

0 Describe the 5 steps of NHSN enroliment




NHSN Facility Administrator

o The NHSN Facility Administrator is the only person
who can enroll a facility and complete NHSN
Enrollment.

o Additionally, the NHSN Facility Administrator:

— Is the only person who can reassign the role of Facility
Administrator to another user

— Is responsible for initially adding users and assigning
user rights.

— IS responsible for managing locations and patients
across components.




To Begin Enroliment, Visit:
http://www.cdc.gov/nhsn/enroll.html
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criteria: far Participation

= Required Training
* Be a bona fide healthcare facility in the United States of = Facility Administrator
america, for example, be listed in or associated with a
facility that is listed in one of the following national
databases:

» Llzer {other than Facility
or Group Adrinistrator)

< American Hospital Association (AHA) * Group Administrator

o Centers for Medicare and Medicaid Services (CMS) * System Requirements

o Weteran’s affairs (va),

Have email addresses for MHSN users and high-speed Internet access on the computers they
will use to access MHSN and the ability to download a digital certificate onto those computers
for each authorized user.

Be willing to follow the selected MHSN component protocols exactly and report complete and
accurate data in a timely manner during months when reporting data for use by CDC,

Be willing to share such data with CDC for the purposes stated above,

Be able to provide written consent for participation in the MHSH by 2 member of the facility’s
chief executive leadership (e.g., Chief Executive Officer),

Top

Reporting Requirements for Participation
Once enrolled in the MHSM, each facility must:

FAQs About...
= MHSHM

& Lse the NHSM Internet-based data entry interface andfor data import tools for reporting data
to CDC.

& Successfully complete an annual survey for each component selected.

e Successfully complete one ar more modules of the component selected. Successful completion

[=] Get email updates

To receive email
updates about NHSH,
enter your email
address:

| |
Wwhat's this?

Contact MHSN:

Centers for Disease
Contral and
Prevention

Nationa! Healthcare
Safety Metwork
M=-824

1600 Clifton Rd
Atlanta, GA 30333

nhsn@cde.goy
More contact info »




reviewing the Enroliment Requirements and

Required Trainings,

ou are ready to begin the Enroliment Process.

@l Centers for Disease Control and Prevention

Your Online Source for Credible Health Information |
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Begin Enrollment Process

Enrolling im HHSH i1s a multiple step process, outhined below, that is completed by the person
designated to serve as the Facility Administrator. The steps must be followed in the order listed to
ansure a successful enroliment.

The person designated 3s the NHSH Facdlity admimistrator is the only person who can enrall 3
facility in MHSN or reassign the role of Facility Administrator. This person will also have the abilty to

ominate groups, that is, entities with which your hospital wants to share some/all of its data
(e.q., state or county health department, corporate headguarters),

For complete detailed enrollment instructions please download the B nH ility Admini
Enroliment Guide Juna 2009,

Before attempting to enroll, as the Facility Administrator you must:
Review the following documents and fulfill training reguirements:
| Purposes, Eligibility, Requirements and Confidentiality &pril 2006
T MHSM Facility Administrator Enrallment Guide June 2009,
MHSM Manual: Patient Safety Component Protocols

When you have completed the required trainings and read the above documents, you are
ready to enroll. Follow the steps below to complete the enrollment process.

MNOTE: Please make sure that your emall syster will not block emadls frorm nhen@odc.qov and
EHINTech@ode.gov before beginning enrofiment.

e Bookmark and share

= Get email updates
To receive amail
updates about NHSN,
entar your email
address;

What's this?| Submit

Contact NHSH:

#f Centers for Disease
Control and
Prevention
National Healthcare
Safety MNetwork
MS-824
1600 Clifton Rd
Atlanta, GA 30333

=4 nhsn@cde.goy
Maore contact info =



NHSN Facility
Administrator
Enrollment Guide
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How do | get started in NHSN?

After completing the reguired training, you're ready to enrall your facility following these steps.

Step 1: Review and accept Rules of Behavior

Step 2: Register

Before proceeding Receive email from NHSM with instructions for obtaining digital

cerificate.

Step 3: Go to Secure Data Network (SDN) to apply for a Digital
Certificate for NHSN Enrollment activity

Before proceeding Receive email from SDMN with instructions for downloading digital

certificate.

Step 4: Access NHSN Enrollment and complete Facility Contact
Information and Facility Survey online.

Before proceeding Receive "Enrollment Submitted” email from MHSN with Agreement to

Farticipate and Consent form.

Step 5: Print, sign, and return signed consent form to NHSN

Before proceeding NHSMN will activate your facility when consent is received; Facility
Administrator will then receive NHSMN Enrollment Approval email.

|

Enroliment is complete! Log in to SDN and select “NHSN Reporting.”

]

Next Steps: Set up your facility (includes adding users and locations), and enter a
Monthly Reporting Plan. For instructions, please visit the NHSN Online Help.




Enroliment Process

o Facility Administrator must -
Review and accept Rules of Behavior
Register

Apply for and install an SDN digital certificate for
NHSN Enrollment activity
Frint, complete ana submit online:
« Facility Contact Information Form
*  Appropriate survey form
5. Print, sign and return Consent Form to NHSN
« Agree to follow protocols and use definitions exactly

« Send acceptable data 6 months every year*, including
annual survey

*Your state or other group may require additional data reporting




Step 1. Review and Accept
the Rules of Behavior

Department of Health and Human Services

Centers for Disease Control and Prevention
National Healthcare Safety Network (NHSN)

Facility/Group Administrator Rules of Behavior

In arder to participate in the NHSM | you must read and agree to abide by the following rules of

behavior for safequarding the system's security. Scroll through the document below and click an
Agree or Do Mat Agree button. To print a copy of the rules, elick on the Print button.

HHSM, 3 surveillance systerm of the Centers for Disease Control and Prevention (CDCY, allows
paricipating healthcare facilities to enter data associated with healthcare safety, such as
surgical site infections, antimicrohial use and resistance, bloodstream infections, dialysis
incidents, and healthcare worker vaccinations. WHSM provides analysis tools that generate
repotts using the agaregated data {reports ahout infection rates, national and local
comparisons, efc). MHSK also provides links to best practices, guidelines, and lessons
learned.

MHSM processes and stares a variety of sensitive data that are provided by healthcare
facilities. This information requires protection from unaothorized access, disclosure, or
modification based on confidentiality, intearity, and availahility requirements. These "Rules of
Behavior" apphto all users of the MHSM web-based computer systerm.

Purpose

<

B Print Yersion Do Mot Agree




Step 2. Register

National Healtheare Safety Network (NHSN)

Registration Form

Flease enter the walues for the fields listed below and click on the Save button. (%) indicates a required field.
For additional information on MHSM Training, please wisit the MHSM Training Website.

—— Personal Informatiosn

*Last narne:

*First name;

tAiddle name:

W em o
(=)

A
=N L= RSN

— Facility ldentifier

*Blease select a facility identifier:
CMSID @ AHAID O v Station Code O
COC Registration 10 O Mone O

*selected identifier 1D

—— MHSH Training Date

* certify that | have completed all of the appropriate,

required NHSM trainings on:




IMPORTANT!!!

0 You must use the same email
address throughout the NHSN
enrollment process. This includes
your application tor a digital
certificate.

o Allow nhsn@cdc.gov and
PHINTech@cdc.gov to come
through your organization's emaill
spam blockers




IMPORTANT!!

0 Make sure the following site is
listed as a trusted site in your
browser and pop-ups are allowed.:

*.cdc.gov




proceeding to Step 3:

Receive email from NHSN with instructions for obtaining
digital certificate

Welcome ! Tou are now registered in the National Healthoar

In order to begin the NHEN enrollment process, vowu will need to obtain
ahd install a digital certificate onto your computer.

Follow the instructions in the

Enrollmwent cuide™ b nning at

digital certificat hi you will be ahle to
application through : a I ). Th

com the Cent = 0 1izease Digital D

A i ) - .ﬂ‘ﬂ'“““*"“-“angihhu“uﬂiﬂuﬂfi.NP oot .




Ul e A

Ster_ 3: Go to SDN to apﬁll_Y for a
igital certificate for
Enrollment activity

SN
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What is SDN?

0 SDN = Secure Data Network

— Provides security control services to most CDC systems,
including the NHSN

» Physical and environmental controls — The computer room
that houses NHSN is physically secure and environmental

COMuolIs dre usea Lo proteCt NASIN COoITiputrng resources
from system damage or failure.

Network controls - The SDN is located behind a firewall

and is protected by a centralized security gateway (proxy
server).

User Authentication — All users must authenticate their
identities with digital certificates




What is a Digital Certificate?

o A digital certificate provides an electronic means of
proving your identity in order to securely conduct

business with NHSN. Digital certificates provide the
following benefits:

— Data being sent to NHSN is encrypted so that only
NHSN can read it

— Provides assurance to NHSN that the data has not
been changed in transit

— Certifies that the certificate owner actually sent the
transmission




Additional information
about Digital Certificates

User specific — Do not share your digital certificate
with another user! Each user must have their own
digital certificate.

Installed on your computer

If you enroll more than one hospital, you only need
one digital certificate

Make a copy as soon as it is installed
Can be installed on additional computers
CDC pays for the digital certificate

Digital certificates expire 12 months from the date of
installation. You must apply for a new digital certificate
each year.




Step 3: Apply for a Digital Certificate

The website and password needed to apply
for a digital certificate will be provided to you
in the email after completion of Step 2.

Health Topics A-Z

SDMN Support

800-332-3929 This is a W5, Gowernrment computer systern, which rmay be acceszed and used only for official government business
F70-454-4363 by autharized personnel. Unauthorized access or use may subjec violators to criminal, civil, and/or administrative
phintech@cde.goy action. There iz no right to privacy on thiz system. All infarmation on this computer system may be monitared,
intercepted, recorded, read, copied, and shared by authorized personnel for official purposes including criminal

inwestigations, Access or use of thiz system, whether authorized or unauthorized, constitutes consent to thesze terms
(Title 12, U.5.C.)

Enter Enrollment Password

Please enter the password for CDC's Digital ID Services
and click Accept.

Password: |




Step 1: Enter Personal Information

Step 1: Enter Personal Information

Iterns with (*) are required,

* First Name |Jane

* | ast Mame |D|:|e|

* Email Address |r-|h5r-|@|:|j|:,g|:|'u,r

Preferred MName

Middle Name

Degree

CDC User ID
(where applicable)

* Employer |CDC

Program or |
Division

* Employer Type |CDCJ all carmpuses

|

* Joh Type |5urvei|lar‘|ce

|

* Phone |404-639-4050

Work Address
(120 characters

Maximum

* City |Atlanta

Fax |

* 1.5, State |GEDrgia
(required for LS

LS. County |F‘i|:l=: a County

¥ Fip Code (20333

* Country |United States

v

* Alternate Contact :

* Name |J|:|hr'| Coe

* phone |404-639-4050




Review Email Address

Your email address rmust be correct ko receive your Digital ID,
Is this your correct email address?
nhsni@cde, gow




Select a Program: Click on
National Healthcare Safety Network (NHSN)

Step 2: Select A Program

Select the program whose activities you want to join.

Mutrition




Select Activities: Click on
NHSN Enroliment

Step 3: Select Activities

Select one or more Mational Healthcare Safety Metwork {(WNHSM) activities from the list.

MHSM Reporting




Create a Challenge Phrase
password)

- e CDC Home Health Topics A-Z
Centers for Disease Control and Prevention - Digital ID Enrollment

THIER * FEQPLE™

Step 4: Choose a Challenge Phrase
SDN Support

The challenge phrase is a password or phrase that vou will need to provide every time you

800-532-9929 access the CDC Secure Data Network, and is also required to revoke your Digital ID.
F70-454-4863

bllEstasdisy For security reasons, a challenge phrase must:

Be at least 8 characters long.

Contain only English letters, numbers or any of these characters:
{ |

- + : L
Contain at least one non-alphabetic character.

Mot contain your name or any part of yvour email address.

Mot be a word, unless the word is either
+ Broken up by one or more non-alphabetic characters
+ Prefixed or suffixed by three or more non-alphabetic characters

Mot contain more than two consecutive repeating characters.
Contain at least 4 unigue characters.

Challenge phrases are case sensitive, so be sure to remember if any letters are capitalized.
While not required, a challenge phrase containing mixed case letters is more secure, and we
invite vou to consider using one.

More Information and Examples.

Challenge Phrase




About Your Challenge
Phrase

™o Use Password to log into SDN and
access NHSN

0 Must be case-sensitive

0 Write it down and store In a secure
place

o Do not share your phrase with
anyone including co-workers and
IT staff

o Must meet certain criteria




Digital Certificate Request Received

Digital Certificate Request Received

Your request for a digital certificate has been




Applying for Your
Certificate

Check your email. Requests are processed by SDN (usually
within 48-72 hours)

Email will include a link and instructions to download the
certificate

Contact your facility IT department for assistance in installing
your digital certificate

— Your computer must have administrative rights in order
that the certificate be installed. These rights can be
assigned temporarily.

Detailed instructions for installing the certificate are
contained in the NHSN Facility Administrator Enrollment
Guide

Make a back-up copy of the certificate!!




Step 4: Complete NHSN
enroliment online

To access NHSN via CDC_ Public Health Partners

the SDN go {o: You are logged in as Maggie Dudeck

My Applications Morbidity and Mortality Weekl

httpS ://Sd N .CdC.gOV Mational Healthcare Safety Network: (WHSN) This “{?El_{ I
Enter your challe nge ' NHSN Encoliment f—

reat

Prirdse (credicu
When you app“ed for Electronic Reference
a d Ig Ital Certlflcate) Select a database and search term to locate

After you are logged o
in, click on “NHSN
Enrollment”

' RBegies! sddiional Adivilies

Database: | PubMed




Complete Facility Enroliment

Forms

Department of Health and Human Services
Centers for Disease Control and Prevention

MHSN - National Healthcare Safety Network

Start e
Enroll Facility

Leave Enroll

Please Select Desired Option

Access and print reguired enrollment forms

I Enroll a facility

If you have not completed these forms, obtainthe | . .
forms now and complete them before proceeding

The enrollment forms are also available on the
NHSN website (see “Data Collection Forms”.)




Facility Contact Information

Facility Contact Information Pyt v NHEM Facility Contact Information
e 1072
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Facility Survey

fo0y s Hemovigilance Module
Annual Facility Survey

*Required fields
*Tracking #/ Facility 1D: *Survey Year:
Facility Characteristics: (For all questions use past full calendar year annual statistics)
*1. Ownership: (Check one)
QOME o, 05EH]

[ For profit  [] Government| # N-SN Healthcare Personnel Safety Component e tae: ==z

[ Veteran's Affairs [ Phys Annual Facility Survey

Page 1012 * fequired for £aulg

Facility €haractéeristica

*ihy naizhip [chack ane):

O Far pualit O Mat Far pralit, including chuen O Sawveinmant

O HiliLary O “el=ian= Allaix O Phy=scian awned

O Ha nagad Cave Jhganizalan




Enroll Facility

Department of Health and Human Services

Centers for Disease Control and Prevention

MHSMN - National Healthcare Safety Network Contact us

Leave Enroll En I'0|| FaCiIit If you have already

Please Select Desired Option

Contact Information
forms

Access and print reguired enrollment forms

Enroll a facility

et Adobe Acrobat Reader for PDE files




Facility Enroliment Cont’d.

Department of Health and Human Services

Centers for Disease Control and Prevention

NH5N - National Healthcare Safety Network

Facility Enroliment

Mandatory fields marked with = Print PDF Form
Tracking =

Facility Information

acility-name™:
Address, line 1*:
Address, line 2:
Address, line 3:
City *:
County™:
State™:
Zip Code *:

Main telephone number™:

For each identifier listed below, enter the number / code, or check Mot Applicable if your facility does not have
that identifier

AHA ID*: Select [ if AHA ID Mot Applicable
CMS ID*: select [ if CMS ID Mot Applicable

VA station code™: select [ if va Station Code Not Applicable

arify Data | Click to verify values provided above before proceeding.




About the Identifier

For each identifier listed below, enter the number / code, or check Mot Applicable if your facility does not have
that identifier

Select M if AHA ID Mot Applicable
CMS ID*: |123456784 Select | if CMS ID Not Applicable

Yo station code™: [N

Werify Diata ]Clic:k to verify values provided above before proceeding.

Enter only numbers — no dashes or spaces

Enter only one identifier and check “N/A” for other
identifiers

If your data does not verify, contact NHSN

If you do not have any of the listed identifiers, contact
NHSN (NOTE: If you used a CDC-assigned ID at
registration, you can use the same number here.)

After data verifies, enter data from the Facility Survey
and submit.




Once enroliment is submitted, you will receive an email
to access the Agreement to Participate and Consent
form

From: NHSN
To: MNHSN Facility Administrator
Sent:

Subiject: NH3MN facility enrollment submitted

The following facility has heen submitted for enrollient in the NHIN:

Facility Neame: DHOQP Memaorial Hospital
Tracking Wumber: 10000

NH3N Facility Administrator:

The NHSN Facility Adwinistrator has 30 days to access the Agreement to
Participate and Consent form at the following URL:

http://server/enapp/enrol lment . do?method=displayigreement strackinghun=x X X

If thiz UEL appears to he broken, please type the link on your bhrowser
addre=szs line. The complete addressz including trackingnum=xxxxx must bhe
included in order to access the form.

Onee the form has been accessed, the CDC svysten administrator mwust receiwve
the original, signed copy of the Consent Form within 60 days or enrollment
will he suspended. Mail the form to: NH3N Adwinistrator, M3 A-24, Centers
for Disease Control and Prevention, 1600 Clifton RBd, NE, Atlanta, GAL 30335335.

893-0485. please wiszit the mewmber’= website at
http: /s www. cde . gov/ noidods dhogp/ nhsn members. html




Step 5: Print, sign and
return signed Consent
Form to NHSN




Agreement to Participate and
P 1073

Agreement to Participate and Consent
P 2013
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Enter Primary Contact for Enrolled
Component(s)
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Agreement to Participate
and Consent

o The original signed copy must be
sent to CDC

0 Send via U.S. mail

0 NHSN will return any Agreement to
Participate and Consent that is not
completed correctly




NHSN will activate your facilit
when Consent is received an
send you an enrollment approval

emaill

To: NHSN Facilicy AdminlSTracor
From: MHSN

Date:

Subject: NHSN enrollment approved

Your facility has bheen approved a=s a new member of NHSH. Welcorme!

Facility Neame:
Facility ID #:

As the Facility Administrator, you will now need co access the NH3IN
chrough the SDN (hrtops:, BN . EC vl by sSelecting the WHSN Reporting
activity. Once in che WNHSMN, your first task should be to add chose

TRt

individuals who need to use the NHSN (“users") in the Users section of

che navigacion bar. dd locacions and surgeons from che navigatcion bar
under the heading Facility.

COnce you add & user, that person will receive an email promprting
her/him to obtaln a digical cercificate. It i3 imporcant chat you
verify the email address and inform the user to use the same address
when applying for their digital certificate.

If yvou have any gquestions about NH3N, please contact us ac S00-393-0485
or nhenfcde.gov. Information on NHSM iz also available on the members’
webh sice at hocops:/Swww.cdo.gov/ neidod/dhgp/ nhan members. html




Enroliment is complete!

NHSN Facility Administrator
can now:

*Access NHSN Reporting

'I'hrnllnh tha QnM

vug | I.IIU L5 4|

Add users and

Set up facility for
reporting in NHSN.




Recap: 5-Step NHSN
Enroliment Process

Facility Administrator -
. Reviews and accepts Rules of Behavior

. Registers

. Applies for and installs an SDN digital
certificate for NHSN Enrollment activity

. Prints, completes and submits enroliment
forms online

. Prints, signs and returns Consent Form to
NHSN




Click on NHSN Reporting
_ Public Health Partners

You are logged in as Maggie Dudeck

My Applications
Mational Healthcare Safety MNetwork (MHSM)

* MWH3M Enrollment

*  NHSM Reporting ‘—

Morbidity and Mortality Weekly Re

This Week in MMWR Movember 9. 2007
¥ Great American Smokeout — Move
¥ Cigarette Smoking Amaong Adults -
o Salmonella Typhimurium Infection

* Reguest Additional Activities

Electronic Reference

Select a database and search term to locate
journals.

Database: |PubMed

Search for:

Recommendations and Reports MNovembs
* Interprefing and Managing Blood L

Lead: Recommendations of COC's
* Appendix Guide to Besources for P:

Surveillance Summarie




‘§ NHSN Home
Reporting Plan
Patient

Event
Procedure
Summary Data

NHSN is ready for
users to be added and set-up

Department of Health and Human Services

Centers for Disease Control and Prevention

MHSN - National Healthcare Safety Network | NHSH Home | My Info | Contact us | Help | Log Out

Logged into DHQP Memorial Hospital [(ID 10000) as MAGGIE.
Facility DHQP Memorial Hospital (ID 10000) is following PS component.

Welcome to the NHSN Home Page.

Use the Navigation bar on the left

Analysis
Surveys
Users
Facility
Group
Log Out

s ey g
toaccess the features of the application:

________________________________________________

Get Adobe Acrobat Reader for PDFE files

Assurance of Confidentiality: The information obtained in this surveillance system that would permit identification of any
individual or institution is collected with a guarantee that it will be held in strict confidence, will be used only for the
purposes stated, and will not otherwise be disclosed or released without the consent of the individual, or the institution in
accordance with Sections 304, 306 and 308(d) of the Public Health Service Act (42 USC 242b, 242k, and 242mid]].

0 Set-up includes adding locations. NOTE: Locations
must be added before entering a Monthly Reporting

Plan.




- National Healthcare
W Safety Network

Email: nhsn@cdc.gov
Website: http://www.cdc.gov/nhsn




