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Step 1. Receive Email from NHSN

Once an NHSN Facility Administrator has nominated you as a Group Administrator in NHSN,
you will receive the following email:

You have been designated as the Group Administrator for the following NHSN group.

Group Name
Group 1D
Group Type

This group nomination was performed by:
Name
Phone :

NOTE: If you already an active NHSN user, you may skip steps 1 and 2 in the email and continue to
step 3.

1. In order to participate as a Group Administrator in the NHSN, you must agree to follow the
rules of behavior for safeguarding the system®"s security. Click on the URL below to read and
indicate your agreement to abide by the rules.

Hhttp://www.server .cdc.gov/RegistrationForm/GroupAdmin. jsp?ga_emai l=you@company .com

Once you have agreed to the rules of behavior, you will need to obtain and install a digital
certificate onto the computer you plan to use for connecting to the NHSN. If you already
have a digital certificate, please follow the instructions in Step 2a of this email.

2. Follow the instructions in the document “NHSN Group Administrator Guide” to obtain and
install the digital certificate so that you will be able to access the NHSN application
through CDC’s Secure Data Network (SDN).

The first step in the SDN enrollment process is to enter an enrollment password. From the
Centers for Disease Control and Prevention — Digital ID Enrollment page you will be prompted
for the Enrollment Password.

During SDN enrollment you will be prompted to select a Program and a program-specific
Activity.

For Program, select: National Healthcare Safety Network (NHSN)
For Activity, select: NHSN Reporting

2a. If you already have a digital certificate, access the SDN at Hhttps://sdn.cdc.govH. After you
have entered your challenge phrase, under “My Applications” click on the link labeled
“Request Additional Activities”.

For Program, select: National Healthcare Safety Network (NHSN)
For Activity, select: NHSN Reporting

3. As the Group Administrator you must set the group password before facilities can join the
group. Access NHSN Reporting as the Group and set the password. From the organization menu,
select the Joining Password menu item. Enter the password and click “Set Password”.

IT you have difficulties enrolling in the SDN, please contact them at 800-532-9929 or
PHINTech@cdc.gov.

IT you have questions about NHSN, please contact us at Hnhsn@cdc.govH. For more information about
NHSN, please visit us at Hhttp://www.cdc.gov/nhsnH .
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Step 2. Read the NHSN Rules of Behavior

The next step in the NHSN Group Administrator Start-up is for the Group Administrator to
access and read the NHSN Facility/Group Administrator Rules of Behavior following the link
provided in the email.

2 User Rules of Behavior Agreement || CDC National Healthcare Safety Netwark (NHSN), - Microsoft Internet Explorer:

File Edit Wiew Favortes Tools  Help

Qe - © - ¢ [A & ) sesrch 7 Favarites 2) e B i3

fAddress | &) Hetps: fwew, ncid, cdc govwR egistrationFormj admin, bt

Horne cClp n | Funding | A-Z | Cent

Departmant of Health and Human Services

= Centers for Disease Control and Prevention . I -

National Healthcare Safety Network (NHSN)

Facility/Group Administrator Rules of Behavior

In order to participate in the NHESM |, you must read and agree to ahide by the following rules of
behavior for safeguarding the systern's security. Scroll through the docurment below and click on
Agree or Do Not Agree button. To print a copy ofthe rules, click on the Print buttan

MHSHN, a surveillance system of the Centers for Disease Contral and Prevention (CDC), allows &
participating healthcare facilities to enter data associated with healthcare safety, such as

surgical site infections, antimicrobial use and resistance, bloodstream infections, dialysis
Incidents, and healthcare workervactinations. NHSN provides analysis tools that generate

reports using the aggregated data (reports ahout infection rates, national and local

comparisons, etc). NHSN also provides links to best practices, guidelines, and lessons

leamed

MHEN processes and stares a variety of sensitive data that are provided by healthcare
faciliies. This infarmation requires protection fram unauthorized access, disclosure, or

ion based on iality, integrity, and il ity reguirements. These "Rules of
Behavior" apply to all users of the NHSN web-based computer system.

Purpose

< ¥

o[ Print Version Agres Do Not Agree

WARNING
Thisis 2 U.5. Government computer system, which may be aceessed and used only for official government business
by authorized pesonnel. Unautharized acoess or use may subject violators to eriminal, civil, andfor administrative
actian. There is no right to privacy on this system. All information on this computer system may be monitored,
intercepted, recorded, read, copied, and shared by authorized pemonnel for official purposes including criminal
inwestigations. Ascess of use of this system. whether authorized or unauthorized. constitutes consent to these terms

(Tifle 12, .50

A copy of the NHSN Rules of Behavior may be printed by clicking the Print link at the bottom
of the screen.

To indicate agreement with the terms and conditions as stated in the NHSN Rules of Behavior,
click Agree. Otherwise, click Do Not Agree and discontinue the process. If you click Agree,
you will be asked to enter a training completion date:

MHSH Training Date
| certify that | have completed all of the appropriate,

required MHEN trainings an:

| Feset ” Sawve |
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NOTE: If you have participated in a face-to-face NHSN training session endorsed by the CDC
(i.e., from State groups or CDC day training), we recommend that you also review our training
sessions, especially for those protocols and topics which may not have been covered during

CDC-endorsed trainings. When registering as a user of NHSN, you may enter the date of the
CDC-endorsed training you attended as the training completion date.

NOTE: If you already have a digital certificate, you may skip to Step 4. Otherwise, continue on
to Step 3.

Step 3. Obtain your Digital Certificate

Before you apply for a digital certificate, make sure you have administrative rights for your
computer.

Administrative Rights

You must have administrative rights on your computer before you can apply for a digital
certificate. To determine if you have administrative rights, follow the steps below or ask your
IT support to verify them for you. These steps vary depending on the type of system you have.
For Windows XP

e Click Start > Control Panel > Administrative Tools > Computer Management. The
Computer Management dialog opens.

e Expand Local Users and Groups and then select Groups. A list of Groups appears in
the panel on the right.

e Open the Administrators Group. The Administrators Properties dialog opens.

e Select the General tab and then verify your user ID appears in the Members.

If your user ID does not appear, contact your IT Support to give you privileges.

Notes about Windows XP with Service Pack 2
If you have Windows XP with Service Pack 2 installed, additional steps need to be completed.

e Allowing pop-ups: It will be necessary to allow pop-ups from SDN. Open your Internet
Explorer browser and click Tools, then either disable the pop-up blocker or add
https://ca.cdc.gov/ and https://sdn.cdc.gov/ to the list of sites where pop-ups are allowed.
It will also be necessary to disable any additional pop-up blockers, such as those that
come with Norton Anti-Virus or McAfee anti-virus software.
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e ActiveX controls: Under Tools, click Internet Options > Security. Highlight Internet

and click Custom Level. Make sure that the option for “Automatic Prompting for
ActiveX controls” is set to "enable™.

3a. Apply for a CDC Digital ID Certificate

Digital certificates ensure that you and the CDC are communicating privately and securely.
They are also expensive and are paid for by your federal tax dollars. You will need to create a
password (called a challenge phrase) during this process.

Access the Secure Data Network and Accept Subscriber Agreement
e Using the URL that will be provided in the email from NHSN, go to the Centers for
Disease Control and Prevention — Digital ID Enrollment page.

Enter Enrollment Password

Please enter the password for CDC's Digital ID Services
and click dccept.

Password: |

_Accept |

e In the Password field, enter the password provided to you in the email from NHSN, then
click Accept. Information about system requirements and digital ID certificates appears.
Remember that passwords are case sensitive.

e Click the Enroll button. The SDN enrollment form appears.

e All fields with a red asterisk are required on the first page of the SDN enrollment form.
Make sure you enter your work email address, not your personal email address. The
information you need to install your digital certificate will be sent to the email address
you indicate. If you submit an email address with an error in it, you will not be sent a
digital certificate. NOTE: Be sure to use the same email address for each step in the SDN
and NHSN enrollment processes.
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Step 1: Enter Personal Information

Items with (¥) are reguired.

Prefix Preferred Name
* First Name Middle Name
* Last Name Degree

* Email Address CDC User ID

{where applicable)

Program or
*
Employer Division
* Employer Type |Cther |
* Job Type [Other |
* Phone Fax
Work Address = * U.S. State [pick 3 State -
(130 characters (required for US)
maximurn) i
Cl v U.S. County
Pick a County ¥
* City * Zip Code
* Country [United States =l
* Alternate Contact :
* Name * Phone
(Newt )

e A pop-up message appears. Verify that the email address listed in the message is correct
and then click OK. If your email address is incorrect, click Cancel, change your email
address, and then click Next. The Program and Activities page appears:

Step 2: Select A Program

Select the program whose activities you want to join,

Mational Healthcare Safety Metwork (NHSN -
Mabional Select Agent Registry

MNETSS

Mutntion

MNVSMN

Organ Transplant Infection Prevention o

Step 3: Select Activities

Select one or more National Healthcare Safety Network (NHSN) activities from the list.

4

{HSHN Enrollment
M Reporting

Upload

- =
L XL
L L L

=

L

—=
.

[ Next ]
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e From the Select a Program box, select National Healthcare Safety Network (NHSN).

e From the Select Activities box, select NHSN Reporting only. Click Next.

3b. Create and Safely Store your Challenge Phrase

For security, you will create a challenge phrase (password) that you will use every time you
access SDN (this challenge phrase is different from the password you used to log on to the SDN
enrollment site). You will use this challenge phrase along with your Digital 1D to authenticate
yourself as an SDN user.

To make sure you remember your challenge phrase, we recommend you store your challenge
phrase in a safe place. Open MS Word or Notepad and create a file — type the challenge phrase
and then save the file, or write the challenge phrase on a piece of paper and put it in a secure
place such as your wallet or a locked desk drawer. Make sure you write down which letters are
upper case and which are lower case. The challenge phrase is case sensitive.
Use the following guidelines to create your challenge phrase:

e Be at least eight characters long

e Contain only English letters and numbers

e Uses one of more of the following symbols:

-+ f

e Cannot contain any part of your name or email address

e Cannot spell a word unless the word has three or more numbers or symbols before or
after the word or the word has numbers or symbols within the word

e Cannot contain more than two consecutive characters

e Contain at least four different numbers or letters

e Challenge phrases are case-sensitive. Note the letters that are upper and lower case.

To enter your challenge phrase
¢ Inthe Challenge phrase field, type your challenge phrase.

e Inthe Confirm field, type your challenge phrase exactly the same way you typed it in the
Challenge Phrase field.

e BEFORE you click the Next button, open MS Word or Notepad and create a file. Make
a note of the letters that are upper and lowercase. Type the challenge phrase and then
save the file. If you do not want to create a file, write down the challenge phrase, note
the letters that are upper or lower case, and then safely store the note in a locked drawer
or your wallet.

8
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e Click Next. The Digital Certificate Request Received message appears.
e Within 12-72 hours, you will receive an email with more instructions. Check your email
daily. If you do not receive an email within 72 hours, please do not apply for another

digital certificate. Contact CDC SDN Support at (800) 532-9929 option 1 or
PHINTech@cdc.gov.

3c.  Check your Email
e You will receive an email from CDC SDN Enrollment. The subject line will read
“Action Required — Your CDC Digital Certificate is Ready to Install” and the body of the
message will look similar to the following:

Your request for a CDC digital certificate has been approved. The next step is
the installation of your digital certificate. Your computer settings may be
different from other computers. These differences may make installing your
digital certificate more difficult than we would like. We are working to make
this process easier.

We recommend that your IT Specialist install the digital certificate for you.
We have provided instructions for the IT Specialist at
Hhttps://ca.cdc.gov/sdncode/sdnapp/doc/DigitalCertificatelnstallation.htmH.
After reviewing these instructions, your IT Specialist can begin the process of
installing your digital certificate by going to your installation link.

Digital Certificate Installation Link:
Hhttps://ca.cdc.gov/sdncode/sdnapp/serviet/CertServilet?usertoken=xxxx

IT you do not have an IT Specialist or need further information, contact CDC
SDN Support:

e-mail: PHINTech@cdc.gov

telephone: 1-800-532-9929

e NOTE: You must use Internet Explorer when downloading your digital certificate.
Internet Explorer is the only browser that can be used to access NHSN.

e NOTE: Please ask your IT staff to add https://*.cdc.qov/ and https://*.verisign.com/
to the list of trusted sites under Tools>Internet Options>Security>Trusted Sites
before clicking on the digital certification installation link in this email. This will
make the installation process go smoother.

e Before you open the link in your email, open the MS Word or Notepad file you created
(or open the note you wrote to yourself and stored in a locked drawer or your wallet).
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e When you are certain that you have Administrative Rights to your computer (see Step 3),
click on the link provided in your email. The Digital ID Enrollment page appears.

e Type your challenge phrase (remember that the letters are case-sensitive) and then click
Login. The Confirm Personal Information page appears.

e Verify your information and do one of the following:

o

If your information is correct, click Confirm. The Download Digital 1D page
appears. Proceed with directions to“Download and Install Your Digital 1D
Certificate Using Internet Explorer” (3d below).

If you need to change your information, click Update, make changes and then
click Submit. Your request will be reviewed and you will receive another email
within 12-72 hours with further instructions.

3d. Download and Install your Digital ID Certificate Using Internet Explorer

NOTE: If you are using Internet Explorer 8, please contact SDN at PHINTech@cdc.gov or
800-532-9929 for special instructions.

After you have confirmed the information is correct in the Personal Information page, the
Download Digital 1D page appears.

2} sexure Data wetwork - Enrollment - Microsalt Internet Euplorer =lo| x|
s [dk Vew Favortes Took  helb i

et - ) - (x] (3] | sk S rmees £ ! Fali, |

Bddress [ ] tetps: lca.coe. govsdreodaladrase sarietiCantbar st

€0C H

Centers for Disease Control and Prevention - Digital ID Enrollment

Download Digital 1D

natall a certficate on your machine,
not proceed with the certificate

— =4
&) o B N oo rirdrat
dinm| B QEO T - Merozait 0., | 4 S Reminders =] Fea...|[&] secure Dataret.. %) M. | [u| 2B Tzeam
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To download your digital ID certificate onto your computer, do the following:

e From the Download Digital ID page, click the Download button. Prior to downloading,
the SDN will check your system settings to ensure that you will be able to download your
digital certificate.

-} Secure Data Network - System Check - Microsoft Internet Explorer

Fle Edt View Favonfes Took  Help

_ =] =|
SRk v = -~ @ (3 4| Dsearch [@Favortes @edia F| B> B of (o 8
Ackkess ] hops:fea.cde.gov/sdncode sdnapp servie Certseret x| @G0 ks v
Y7 - é?vl ~ |Searchwieb |- 7 @ - @ | CMal - @My vshool - CJArawers - fhGames - @Shoppng - ©Musc »
i i COC Home  |Search | Mealth Topics A-L
i Centers for Disease Control and Prevention - Digital ID Enrollment
SDN Support Mow Checking Your System Settings
200-532-9529 HFlease walt, Your system settings are bang checked to ensure a successiul cerbificate
F70-234-6585 download.
cdcsdnd@cde.gov
NERERNRNRARRRERNRNED|
) .|
&0 B B Locanvanet
st ) @ B R 1 || B Dsco.. | [Slirbox...| mmdden] g4, | 5 gt |[@sear.

SEWREE aarem

If your system settings are not correct, you will receive a message similar to the
following:
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A7 Secure Data Network - Login - Microsoft Tnternet Explorer =]
Fle Edit view Favorites Tools Help ﬁ
“Back v = ~ @ [£] 4| @search [EFavorites Tiecia 8 |G~ S = 5 4
Adlcress Iaﬁ https: ffea.cde.gov/sdncodefsdnapp fserviet/Cer tServist j <) |L\nks >y -
j‘search Web || o ] - @| camal ~ @My vahoo! ~ B Arswers - o, Games - @shopping - ©Music - »
- (DCHome [Search |Health Topics A-Z [~ ]

Centers for Disease Control and Prevention - ital ID Enroliment

SAFER + HEALTHIER + FEOPLE™

SDN Support Consult Your IT Specialist
Before yvou can download your digital certificate, the following
800-532-9929 changes must be made to your computer:

770-234-6585 .
cdesdn@cde.gov - ActiveX Controls must be enabled

Click here for complete instructions for vour IT Specialist.

When your settings have been changed, you should click the link
at the bottom of the SDN approval e-mail again.

If you do not have an IT spedialist who can help, contact COC
SON Support

e-mail: cdcsdn@cde.gov

telephone: 1-800-532-9929 and select option 1

Questions? Go to the Online Help or Contact SDN Support

This page last reviewed Mar 14 2003
|
@ Cone ‘ FE@LOCJ intranet
Start J @ B Ko H B Disco. |dlmbox. | B pocu | [ Adob, | [-1 Digital. ||@Secu... ‘@’@5%@ 3:3BPM

If you receive this message, be sure to contact your IT specialist before attempting to
download your digital certificate again.

e |If your system settings are correct, the SDN will automatically begin downloading your
digital certificate. Please wait while your digital certificate is downloading.

Ty Secure Data Network - Inrollment - Micr =leix
7]

Qe - £ - [x] (&) (| Pswen Tormenm @] (2- L5 JE B

T I e ——yE— z] B |k »

£0C Home Healsl

Search

A0N Support
B00-532.9929

7702346565
sdesdnods. gov

|3 50 Sistem Messoge - Micrasoft Inkern T

Please wait. Your Cartificate is heing
downlvaded...

Close
-]
Questions? Go to the dnline Help or Contact 50N Support
v lad »
==4
Eioee | B R ol v~
dae| | J@BQ@EO Inksrs - M. | 4 5 Bernders =| .| & |ley ] Documertt - L., | [o| )08 ] mi30am
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You will receive a Security Warning message that asks if you want to install and run
VeriSign Import Control. Click Yes.

You will receive the following message, which indicates your digital ID certificate was
successfully downloaded and installed:

niplete - Microsolt Internet Explorer =15 x|
ks Hp -
#Bxk v + D[ A DSewch GFpvortes WMo (3| B D= [ 0

MLw|i.'Jh?'r--'.:_-'_-‘-a{.1-_.ywr'an-.-m,lsr.q-f..-ra-,«.-_—..{-.:"-;ﬁw, j Foo ks ® &
YT - 2-[  csemchwieb || 2 4 @ Cbe - Dy Yaoo! + Elamwers - dhGames - SShoppng « DMk - »

CD{ Hame  |Search  |Health Topics A-Z

Fle Edt Vew F

i Centers for Disease Control and Prevention - Digital ID Enroliment

Your Digital Certificate is Installed
SDN Support

“ou should now:

1. T r digital certificate installed praperly by lagging on to:
v ion in the ug

i &nd cheking the name of your application in the upper left cormes

her computers from which you need to access the

Questiens? Go to the Onlina Halp or Contact SDN Support

his page last revieveed May 11 2006

£l
&) oo 5 B Local ntrarwt
st | 2 B R || @ ose| Blie. | Mo | Pade.| T og.. | §15e. [[& 0w S eREEE  anzem

You should stop here and make a copy of your digital certificate (see 3e below). NOTE:
If you do not make a backup copy of your digital certificate, you will need to repeat the
SDN enrollment process and apply for a new digital certificate should you need to move
to a new computer or should your computer crash. There is no other backup copy of your
digital certificate besides the one you create.

Your digital certificate will expire one year from the date of its original installation. You
will receive an email from NHSN with instructions on how to apply for a new digital
certificate thirty days prior to your digital certificate’s expiration. When you apply for a
new digital certificate, you may use the same challenge phrase.

Verify that your digital certificate was installed:

Please review the following information with your IT staff in order to verify that your certificate
was installed properly and for suggestions on what may need to be modified if it was not
installed.

Click Tools, Internet Options, Content, and Certificates.
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2. Locate and highlight your certificate under the Personal tab and click View.
3. Click the tab for Details.

4. Locate and highlight the line "Subject".

5. Find the Employee ID number which corresponds to the SDN user key.

Certificate @@

General | Details | Certification Path

Show: | <Al v
Field Walue a
ESignature algorithim mdSRSA
Elssuer D Secure Data Mebwork Ca, ...
E'v'alid fram Sunday, July 29, 2007 7:00:0, ..
E\falid to Tuesday, luby 29, 2008 6:59:...
= Subject abc@cornpany.org, Jane Doe
[ElPublic key RSA (1024 Bits)
Basic Constraints Subject Type=End Entity, Pat...
ﬁCertiFicate Policies [1]Certificate Policy:Policy Ide... %
E= abc@cumpany.urg A

CN = Jane Doe

T = Surveilance

Ol = EmploveelD - 55555

QL = wyw, verisign, com/ repositoryfCPS Incorp. by Ref, LIAB.LTD(C)
99

Ol = IRMO

O = Centers fFor Disease Control and Prevention

L = Atlanta 5
Edit Properties. .. ] [ Copy ko File. .. ]

6. Reference this number when contacting SDN support.
If a certificate is there, try accessing https://sdn.cdc.gov/ .

If you cannot access this website, then the certificate was not successfully installed. NOTE: If an
administrator logged in for the user to download the certificate, have that person log back in and
check to see if the certificate was installed under the admin profile. Please show the portion of
this note at the very bottom, to someone on your IT staff.

If no certificate issued in your name can be found, you will need to reapply. If this has happened
more than once, please have your IT staff contact the SDN support before attempting the next

download.

3e. Make a Backup Copy of your Digital ID Certificate

Digital ID certificates are expensive and you pay for them with your federal tax dollars. When
your digital certificate is installed, it is the only copy in existence. To minimize the cost of
14
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replacing certificates (in the event your computer crashes or is replaced), we strongly
recommend you create a copy of your digital ID certificate by saving it to an external storage
device (e.g., floppy disk, CD, “thumb drive”). This procedure is also called “backing up” or
“exporting” your certificate.

NOTE: You will need administrative rights on your computer in order to make a back-up copy of
your digital certificate.

e If you are looking at the Congratulations message, your Internet Explorer should already
be open. If not, open Internet Explorer: Click Start > All Programs > Internet Explorer.

e From the Tools menu, select Internet Options. The Internet Options dialog opens and
looks similar to the following:

Internet Options @@

General | Securty | Privacy | Content | Connections | Programs | Advanced

Home page
% You can change which page to use for vour home page.

Address: kbp:ffintranet, cdec.gov)

[ Usze Currert ] [ Uze Default ] [ Usze Blank

Temporary Intemet files

< Pages you view on the Intermet are stored in a special folder
@ Y for quick viewing later.

[Delete Eookies...] [ Delete Files. .. ] [ Settings...

Histony

The Hizstory folder containg links to pages you've visited, for
quick access to recently viewed pages.

Days to keep pages in histary: 203 Clear History

[ Colors.. ] [ Fonts... ] [ Languages... ] [Accessibility...]

[ 0K l[ Cancel ]

e Select the Content tab. Your Internet Options dialog box should look like the
following:
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General | Security | Privacy | Content | Connections | Programs | &dvanced

Content Advisor

Fiatingz help you control the Internet content that can be
@{ vigwed on this computer.

Certificates

% Use certificates to positively identify pourself, certification
@l suthorities, and publishers.

[ Clear S5L State ][ Certificates... ][ Publishers... ]

Personal information
s AutoComplete stores previous entries AutoComplete
and suggests matches for you,

Microsoft_ProfiIe .f'j\ssistant stores your My Profie...
perzonal information.

Ok ] [ Cancel

e Click on the Certificates button. The Certificates dialog box opens:

Intended purpose: <all= w

Persanal | Other People | Intermediate Certification Authorities | Trusted Root Certificatior 4 *

Issued Ta Issued By Expiratio,..  Friendly Mame
£8 Margaret Dembinski  COC Secure Data Met... 8 I

Irnpork. .. H Expork... H Remove

Certificate intended purposes

<Al

e If you have more than one certificate, look at the date in the Expiration Date column and
the name in the Issued To column. Select the certificate which has the appropriate date
and name, and then click Export. The Certificate Export Wizard dialog box opens.
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e Click Next

e Select the “Yes, export the private key” radio button.

Certificate Export Wizard EI

Export Private Key
‘ou can choose ko export the private key with the certificate.

Private keys are password protected. IF vou want ko export the private key with the
certificate, you musk type a password on a later page.

Do you want ta export the private key with the certificate?
(%) Yes, expart the private key

() Mo, do not expart the private key

[ < Back " Next = ][ Cancel ]

e Click Next. Your Certificate Explorer Wizard should look similar to the following:

Certificate Export Wizard g]

Expotrt File Format
Certificates can be exported in a variety of file Formats,

Select the Format wou wank ko use:

(%) Personal Information Exchange - PKCS #12 { PR
Include all certificates in the certification path if possible

[CJEnable strang pratection (requires IE 5.0, WT 4.0 5P4 or above)

[l Delete the private key if the export is successful

[ < Back ” et = ][ Cancel ]

e Check “Include all certificates in the certification path if possible” and deselect
(uncheck) the “Enable strong protection” and “Delete the private key if the export is
successful” check boxes, then click Next.

e The password dialog appears:
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Certificate Export Wizard g]

Password

To maintain security, wou must protect the private key by using a password.

Type and confirm a passward.
Password:

Confirm password:

’ < Back ” Mext = I[ Cancel ]

We recommend you use the challenge phrase that you created for the original digital

certificate for this backup copy of the digital certificate. Type your password in the
Password and Confirm Password fields.

e Click Next. The File to Export dialog opens.

Certificate Export Wizard EJ
File to Export
Specify the name of the file you want to export
File name:
[ < Back “ Mext = l [ Cancel ]

e Click the Browse button and navigate to an external storage device, (e.g., floppy disk,

CD, “thumb drive”). When you click the Browse button, the Save As dialog box appears
and looks similar to the following:
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Save As @@

Save in: -.:'l My Documents - | ¥ > E|-
l_j My Recent Documents

=t (B} Desktop
\—‘ﬁ (L) My Documents

My Recent

j My Computer
Documents & 2% Flapny (&
= < Local Disgk [C)
L‘B <ob DVD/CD-RYW Drive (D)
Desktop _’“: Share on 'Foid-Dhap-3' [G:]

_'ﬁ »z2d? on foid-dhgp-3hlink' [L:)
% Batch on 'Frid-Dhop-3' [M:)

y 22 Apps on Froid Dhop-3' (M)
-"/ _ﬁ wioll on ‘Foid-Dhap-3' [0:)
My Documents & My Metwork Places

-
48
by Computer
‘-_-!l File name: A
v

My M etwork Save as type: Perzonal Infarmation Exchanags (7. pkk) w

Select the appropriate drive for your external storage device, type sdncert in the file
name field at the bottom of the Save As dialog and then click Save. The Certificate
Export Wizard appears and lists the location of the cert as C:\SDN
Certificate\sdncert.pfx.

Click Next, then click Finish. A Certificate Export message appears which reads “The
export was successful”.

Click OK. The Certificates dialog is still open. Click Close.
The Internet Options dialog is still open. Click OK.

Remove the external storage device from your computer, label it SDN Digital 1D
Certificate and then store it in a safe place. Keep your password and the certificate
separate.
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Installing your Digital ID Certificate on Another Computer

If you are installing your digital ID certificate onto a computer other than the computer to
which you originally downloaded it, or restoring your digital ID certificate on the original
computer, make sure you have administrative privileges on the second computer and that
the second computer meets the system requirements. See System Requirements on page
6.

Open Internet Explorer. Click Start > All Programs > Internet Explorer.

Insert the external storage device with the backup digital ID certificate into the computer
onto which you want to install the certificate.

From Internet Explorer, click on the Tools menu and then select Internet Options. The
Internet Options dialog opens and looks similar to the following:

Internet Options E]@

General | Security | Privacy | Content | Connections | Programs | Advanced
Home page
Iﬁ “f'ou can change which page ta uge for your home page.

Address: itbpe ffintranet.cde, gows

[ Use Current I [ Use Default ] [ Use Blank

Temparary Internet files

< Pages you view on the Intemet are stored in a special folder
@& Y for quick viewing later

[Delete Cookies.. ] [ Delete Files... ] [ Settings...

Hiztary

The History folder contains links to pages pou've visited, for
quick access to recently viewed pages.

[Draps to keep pages in histoy: 20 % Clear History

[ Calors. I [ Fants. I [ Languages. I [Access\h\l\ty ]

Select the Content tab and then click on the Certificates button. The Certificates dialog
opens and looks similar to the following:
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Intended purpose;

Personal | Other People | Intermediate Certification Authorities | Trusted Root Certificatior & *

Issued To Issued By Expiratio,.. = Friendly Mame
Margaret Dembinski  CDC Secure Data Met...  8/28/2007  <Mone=

Certificate intend=d purposes

Close

e Click the Import button. The Certificate Wizard Import dialog appears. Click the
Next button. The File to Import panel appears and looks similar to the following:

Certificate Import Wizard gl

File to Import
Specify the File you want toimpart,

File name:

|

Moke: More than one certificate can be stored in a single file in the Following Formats:
Personal Information Exchange- PKCS #12 ( PFX, .PLZ)
Cryptographic Message Syntax Standard- PKCS #7 Certificates {P7E)

Microsaft Serialized Certificate Store {,55T)

’ < Back ” Mext = l[ Cancel ]

e Click the Browse button and then navigate to the appropriate drive for your external
storage device.
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Look in:

[c)

My Recent
Documents

Desktop

My Docurnents

-
5e
tdy Computer

-

by Metwork,

b DWDACD R Drive (D) ¥ Q ¥ = G-

File: niame: hd

File:s of type: #.509 Certificate [*.cer” crt) w
[ 50 Certificate [*.cer” cit

Fersonal Information Exchange [*pfa" pl2]
Certificate Trust List [*.stl)
Certificate Revocation List [* cil)
Microsoft Seralized Certificate Stare [*.sst]
PKLCS #7 Certificates [*.spc;”.prh)

All Files [%.]

e Click on the Files of type list box and select Personal Information Exchange
(*.pfx;*.p12). Your certificate should appear.

e Select the certificate and then click the Open button. When the File to Import panel
appears, click Next. The Password panel appears in the Certificate Import Wizard and

looks similar to the following:
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Certificate Import Wizard @I

Password
To mainkain security, the private key was protected with a password,

Type the password far the private key.

Password:
|acac****ac**

[]Enable strong private key protection. You will be prompted every time the
private kev is used by an application if wou enable this option.

Mark this key as exportable. This will allow vou ta back up or transport your
kevs at a later time.

[ % Back ” Mext = ]’ Cancel ]

e Type the password and check the box next to “Mark this key as exportable” and then
click Next.

e The Certificate Store panel appears and looks similar to the following:

Certificate Import Wizard g]

Certificate Store
Certificate stores are system areas where certificates are kept,

‘Windows can automatically select a certificate store, or vou can specify a location For
(%) Automatically seleck the certificate store based on the type of certificate

() Place all certificates in the Fallowing store

[ < Back ” Mexk = ][ Cancel ]

e Select the “Automatically select the certificate store based on the type of certificate”
radio button and then click Next. The Completing the Certificate Import Wizard
appears.
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. C|ICk Flnish. You will receive a message that reads, “The import was successful.”

Click OK, close the Certificates dialog, and then click OK to close the Internet
Options dialog.

Step 4. Begin Using the NHSN Reporting Application & Set Joining Password
e Once you have successfully downloaded and installed your digital certificate, you can
access NHSN by going to the SDN website at: https://sdn.cdc.gov

When you arrive at the SDN website (called the CDC Public Health Partners page), you
may want to bookmark the page, either individually or in a special NHSN bookmark
folder. If you are unsure how to bookmark a web page, please contact your IT
department for assistance.

Enter your challenge phrase.

~ Public Health Partners search coc.oov: [

Welcome, Maggie Dudeck

WARNING
This is 2 U.5. Government computer system, which may be accessed and used only for official government business by
zuthorized personnel. Unauthorized access or use may subject violators to criminal, civil, and/or administrative action.
There iz no right to privacy on this system. All information on this computer system may be monitored, intercepted,

recorded, read, copied, and shared by authorized personnel for official purposes including criminal investigations. Access or

use of this system, whether authorized or unauthorized, constitutes consent to these terms. (Title 18, U.5.C.)

Please enter your challenge phrase:

| |
_Submit

Forgot your challenge phrase? Click here

SAFER-HEALTHIER - PEOPL

Cantra

Canters fi

Tel: (404

Services
Yo Pt S to the ILE. Rovarnmeid and Human Services

e G4 30333, USA FIRS\T(JO\( 4 De;artmentcfﬂ.ganh
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Last name
First namse:

Aguncy:

Health Departments Directory.

] bore:
Wstart

My Apglications
Maticenal Healbeare Safity Netwok (NHSH)

After entering your challenge phrase, you will be brought to the SDN homepage. Under
“My Applications” in the upper left corner of the page, you should see a link to the
National Healthcare Safety Network labeled ‘“NHSN Reporting’.

[My Applications

Emerging infectious Diseases Journal
erent b o

(Wb o [0 opemipons . (ERMEmber e, oo mek e

# NHEM Reparting

ational Healthcare Safety Metwark (MHZM)

DO ' x P Reguest Additional Activities

Clicking on the NHSN Reporting link will take you to the NHSN Landing page.
On the NHSN Landing page, select your Group, select “All Facilities”, then Submit.

Department of Health and Human Services
Centers for Disease Control and Prevention

NHSHN - National Healthcare Safety Network

Welcome to the NHSN Landing Page

Select a facility and component,
then click Submit to go to the Home Page.

Select facility/group from dropdown list: | Grp: Maggie's Test Group (ID 11933)

Select facility within the above group: | A| Facilities v

Select component: Patient Safety
Submit

*| Get Adobe Acrobat Reader for PDF files

Get
SR ADOBES READER®
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e Once on the NHSN Home page, go to the navigation bar on the left and select

Organization. From the menu that appears, select Joining Password. You will be taken
to the Memberships page:

Department of Health and Human Services
Centers for Disease Control and Prevention

NHSN - National Healthcare Safety Network | NHSN Home | My Info | Contact us | Help | Log Out
? NHSN Home LngEt.ﬂ.i!'\tC Maggie's Test Group (ID 11533) as MAGGIE.
Reporting Plan All Facilities Selected. b h .
Patient Members Ips
Event
Procedure Facilities whose data can be accessed by this group

Summary Data
Analysis Evict
Mernber(s)
Surveys
Users
Organization

O Organization Info

Set joining password for this group

O Find
3 Joining Password Mew Password:
O Evi .
Lo::;zttMembers WVerify Mew Password: pa:f:wd |

Eack |

e The joining password can be any combination of 10 letters and/or numbers. Enter the
joining password twice and click Set Password. Once the password is set, it is the
responsibility of the Group Administrator to distribute the group 1D (a 5-digit number
assigned by NHSN) and the group joining password to potential member facilities.
NOTE: In order for a facility to join a group, it must be a member of NHSN first.

e At this point, the group administrator can also add users at the group level, by clicking
Users > Add, as well as verify that the Group Contact information is by clicking
Organization > Organization Info.

If you have any questions, please contact NHSN at:

Email address: nhsn@cdc.gov

Website: http://www.cdc.gov/nhsn
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