National Healthcare Safety Network (NHSN)

Long-term Care Facility COVID-19 Module
Enroliment



NEW to NHSN?

Four Primary Steps to Gaining Access to COVID-19 Module

Prepare

Computer

1. Check computer
settings to receive
communications from
NHSN during the
enrollment process.

See Enrollment
Training

https://www.cdc.gov/n
hsn/pdfs/covid19/Itcf/c
ovid19-enroll-508.pdf

Register LTCF Register with Enroll LTCF with
with NHSN SAMS NHSN
2. Accept NHSN Rules 3. From SAMS-NO-Reply 4. Loginto NHSN
of Behavior e-mail, click registration through SAMS portal at

link to begin SAMS

http://nhsn.cdc.gov/Reg registration sams.cdc.gov

istrationForm/index 5. My Applications —

click NHSN Enroliment,
then Enroll a Facility

6. Electronically accept
Agreementto
Participate and Consent



Register Facility with NHSN

LTCF COVID-19

MODULE: e Agree to Rules of Behavior
REG'STER . http://nhsn.cdc.gov/RegistrationForm/index

FACILITY WITH

e Registration Page will Appear

e Enter Personal Information

b e Use same e-mail for all steps —
e Facility identifier LI B
e CMS certification number OR _;:TMO e
e CDC registration ID (from NHSN) S
ATraining date = registration date [[. oo
,,,,,,,,,,,,,,,,,,,,,, —|




LTCF COVID-19
MODULE:

REGISTER
FACILITY WITH

NHSH
(continued)

Look up your CMS Certification

Number (CCN)

https://gcor.cms.gov/main.jsp

v’ Select “Tool>basic search”

v’ Enter your facility name

v The Participation date is the CCN Effective Date
needed for enrollment

Facility Identifier

*Please select a facility identifier:
CMS ID ® AHA ID O VA Station Code O
CDC Registration ID O None O

*Selected identifier ID: 123456789




Register with SAMS

LTCF COVID-19
MODULE: e Receive e-mail from SAMS-NO-REPLY

From: Sams-No-Reply (CDC)

Sent: Monday. May 11, 2015 12:25 PM

To:

Subject: U.S. Centers for Disease Control: SAMS Partner Portal - Invitation to Register

Hello
I E . I You have been invited to register with the SAMS Public Health Partner Portal. This invitation was
.
n —l I I a I L] = National Healthcare Safety Network: NHSN Reporting
= Nati 1 Health e Saf Network: NHSN Eanrollment

V' Click link to begin 2 s s sy oo ot s ki s s o

SAMS Partner Portal Registration

SAMS registration "I

2. Identity Venfication (if requured for your application)

v' Use temporary BN

Online registration with the SAMS portal takes about 5 mmnutes. Please have the followmg availabl

-
assword & e_mall s Your home address - This must h the d 1 vou i d to use for proofing if 2
= TYouror 1 1on / 1 and their address

= Your telephone number B

uS er name t 0 :::ld:;zu have questions about the SAMS Partner Portal or the registration p . pl
begin SAMS

- -
reg I St ra t I 0 n https-/im cdc goviiamim/SAMS 3I/mimmdex jspTiask tag=SAMSRegistration

To register with the SAMS Partner Portal, please click the following link or cut and paste it into

When prompted, please enter:

- Your EmaillUser Name: usern@emal.com
- Temporary Password - i%eEo23D

and click the Login button_

= ~rder to access the SAMS Parmner Portal, vour browser mess--




LTCF COVID-19
MODULE:
REGISTER WITH
SAMS
(continued)

Register with SAMS

SAMS Credentials

Enter the user name (your e-
mail) and temporary
password provided in the
SAMS-no-reply e-mail

For External Partners who login
with only a SAMS issued UserlD

and Password.



LTCF COVID-19
MODULE:
REGISTER WITH

SAMS
(continued)

Register with SAMS

Accept SAMS Rule of Behavior to open
SAMS registration

Registration: SAMS Rules of Behavior

CDC SAMS User Rules of Bebavior
Overview

Secure Access MNasagement Service (SAMS) s 8 Unioed Staces Sdenl povernenent Compuner rysem that provides secore exsermyl access 2 scopudic COC pplicances B See by suthonzed pencenel Usens 2o
Rave 00 expectanoe of privacy whee saing SAMS or SAMS grotecied progam applacances All Geer KnOSS ae mcorSed and may de reviened by COC oficials with & Jegitionase reasce 10 30 30 88 SUhonIed by
Izeranon Secunty OScer The Sllowieg rules of Debavior apply 00 a2l SAMS ween

Becacee writen puadance Cansot COVE every Commmgency, m--u»pnmmmm oang Dew Dest Judpmaens and Righest eacal vandards 90 Foade Dew Knoes These riles v Dased o Bca
nd oe applacaie agency Sewctuves Al s hare are » By sco<ompliance Based ca e sevenicy of e violanoe and Drough Sue process of e law, consequences Cas Inciode, DUt are 2ot limmaned 0
access pervideges and or ol and cnmmisal penaines LudM 08 e applications it Procects, 8 MenCIed 50 Gears at Rave Dees specrically suthonaed and pranted access by CDC or i1 Sesignased agenny

SAMS User Accounts

Al SAMS veer sccounts are seagoely sSenccied Dy 4 Seermame and protected iR § pasrTord Paarvords sstomancally expere every sary (80) Gy SAMS will prompe caen 10 Update expeed pasrvords oo Qe
Sels Dew pasrTord may 2ave Deem Compromated. ey mmuat Change ly. I= adS e THT IIGH TRPONT AEY FSAPACINS AT Of SESUhoriIed acces 10 e SAMS Melp Desk as guackly as posaidie

SAMS aliowy ceens 10 reset 3 Depocen Pasr=ors Gaing § Mt of JeCIRt JCUNITY QUANDIONS ey select and complete Suning mpiyanon. Selected gUeNtons and anrTen R0GIS De eary Br § Taer 10 remenmder dut S8
Stace goation 10 snrwwr COmBERAtOns Can Provide SCCRSS 10 & TS ACCOUEE, Dy mmut De rotected in e same Iy 83 § pasrwoed

s coer Sy 20 enter e COMNCT Soermamme A0S pesrTOes combizanion theee (J) timmes 2 3 row, elr account will De Jocked B¢ coe (1) Dour, sfer which e Soar may ¥y agaie X the Geer Canmoc mecall Relr pasrwe
‘Begottes paarwoed ik on Ge SAMS login page 10 reset it X's Seer Soes 20t rememder ewr pasyword and 1 Unable 50 sucoally anawer el MCITY QUENNIONS, § S ACCOUSE mUt De Created.

User Rezpoaiidiitse: and Rules of Bebavior

o SAMS seen e snigualy idecttSed Srocgh G SAMS seer accoust Once & Sear's meqoet Br acoems has be

Bt 20uiS De made 10 Prooct Be KCOUEE PasrTors and related scunty inbematioe. To Bele ~—

- e aecour prTe S D00 SNArY e PRINTOS T araves — @@




LTCF COVID-19
MODULE:
REGISTER WITH

SAMS

(continued)

Access Management Services (SAMS

Registration

Plaase proece the folowng mioemanon 1 et with SAUS pag sick Sitet Requred felcs s
AT PGUISHION W0 0ol MGEITIION PBS MR BOSEOVES NS y0u RAv B (It BI0eS 10 SAUS

User 0 Gote gov

Fost Namw®
Vioze Name
Last Nomw®

Seffx

Pre‘ees Name

Emal [
Home Address

Address Lina 1*

Adtws Lea 2

Cey*

o

Poseal Code’

Conry” Plaase swect s

Oganaaten Namw'

Register with SAMS

e After accepting SAMS Rule of Behavior,
registration page opens

e Enter Personal and facility information
e Create password
e Security questions

e Click SUBMIT & receive Registration Confirmation

Select a password you will
A remember since you are required

to enter this password again.



LTCF COVID-19 After Registering with SAMS
MODULE:

REGISTER WITH After accepting and Submitting SAMS Rule of

SAMS Behavior
(continued) S

Sent: Tuesday, November 26, 2013 7:55 AM
To: New User

\/ Wl I I rece |Ve 3 ”Welcome” e- Subject: U.S. Centers for Disease Control: SAMS Partner Portal - SAMS Activity Authorization
. Welcome!
m a l I fro m ”SAM S- N o- R E P LY” You have been authorized for access to:
i n 3_5 b U Si n e SS d ayS . + National Healthcare Safety Network System: NHSN Reporting

You can reach the activity home page directly by clicking https: 'nhsn2.cde.govinhsn'.

You may also access this activity through the SAMS Partner Portal by clicking here.

v' Once e-mail received- log-in N o
When prompted. please enter your SAMS account User Name and Password. Then click the Login
through SAMS portal and e

I If you've forgotten your password. you may reset it by following the Forgortten Password' link on the
ENROLL fac|||ty SAMS Portal log in page.

***Nore: In order to access the SAMS Partner Portal, your browser must be configured to use TLS 1.0
encryption. If your computer is not configured for TLS, or if you are unsure, please contact your local IT
System Administrator for assistance.

Thank you,

The SAMS Team




Enroll Facility with NHSN

Log into https://sams.cdc.gov/

LTC F COVI D- 1 9 SAMS Credentials

MODULE: v'Log into sams.cdc.gov to e :
enroll the facility in NHSN ‘ S : ]

ENROLL FACILITY v'Enter SAMS Username
WITH NHSN (your e-mail address) and

password

For External Partners who login
with only a SAMS issued UserlD
and Password.




LTCF COVID-19
MODULE:

ENROLL FACILITY
WITH NHSN
(continued)

Enroll Facility with NHSN

e Under “My Applications” Select “NHSN Enrollment”

» SAMS

secure access management services

Welcome Amy Woodward

Warning: You are accessing a US Government information system, which includes (1) this computer, (2) this computer network, (3) all computers connected to this
network, and (4) all devices and storage media attached to this network or to a computer on this network. This information system is provided for US Government-
authorized use only. Unauthorized or improper use of this system may result in disciplinary action, as well as civil and criminal penalties. By using this information
system, you understand and consent to the following: You have no reasonable expectation of privacy regarding any communication or data transiting or stored on this
information system. At any time, and for any lawful government purpose, the government may monitor, intercept, and search and seize any communication or data
transiting or stored on this information system. Any communication or data transiting or stored on this information system may be disclosed or used for any lawful
Government purpose.

Links My Applications

W SAMS User Guide National Healthcare Safety Network System
B SAMS User FAQ

B Identity Verification B NHSN Reporting *
Overview €<

* Strona credentials required.



LTCF COVID-19
MODULE:

ENROLL FACILITY
WITH NHSN
(continued)

Enroll Facility with NHSN

e Select “Enroll a Facility” (don’t need to access forms)

|  Department of Health and Human Services

| Centers for Disease Control and Prevention

NHSN - National Healthcare Safety Network

Enroll Facility

Please Select Desired Option

Access and print required enroliment forms

Enroll a facili

Get Adobe Acrobat Reader for PDF filec



LTCF COVID-19
MODULE:

ENROLL FACILITY
WITH NHSN

(continued)

Facility Enrollment

Facility Information

Enroll Facility with NHSN

e Complete Facility Enrollment questions

e Enter Facility Information
e Facility identifier

e CMS facility- enter CMS certification number and
effective date (same as participation date)

e Non-CMS facility - Select N/A for AHA, VA, CCN and
another box will appear to enter NHSN provided
enrollment number (can be same NHSN provided
number used to register)



LTCF COVID-19
MODULE:

ENROLL FACILITY

WITH NHSN
(continued)

To locate CCN (CMS Certification
Number) & Effective/participation
date:

Enroll Facility with NHSN

CMS Certified Facilities: Enter CMS certification number and
effective date (same as participation date)

For each identifier listed below, enter the number / code, or check Not Applicable if your facility does not have that identifier
AHA ID*: IN/A |

— CMS Certification Number (CCN)*: 12345 x| Select [ ] if CCN Not Applicable

) cfctive Dateof CON * 101205 TN

VA station code*: ‘N;A ‘ Select [v] if VA Station Code Not Applicable

Select [v] if AHA ID Not Applicable

Non-CMS facility - Select N/A for AHA, VA, CCN. Another box will
appear to enter NHSN provided enrollment number (can be same
NHSN provided number used to register)

For each identifier listed below, enter the number / code, or check Not Applicable if your facility does not have that identifier
AHAID*: NA 44— — | Select ¥ if AHA ID Not Applicable

CMS Certification Number (CCN)*: [@

Effective Date of CCN :
VA station code™: |N/A <+ |
I ..o mer-
Facility's Object Identifier (OID) for CDA
Object Identifier:

Select v if CCN Not Applicable

Select [ if VA Station Code Not Applicable
Required if AHA 1D, CCN and VA Station Code are all listed as "Not Applicable.”

\WMICII:&:overy lues provided above before proceedi



https://qcor.cms.gov/main.jsp

LTCF COVID-19
MODULE:

ENROLL FACILITY
WITH NHSN
(continued)

Enroll Facility with NHSN

Mandatory fields marked with * Page 20f 2

NHSN Facility Information - Part 2 /

Facility Administrator

LTC-ASSIST - Assisted Living Residence )
LTC-DEVDIS - Longterm Care Facility for the Developmentally Disabled  pme :
LTC-SKILLNURS - Skilled Nursing Facility

IHS Facility:
O Yes

@ No

NHSN Components

Select Components*:
W Long Term Care Facility

Address, Line 1*:
Enter Street Address

Address, Line 2:

Address, Line 3:

City™:
Enter Name of City



LTCF COVID-19
MODULE:

ENROLL FACILITY

WITH NHSN
(continued)

Enroll Facility with NHSN

NHSN Facility Administrator

First name™: [Person ‘

Middle name:
Last name™*: IFaciIity ‘
Title: [INNHSN |

P

Click to copy mailing address from the facility given above

’ Address, line 1*: l2DGHospitalAddress
I Address, line 2: [ | ;;frggs
| Address, line 3: ‘ |

City*: |Hospital City |

State™®: ‘ GA - Georgia V‘
Zip Code*: [12345 |- | ]

phone*: [111-111-1111 | gxt:[ |

NHSN user ID, cannot Fac| | Use same e-mail address entered l
include special characters Pager:[ | during SAMS registration
Example: AAnttila E-mail™:

7

User ID*: E'! Up to 32 letters or digits




Enroll Facility with NHSN

LTC F COVI D_ 1 9 Long Term Care Contact Persgn

Information on the Long Term Care Contact person |

e Fp
° S8 Click to copy information from the Primary System Admini

First name*: Jane

Contact person can be the

Middle name: same as NHSN Facility
Last name*: Smith Administrator or another user
Title:

ENROLL FACILITY

=1
Click to copy mailing address from the facility given above

WITH NHSN e
(continued) s >

City*: Atlanta
State*: GA - Georgia .
Zip Code*: 30333 -
Phone*: 404-632-6547 Ext:

FAEE 40T 4

< Back Submit




LTCF COVID-19
MODULE:

ENROLL FACILITY

WITH NHSN
(continued)

Enroll Facility with NHSN

e After Facility Enrollment submitted:
v Pop-up alert confirming your enrollment
v'Next you will need to activate your facility

Congratulations! The Facility has been Enrolled.

However your facility is not yet activated.

The enrollment for facility 'Test TM3033' with tracking number 71093 has been completed. The
facility admin and component primary contacts will receive an email with further instructions.

You may now exit the application.
Or click here to enroll another facility.




LTCF COVID-19
MODULE:

ENROLL FACILITY

WITH NHSN
(continued)

Log-in to Newly Enrolled Facility to

Accept Agreement to Participate and
Consent

e Log back in to sams.cdc.gov and enter

credentials (e-mail address and password)
and select LTCF Component and your LTCF
from drop-down menu

SAMS Credentials @ Welcome to the NHSN Landing Page

g NQAO@cdc.gov

SSSSSSSSSSSS

Select component:
SAMS Passwo rd Long Term Care Facility

Select facility/group:

[ toon | Fac: Test TM3033 (ID71093)  ~

oooooooooooooooooo



Accept Agreement to Participate

and Consent

LTCF COVID-19
MODULE:

e Last Step to Complete in Enrollment!

ENROLL FACILITY [ e
W I T H N H S N You have completed the NHSN Agreement s
to Participate and Consent Form for the
Long Term Care Facility component for the T R

L H HH™ revention , collects, analyzes, and re, a submi or residential facilities on
( Co n t l n u e d) following facilities: 71093. beslncare.Assocoed avers et adhrencetopeventon pracces. and anioierobin s and
i Healtl or residential facilities may participate in NHSN voluntarily, i.e., on their own

initiative and for their own purposes, or as a result of a state or federal reporting requirement. CDC will

Agreement to Participate and Consent

Tracking #:

. . disclose data submitted to NHSN to other federal agencies and to state health departments in accordance
P Iease CI |Ck the O K bu tton to Cont' n ue. with the scope of their reporting mandates. CDC also will disclose data to state, local, or territorial
health departments that are outside the scope of federal or state reporting mandates provided the state,
local, or termitorial health deg has completed a data use with CDC that stipulates the
data will be used solely for surveillance and prevention purposes and not for public reporting of facility-
specific data or any regulatory or punitive actions against facilities, such as a fine or licensure action. These
data disclosures to state, local, or territorial health departments will be made to the extent permissible by
federal law.

Purposes of NHSN
You are listed as the Facility Administrator or Primary Contact for the facilities below. Select all facilities for which you
would like to accept the agreement. Click the submit button to accept the agreement for all selected facilities.

Facility ID & Contact Type Contact Name Phone Number Email Accept

[ ] x | Jx | ] x | Jx | Jx | ] x

Ti's Test Facility 56233 Facility Administrator TiMCcRAY 123-456-7890 NQAO@CDC.GOV v

« Page[t Jof1 » » Vi1 of 1




Congratulations!!

Enrollment is
Complete

You have completed the enroliment.

You can begin LTC Reporting in the
COVID-19 Module.




New Facility and Currently Enrolled Facility

Congratulations!
Enrollment is
complete

2 You are ready to begin reporting.

Please note: If accessing NHSN through different level of SAMS
credentials, the interface will look slightly different as shown below but
all functionality related to COVID-19 data reporting are the same.

NHSN LV1 - National Healthcare Safety Network

NHSN - National Healthcare Safety Network

s !,m} NHSN Long Term Care Facility Component Home Page F} NHSN Long Term Care Facility Component Home Page

Alerts - Alerts f
COVIDT Dashboard
= " Action ltems Reporting Eanie » Long Term Care Dashboard
Facility

Resident 4 .
Group ~ Action Items

Event »
Logout

Summary Data »

- COVID-19 m
Import/Export






If you have an active SAMS grid card and need to

enroll a facility

* Enroll the LTCF as described
in Enroll Facility in NHSN
section.

* Log into
https://sams.cdc.gov/ using
your SAMS grid card

* Forgot your password?
contact samshelp@cdc.gov or
toll-free at 877-681-2901

* Will need to complete annual
survey during enrollment

W g: You are gaUs f system, which includes (1) this computer, (2) this computer network, (3) all computers connected to this
nemork and (4) all devices and stomge media attached to this network or to 2 computer on this network. This information system is provided for US Government-

h d use only. Ui h d or imp use of this system may u-sult in disciplinary action, as well as civil and criminal penalties. By using this information
system, you understand and consent to the foll g: You have no P of privacy regarding any or data g or stored on this
information system. At any time, and for any lawful purpose, the g may monitor, intercept, and search and seize any commumuhon or data
transiting or stored on this inf system. Any or data g or stored on this information system may be disclosed or used for any lawful

Government purpose.

Login Options

Choose one of the three login options.

SAMS Grid Card Credentials HHS PIV Card
SAMS Credentials
(4
e
o

SAMS Click login below to login Insert your PIV card in your smart
Useinarne with SAMS Grid Card. card reader before you try to login,

SAMS
Password:

Forgot SAMS Password?

For users who have been For users who are CDC staff and

For users who login with only a
issued a SAMS Grid Card. have been issued a PIV card.

SAMS issued UserID and Password.



https://sams.cdc.gov/

| selected the wrong facility type during

enrollment

* If you selected the incorrect facility type upon or after
completing the enrollment process the resolution is to log
into the facility and do the following:

* Select on the left-hand side> Facility>>Facility info>>>edit
on the bottom of the screen.

* This will allow you with the ability to change your facility
type.
* Choose the correct facility type in the drop-down menu.

* Select “save” at the bottom of the screen.



How do | keep up with my COVID-19 data if I'm

not yet enrolled?

* Use NHSN data collections forms, which are available for each
pathway in the module.

* Use one form for each date data will be entered in the
module

* Use form instructions
* https://www.cdc.gov/nhsn/ltc/covid19/index.html



https://www.cdc.gov/nhsn/ltc/covid19/index.html

How do | receive LTCF COVID 19 updates if I'm not

enrolled in NHSN?

* On the NHSN LTCF COVID-19 website, scroll to the bottom
and add your e-mail address

* https://www.cdc.gov/nhsn/ltc/covid19/index.html

Get NHSN COVID-19 Updates

For continued NHSN COVID-19 updates, please enter your email address. NHSN facility and
group users do not need to sign up, you will receive them automatically.


https://www.cdc.gov/nhsn/ltc/covid19/index.html

Resources

o

To email questions to the NHSN Helpdesk: nhsn@cdc.gov with LTC COVID-19 in the subject line

o

NHSN COVID-19 Webpage for Long-term Care Facilities:
https://www.cdc.gov/nhsn/covid19/index.html

1 CDC’s National Healthcare Safety Network (NHSN) Home Page:
https://www.cdc.gov/nhsn/index.html

) Guidance for Retirement Communities and Independent Living:
https://www.cdc.gov/coronavirus/2019-ncov/community/retirement/index.html

1 Preparedness Checklist for Nursing Homes and Other Long-Term Care Settings:
https://www.cdc.gov/coronavirus/2019-ncov/hcp/long-term-care-checklist.html

) Preparing for COVID-19: Long-term Care Facilities, Nursing Homes:
https://www.cdc.gov/coronavirus/2019-ncov/hcp/long-term-care.html

1 If you have questions regarding CMS’ enforcement of the new COVID-19 reporting requirement on nursing
homes: DNH Enforcement@cms.hhs.gov.



mailto:nhsn@cdc.gov
https://www.cdc.gov/nhsn/covid19/index.html
https://www.cdc.gov/nhsn/index.html
https://www.cdc.gov/coronavirus/2019-ncov/community/retirement/index.html
https://www.cdc.gov/coronavirus/2019-ncov/hcp/long-term-care-checklist.html
https://www.cdc.gov/coronavirus/2019-ncov/hcp/long-term-care.html
mailto:DNH_Enforcement@cms.hhs.gov

)
L)

Thank You!
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